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ABSTRACT 
Recent technological advancements have increased computer crime, requiring public authorities 
to implement structured mitigation strategies. While initiatives exist to improve digital literacy on 
device security, they must also address the complexities of computer crime. Using Design Science 
Research, this study investigated the applicability of chatbots to raise awareness of computer 
crime in a public administration setting. A systematic literature review highlighted the issue’s rele
vance and identified knowledge gaps. A scoping review gathered concepts, methodologies, tech
nologies, architectures, and tools for developing and evaluating an effective chatbot. The design 
and development phase included a detailed proposal for a sophisticated chatbot architecture. 
During the demonstration and evaluation phases, the utility of the chatbot was tested in the 
domain of conversational flow efficiency and usability. The study’s primary results and contribu
tions are to assess the chatbot’s effectiveness in raising awareness of computer crime on public 
websites. Future work should focus on implementing the chatbot in the actual context of public 
administration, proposing a network of specialized conversational assistants, and improving public 
service interoperability to enhance computer crime awareness.
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1. Introduction

The intensive use of electronic equipment and the wide range 
of services provided over the Internet have led to an increase in 
cybercrime (ARRS - Slovenian Research, 2022; NCSC, 2022). 
Through simple actions or more complex schemes, cyber dan
gers are part of users’ lives (Singh, 2011; Weisburd & McEwen, 
2015). Although critical thinking or careful content analysis can 
overcome intellectual challenges, the perception of computer 
crimes is more complex (Tatarinova et al., 2016). The education 
and awareness of cybersecurity phenomena are the pillars of its 
prevention (NCSC, n.d.). Awareness of these phenomena and 
adequate clarification of the various forms of criminal activity 
can help adjust behaviors, thus avoiding victimization 
(Srivastava et al., 2020). Despite government initiatives provid
ing digital skills in security and privacy in Portugal (Presidency 
of the Council of Ministers, 2018), protecting devices, digital 
content, and personal data (The Presidency of the Council of 
Ministers, 2019) does not explicitly refer to awareness of com
puter crime. In a context of high technological development 
and growing interaction between government and citizens 
(Filipe et al., 2012), reflected in innovative public policies 
(Ubaldi et al., 2019) and the provision of emerging technologies 
to promote efficient communication, it was essential to assess 
whether these developments could contribute to mitigating and 
raising awareness of computer crime. Exploratory research and 
preliminary literature review processes aimed at identifying 

emerging IT solutions (artifacts) with the potential, in a public 
administration (PA) context, to promote communication 
between the State and the citizens have identified artificial intel
ligence (AI) (Henman, 2020; Ubaldi et al., 2019) as technology 
and conversational assistants (chatbots) as a tool (Kumar & 
Mukund, 2020; Zuiderwijk et al., 2021).

The explorative research also discovers the types of com
puter crime that occur most frequently and entities that 
could contribute awareness-raising content for the artifact’s 
knowledge base. Government reports were also researched 
to address the incidence of computer crime and the types of 
crime in Portugal. Several organizations in Portugal and the 
European Union were identified as being dedicated to rais
ing awareness of computer crime and producing awareness- 
raising content, namely the Portuguese Association for 
Victim Support (PAVS) (APAV, n.d.); the Portuguese Bank 
(PB) (Banco de Portugal, n.d); the Safe Internet Center (SIC) 
(Centro de Internet Segura, n.d); Deco Protest (DECO) 
(DECO PROteste, n.d); the European Cybercrime Centre 
(EC3-Europol) (EC3, n.d); and the European Union Agency 
for Cybersecurity (ENISA) (ENISA, 2024). In the same vein, 
entities with legal powers related to investigating and miti
gating computer crime were identified, namely the Public 
Prosecutor’s Office in Portugal (Minist�erio P�ublico, n.d) and 
the Judicial Police (JP) (Pol�ıcia Judici�aria, n.d), as well as in 
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cybersecurity areas related to the National Cybersecurity 
Center (NCC) (Centro Nacional de Cibersegurança, n.d).

Multiple searches were carried out in chatbot develop
ment platforms provided by Google (Dialogflow), Microsoft 
(Azure), and IBM Cloud (Watson Assistant). We took 
advantage of the free plan and opted for Watson Assistant 
to implement the artifact architecture.

This study examined the relevance, admissibility, and 
parameters of using public chatbots to raise awareness about 
computer crime. In this sense, the primary research question 
was: “Is it possible to develop an innovative artifact (chatbot) 
to implement on public administration websites, focusing on 
citizens aware of phenomena related to computer crime?”

This work is structured in seven sections, including this 
introduction (section 1), the related work (section 2), the 
research methodology (section 3), the design and development 
phase (section 4), the demonstration phase (section 5), the 
evaluation phase (section 6), and the conclusions (section 7).

2. Related work

There is a significant increase in computer crime (ARRS - 
Slovenian Research, 2022; NCSC, 2022) which affects victims 
of all ages and social conditions, with a higher incidence dur
ing and after the COVID-19 pandemic (Monteith et al., 
2021). Although computer crime has a global dimension and 
can affect any victim, it mainly affects more vulnerable people 
unaware of how criminals operate and the basic safety rules 
when using digital resources. Some of the most vulnerable 
users, such as older people (Kalache & Gatti, 2003), with pos
sible forms of disability, whether motor or cognitive (Agência 
para a Modernizaç~ao Administrativa, n.d), can be victims of a 
multitude of criminal activities related to: financial fraud 
(Fenge & Lee, 2018); e-commerce fraud (Reisig & Holtfreter, 
2013) with digital payment (Burnes et al., 2017); the participa
tion, even negligently, in money laundering crimes (money 
mule) (Hufnagel & Moiseienko, 2019); or phishing actions 
(Oliveira et al., 2017). There are situations in which victims 
are psychologically weakened (Coluccia et al., 2020), especially 
in cases of victimization by criminal schemes known as 
romance scams (Anesa, 2020; Huang et al., 2015). In this case, 
the social stigma resulting from financial losses makes the vic
tims feel guilty and ashamed, inhibiting them from seeking 
help from the police and family (Anesa, 2020). The attributes 
of anonymity that chatbots can provide help victims.

2.1. Promoting digital skills and competences

In Portugal, some strategic government initiatives provide 
ordinary citizens with digital skills, which addresses the need 
to increase their skills in new digital technologies (Presidency 
of the Council of Ministers, 2018). The Dynamic Reference 
Framework for Digital Competence (DRFDC) (The Presidency 
of the Council of Ministers, 2019) covers five areas that bring 
various digital skills to be promoted, like information literacy, 
communication, citizenship, content creation, security, and 
privacy, as well as the development of IT solutions. Although 
it does not focus on computer crime, the DRFDC promotes 

digital skills in security and privacy concerns, namely the pro
tection of devices, digital content, and personal data (The 
Presidency of the Council of Ministers, 2019). Education and 
cybersecurity awareness are fundamental pillars of the preven
tion component of phenomena related to computer crime 
(Centro Nacional de Cibersegurança, 2021).

2.2. Emerging technologies in the public sector

The definition of e-government includes digital governance 
related to the growing technological development and the 
interactions between government and citizens (Filipe et al., 
2012; Ubaldi et al., 2019). Artificial intelligence was recog
nized as a technology that identifies IT solutions in PA, pro
moting State communication. Chatbots were identified as 
tools that could become part of universal awareness-raising 
actions, using emerging technologies and allowing the mas
sification of reliable content (Osakwe et al., 2021). In the 
same context of emerging technologies in the public sector, 
the usefulness of conversational assistants is highlighted, 
particularly concerning chatbots (Kumar & Mukund, 2020; 
Zuiderwijk et al., 2021). The digital transformation has led 
to the creation of IT solutions based on AI, namely chatbots, 
whose characteristics offer great potential for promoting 
communication processes between the State and the citizen 
(Kumar & Mukund, 2020; 2020; Zuiderwijk et al., 2021).

2.3. Conversational assistants (chatbots)

Chatbots are computer programs designed to interact with 
users in real time using text, voice, or natural language 
(Hasan et al., 2021). One of the best-known, ELIZA, devel
oped by MIT (Massachusetts Institute of Technology) in 
1966, was considered the pioneer in this field (Hasan et al., 
2021). Since then, conversational assistants have had various 
applications in banking, tourism, health, business, education, 
and financial institutions (Androutsopoulou et al., 2019). 
According to the general description of chatbots, they have 
three essential elements: their interface, the natural language 
processing (NLP) engine, and the knowledge base (Nirala 
et al., 2022). The interface can be a website, instant messag
ing, or mobile app. The NLP engine manages the semantic 
context of conversations. The knowledge base becomes the 
central core of content that makes interactions possible 
(Nirala et al., 2022). Considering the knowledge base, there 
are three main varieties of chatbots: rule-based, retrieval- 
based, and generative-based (Adamopoulou & Moussiades, 
2020; Androutsopoulou et al., 2019). Some studies refer to 
the benefits of chatbots in the e-government context: AI 
task improvement (Kumar & Mukund, 2020; Wang et al., 
2021); promoting communication processes (Nirala et al., 
2022); optimizing its interaction with users (Chaves & 
Gerosa, 2021) in the context of digital governance (Kumar 
& Mukund, 2020); the informative capacity (Nirala et al., 
2022; Wang et al., 2021); the technological innovation that 
they represent (Nirala et al., 2022); its great versatility in 
terms of multiple uses (Kumar & Mukund, 2020; Wang 
et al., 2021); and the characteristics that promote its user- 
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centered action (Nirala et al., 2022) leading to their loyalty 
(Chaves & Gerosa, 2021; Wang et al., 2021). Regardless of 
their focus in the e-government context, some studies refer 
to solutions in the awareness of computer crime: through a 
generalist view of the phenomenon (Hamad & Yeferny, 
2020; Khokhawat et al., 2021); in the prevention of cyberbul
lying (Hari Prasad & Vijayakumar, 2021); collecting data via 
the dark web (Budiman & Aminanto, 2022); with issues 
related to cybercrime (Srivastava et al., 2020); in the provi
sion of cybersecurity content via WhatsApp (El Hajal et al., 
2021); in training cyber analysts (El Hajal et al., 2021); in 
the social engineering prevention (Banire et al., 2021); and 
cybersecurity training in schools (He & Xin, 2021). Given 
the public websites that can integrate chatbots, it is essential 
to consider good practices in developing these resources, 
focusing on accessibility, usability, and user experience. 
Some innovative techniques, such as architecture, are based 
on intelligent agents (Hatsue et al., 2000). We can see stand
ards that improve aspects of accessibility on the subject 
(W3C, n.d.a), defined in the guide User Agent Accessibility 
Guidelines (UAAG) Overview (W3C, n.d.b). There is also sci
entific interest in the impact of chatbots on accessibility 
issues (W3C, 2021), usability (Borsci et al., 2022), and user 
experience (Cheng & Jiang, 2020).

2.4. The literature review

The literature review included a systematic literature review 
(SLR) and a scoping review (SR). The SLR, which adhered 
to the model proposed by Kitchenham and Charters 
(Barbara & Stuart, 2007), demonstrated the relevance of the 
problem and allowed for the identification of knowledge 
gaps. The SR, following the PRISMA Extension for Scoping 
Reviews (PRISMA-ScR) guidelines (Tricco et al., 2018), 
facilitated the identification of concepts, methodologies, 
technologies, and tools to develop, evaluate, and optimize 
architectures suitable for the investigation purpose.

2.4.1. Systematic literature review
The SLR (Barbara & Stuart, 2007) supported the objectives 
and research questions and demonstrated their relevance. 
The criteria for inclusion and exclusion were designed to 
encompass primary studies that contribute scientifically, in 
line with the motivation and goals of this SLR. This study 
specifically investigates the conceptualization of chatbots in 
the realm of e-government aimed at preventing and raising 
awareness of computer crime. Additionally, the research 
focuses on primary studies published from 2009 onwards 
2022. This time-lapse reflects the implementation of Law 
109/2009, dated September 15, which pertains to the initial 
version of the Cybercrime Law in Portugal (Assembly of the 
Republic, 2009), as well as the year of this research, specific
ally 2022. This study selection process identified 46 articles 
that met all criteria (inclusion, exclusion, and quality) and 
were submitted for data extraction. The final list included 
articles from various digital libraries: ACM Digital Library 
(17); DOAJ, Open Trusted (1); IEEE Digital Library (4); 

MDPI, Social Sciences (1); Science Direct (4), Scopus (10), 
Springer Link (2); Taylor & Francis Online (2); Web of 
Science (4); and Wiley Online Library (1). We conducted a 
narrative synthesis that involved two types of analyses: a 
description of the selected publications for review and a the
matic analysis of these publications in relation to the 
research questions and the proposed theoretical framework.

The SLR identified data to consider in chatbot proposals: 
the areas of chatbot implementation in an e-government con
text (Q1); the attributes of these chatbots within the same 
e-government context (Q2); the intervention areas of chatbots 
in raising awareness of computer crime, even if they fall out
side the e-government context (Q3); the areas of chatbots’ 
intervention in raising awareness of computer crime, specific
ally within the context of e-government (Q4); legal docu
ments, standards, or guidelines applicable in Portugal or the 
European Union regarding emerging technologies in the 
e-government context (Q6); and web development standards 
and procedures, particularly for chatbots, concerning user 
experience within the e-government context (Q7).

Regarding Q1, the SLR identified various areas within pub
lic administration where chatbots are implemented, including 
multiple administrative domains of the public sector (Akkaya 
& Krcmar, 2019; Androutsopoulou et al., 2019; Aoki, 2020; 
Stamatis et al., 2020; van Noordt & Misuraca, 2019; Wilson & 
Marasoiu, 2022); in the health sector (Akkaya & Krcmar, 
2019; Aoki, 2020; de Melo & Monteiro, 2021; Nirala et al., 
2022; Simonsen et al., 2020; Tao et al., 2019); in the social 
security sector (Akkaya & Krcmar, 2019; van Noordt & 
Misuraca, 2022; Vassilakopoulou et al., 2023); on emigration 
issues (Akkaya & Krcmar, 2019; Beris et al., 2019; Tao et al., 
2019; van Noordt & Misuraca, 2022); in the field of public 
finance and taxation (Akkaya & Krcmar, 2019; Aoki, 2020; 
Stamatis et al., 2020; Vassilakopoulou et al., 2023); in the pos
tal services (Akkaya & Krcmar, 2019; van Noordt & Misuraca, 
2022); in the administrative modernization agencies (Reis 
et al., 2020); in the education sector (Daniel et al., 2020); for 
passport requests and issuance (Antoniadis & Tambouris, 
2021); in civil protection (Androutsopoulou et al., 2019); in 
the commercial registration (van Noordt & Misuraca, 2019); 
and in road safety concerns (Stamatis et al., 2020). While no 
studies on increasing awareness of computer crime were 
found in the public sector, there is interest in implementing 
conversational assistants in justice-related public services 
(Monteiro et al., 2022; Sivcevic et al., 2020).

At least ninety-nine positive attributes were identified that 
characterize chatbots in public domains (Q2), emphasizing 
their continuous operation (24 hr a day, seven days a week) 
(Androutsopoulou et al., 2019; Aoki, 2020; Hasal et al., 2021; 
Petriv et al., 2020; Reis et al., 2020; Rita & Shava, 2021; 
Sivcevic et al., 2020; Tambouris & Tarabanis, 2021; van 
Noordt & Misuraca, 2019; Vassilakopoulou et al., 2023). 
Diverse attributes such as speed (Vassilakopoulou et al., 2023), 
ease of use (Piccolo et al., 2021), free use (Piccolo et al., 2021), 
real-time support (Tao et al., 2019), and automated service 
(Cantador et al., 2021) are also addressed. In terms of usabil
ity, accessibility, and user experience, chatbots demonstrate 
high standards of accessibility (Sivcevic et al., 2020), focusing 
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on user satisfaction (Androutsopoulou et al., 2019; Cantador 
et al., 2021; Vassilakopoulou et al., 2023) and promoting their 
well-being (Piccolo et al., 2021), its inclusion (Tambouris & 
Tarabanis, 2021), and your mental health (Piccolo et al., 
2021). Aspects were identified that could raise concerns related 
to AI (ethics, privacy, and security) (Susar & Aquaro, 2019) 
and the legal field (Akkaya & Krcmar, 2019), including data 
protection, responsibility, transparency, and clarity of the com
munication process).

The RQ3 reflects data related to the design or implementa
tion of chatbots, regardless of whether it focuses on their suit
ability and relevance within an e-government context 
concerning computer crime awareness. In this context, there 
has been significant interest in aspects of computer crime 
involving children, such as sexual offenses (grooming or sext
ing) and cyberbullying. Regarding sexual offenses that may 
involve children, six solutions have been identified: the devel
opment of a website that offers awareness-raising materials 
and reporting tools for child victims of sexual crimes online. 
In this context, the possible implementation of chatbots on the 
platform is emphasized as a valuable asset for facilitating report 
submissions (Rita & Shava, 2021); the creation of a module for 
attracting sex preparers using an intelligent question-answer 
analysis engine, with a view to the automatic characterization 
of pedophile tendencies (Zambrano et al., 2017); the develop
ment of a model based on adolescent personality traits to 
detect pedophilic behavior on the Internet (Villatoro-Tello 
et al., 2016).; a system for detecting conversational patterns 
regarding child sexual predators across various internet plat
forms, including chat rooms, social networks, and other sites 
(Laorden et al., 2013); a module for interaction that acts as a 
decoy to identify potential sexual predators on various internet 
platforms (Murcia Trivi~no et al., 2019; Yoo & Cho, 2022); and 
a solution for identifying suitable dialogue flows for the poten
tial design of a support chatbot aimed at children in online 
environments, considering issues like cyberbullying, grooming, 
and sexting through conversations between children and Lego 
figures (Piccolo et al., 2021). When considering computer 
security and cyberattacks, five solutions were identified: an 
antivirus module for detecting malware and phishing attacks 
using chatbots designed for integration with Messenger (Lee 
et al., 2020; Yoo & Cho, 2022).; a module to integrate 
WhatsApp for foundational concepts and security procedures 
for company employees, addressing emerging technologies and 
cyberattacks, while providing self-assessment and knowledge 
resources within organizations (El Hajal et al., 2021); selecting 
a suitable encryption method to protect vital information (Dan 
et al., 2019; Yoo & Cho, 2022) to implement a system for 
detecting the different stages of progress in a phishing attack, 
utilizing CNN classifiers and AI technology (Yoo & Cho, 
2022); as well as corporate training in computer security 
(Kowalski et al., 2013; Yoo & Cho, 2022). In the context of 
RQ3, it is essential to note that the identified studies do not 
concentrate on the specificity or suitability of implementing 
chatbots in e-government or public administration platforms 
concerning computer crime awareness. Nevertheless, it is cru
cial to acknowledge the interest and relevance of using these 
conversational assistants to raise awareness about computer 

crime, particularly in a context where the safety of children 
and young people is a concern.

Regarding RQ4, no studies align with the predefined objec
tives of the research question about identifying studies aimed 
at implementing chatbots in an e-government context to raise 
awareness of computer crime. Nevertheless, four articles were 
identified that contain data, even if presented in an indicative 
manner, regarding the specific interest of public entities in 
the research topic. The Rita and Shava study (2021) focuses 
on creating a website featuring awareness materials and 
reporting tools for child victims of sexual crimes online. 
While the study suggests the potential integration of a chat
bot, it does not address the context of e-government. 
Conducted in collaboration with the Namibian School 
System, the study notes that, while this solution could help 
address the issue, significant further action is needed involv
ing additional organizations, including law enforcement agen
cies. The research conducted by Piccolo et al. (2021) aimed to 
identify suitable dialogue flows for the potential design of a 
support chatbot, in light of the increasing phenomena affect
ing children in internet environments, such as cyberbullying, 
grooming, and sexting, which may occur through conversa
tions involving children and Lego figures. Furthermore, while 
this study does not address the specific context of e- 
government, it is noteworthy that the research received fund
ing from the Open University’s Centre for Policing Research 
and Learning and was supported by the Metropolitan Police. 
In Laorden et al. (2013), concerning the detection of conver
sational patterns of child sexual predators in pedophilia crim
inal phenomena on various internet platforms (chats, social 
networks, or other platforms), although no reference is made 
to the e-government context, mention is made of the fact that 
the Basque Government supported the research. In Yoo and 
Cho (2022), an article is referenced concerning a module that 
functions as a decoy to identify potential sexual predators on 
various internet platforms (Tambouris & Tarabanis, 2021). 
While the e-government context requires further examina
tion, it is important to acknowledge the utility of the system 
for law enforcement agencies. Research related to RQ4 does 
not emphasize the importance and suitability of employing 
conversational assistants within e-government frameworks to 
enhance awareness of computer-related crimes. Moreover, it 
is essential to underscore the interest and support demon
strated by state agencies and public organizations, particularly 
law enforcement, in investigations concerning the application 
of chatbots to combat computer crime context.

In relation to RQ 5, the aspects of AI use focus on: the 
level of government policies (European Commission, 2021a; 
European Parliament & the Council of the European Union, 
2018; Misuraca et al., 2020; Viscusi et al., 2020); their appli
cation by police and judicial authorities (European 
Parliament, 2021a; Leaua & Didu, 2021); their requirements 
and evaluation guidelines for implementation (European 
Commission, 2018; Hasal et al., 2021; Henman, 2020); their 
role as an instrument for modernizing PA (Gerontas, 2020); 
and intellectual property rights (Leaua & Didu, 2021; The 
European Parliament, 2020). Regarding interoperability in 
the public sector (European Commission, 2010; 2017) it is a 
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critical success factor for increasing efficiency, transparency, 
quality, and cooperation in PA (Antoniadis & Tambouris, 
2021; Gerontas, 2020; Tambouris & Tarabanis, 2021). 
Concerning data protection and security (European 
Parliament & the Council of the European Union, 2016; 
International Organization for Standardization, 2005) the 
rules of the General Data Protection Regulation (GDPR) 
regarding the processing and transfer of personal data 
(Akkaya & Krcmar, 2019; Carvalho et al., 2020; Hasal et al., 
2021; Viscusi et al., 2020) were identified. The ethics field 
(European Parliament, 2021b) refers to the European 
Union’s recommendations on the legal regime concerning 
the various ethical aspects of AI, robotics, and related tech
nologies (Leaua & Didu, 2021; Susar & Aquaro, 2019). The 
strategies for promoting digital skills refer to the program 
National Digital Skills Initiative e.2030 - INCoDe.2030 
(Presidency of the Council of Ministers, 2018), which aims 
to implement measures to increase personal skills in the 
new digital technologies (Reis et al., 2020). On cybersecurity 
strategies at the European level (European Commission, 
2020b), resilience, technological sovereignty, and leadership 
are mentioned to prevent and respond to cyberspace inci
dents. The importance of developing global cyberspace with 
reinforced international cooperation is also discussed 
(Carvalho et al., 2020; Ubowska & Kr�olikowski, 2022). The 
report Architecture for Public Service Chatbots (European 
Commission, 2019a) aims to guide the appropriate design of 
architectures, including the conception and development of 
chatbots in public services.

Concerning RQ6, the main factors identified involve digital 
accessibility issues, including the information and communica
tion technology requirements for people with disabilities 
(European Commission, 2021b; Gaggi & Perinello, 2022); 
enhancing the accessibility of public sector websites and 
mobile applications (European Parliament & of the council, 
2016; Gaggi & Perinello, 2022); and establishing guidelines for 
creating more accessible web content for individuals with dis
abilities (Gaggi & Perinello, 2022), addressing visual, auditory, 
physical, speech, cognitive, linguistic, learning, and neuro
logical aspects (Web Accessibility Initiative Group, 2023).

In conclusion, this systematic literature review highlights 
the significance of the research topic, emphasizing the neces
sity for further exploration in this important domain of 
knowledge potential.

2.4.2. Scoping review
Considering the study’s specific objectives related to explor
ing and mapping evidence on a particular topic, this review 
was drafted using the Preferred Reporting Items for 
Systematic Reviews and Meta-Analyses Extension for 
Scoping Reviews (PRISMA-ScR) (Tricco et al., 2018). This 
scoping review identified important factors for designing 
and evaluating chatbot architectures in public administra
tion, aligning with the stated objectives. The review aims to 
thoroughly assess elements that can impact chatbot develop
ment and evaluation in this sector. By analyzing key fea
tures, we seek to uncover research gaps and improve the 
design and evaluation processes, ultimately enhancing 

chatbot effectiveness, especially in the justice domain of the 
public sector.

In our search strategy, we established criteria for selecting 
studies to ensure they align with our research scope and focus 
on essential public administration or e-government objectives. 
From the beginning, we excluded any articles that did not 
meet these criteria. The studies needed to have undergone 
peer-review processes and be published between 2018 and 
2023. Over a two-week period in April 2023, we searched for 
and reviewed titles, abstracts, and full texts of studies from the 
ACM Digital Library, IEEE Digital Library, ISI Web of 
Science, ScienceDirect, Scopus, and Wiley Online Library data
bases. We conducted an extensive search using a variety of 
terms and their synonyms related to chatbots (virtual assistant 
and conversational assistant), public administration (e- 
government, electronic government, and digital governance), 
development (software, tools, frameworks, design, technology, 
and methodology), and evaluation (testing, performance, met
rics, validation, and assessment). We created a data extraction 
form that included the items described in each of the 22 
selected studies in this review. The extracted data was synthe
sized using a narrative approach.

The SR identified the concepts that characterize and 
interfere with the development of chatbots (RQ1), the prin
cipal methodologies guiding their development (RQ2), the 
technologies influencing their development (RQ3), the archi
tectures suitable for their development (RQ4), the relevant 
tools for their development (RQ5), and the principal meth
ods for their evaluation (RQ6)

Regarding Q1, there is significant interest in interoper
ability among public services, particularly in concepts that 
can foster the development of chatbots related to the elec
tronic cooperation of organizations (Gerontas, 2020), the 
provision of shared services (Reis & Melao, 2023), the avail
ability of tools for evaluating and optimizing resources 
(Gerontas, 2020), and solutions that can integrate ethical 
factors (Bang et al., 2021).

Regarding research methodologies (Q2), the Design Science 
Methodology (Hevner et al., 2004; Peffers et al., 2007), and the 
Chatbot Management Process Methodology (de Andrade et al., 
2020) were identified. Public service models can use DSR con
cepts to explore how humans create artifacts to achieve meas
urable goals (Hevner & Storey, 2023).

Considering technologies that can influence the imple
mentation of chatbots in the public sector (Q3), several fac
tors identified are related to: AI-enabled chatbots in the 
NLG, NLP, and NLU domains (Antoniadis & Tambouris, 
2022; Hasan et al., 2021); the implementation of high scal
ability rates (Wilson & Marasoiu, 2022); predefined conver
sational flows in the context of close-domain chatbot 
development (Hasan et al., 2021; Mahmoud & Kumar, 
2020); the choice of models based on deterministic rules, to 
the detriment of probabilistic models (Santos et al., 2022); 
and the avoidance of generative models, which are inher
ently unclear and utilize external datasets (Bang et al., 2021). 
It is also essential to consider models that place a strong 
emphasis on ethical issues regarding data and conversational 
flows (Daniel et al., 2020), as AI involves factors such as 
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transparency, predictability, accountability, fairness, privacy, 
and control (Bang et al., 2021).

In architecture models (Q4), there are several attributes 
to consider: the use of cloud-based computing resources, 
which effectively cover the entire architecture and compo
nents of the solution (do Ros�ario Valverde & Couto e 
Vasconcelos, 2019); the importance of ethics-related issues 
(Bang et al., 2021); the integration of solutions utilizing 
open source resources (de Lacerda & Aguiar, 2019); the sig
nificance of governance factors (Hevner & Storey, 2023), 
including user feedback (do Ros�ario Valverde & Couto e 
Vasconcelos, 2019); the interest in employing machine learn
ing (Mahmoud & Kumar, 2020); and the emphasis placed 
on the Core Public Service Vocabulary (CPVS models) 
(Antoniadis & Tambouris, 2022; do Ros�ario Valverde & 
Couto e Vasconcelos, 2019), particularly regarding resource 
sharing among public entities. Additionally, the information 
and services provided by the conversational assistant should 
also be accessible from the internet portal where it is imple
mented (do Ros�ario Valverde & Couto e Vasconcelos, 2019).

Despite the availability of many tools for chatbot develop
ment (Q5), it is crucial to consider the European guidelines in 
the Architecture for Public Service Chatbots report (European 
Commission, 2019a). This report emphasizes cloud computing 
services in a SaaS context paradigm. These platforms provide 
high levels of stability, scalability, and resource resilience, 
ensure the security and audibility of their architectures, and 
enable chatbots to be replicated via API across various PA 
bodies (European Commission, 2019a). Solutions capable of 
meeting these requirements were mentioned (European 
Commission, 2019a), including Dialogflow (Google), Watson 
Assistant (IBM), Amazon Lex (AWS), and Azure Cognitive 
Language Services (Microsoft). These resources greatly 
enhance accessibility, personalization, community support, 
cost efficiency, transparency, security, and education 
(Antoniadis & Tambouris, 2022; de Lacerda & Aguiar, 2019).

Various methods for chatbot evaluation were identified 
(Q6), including web platforms like ChatEval (Sedoc et al., 
2019) and various metrics based on Nielsen’s 12 heuristics 
(de Lacerda & Aguiar, 2019; H€ohn & Bongard-Blanchy, 
2021), which rely on users’ subjective perceptions. The 
Chatbot Performance Evaluation (Nirala et al., 2022) encom
passes processes concerning scalability factors, the applica
tion of the Turing test, the significance of interoperability 
elements, efficiency, and the speed of query-response inter
actions. The Technology Acceptance Model (TAM) (Davis, 
1993) assesses perceived usefulness, ease of use, user atti
tudes toward the chatbot, and behavioral intentions for con
tinued use (Antoniadis & Tambouris, 2022). The System 
Usability Scale (SUS) (Bangor et al., 2008; Usability.gov, n.d) 
is mentioned in relation to usability. One notable aspect of 
this solution is its validation in the Portuguese context 
(Martins et al., 2015).

3. Research approach and methodology

The primary objectives of the research were to conceptual
ize, develop, and validate a chatbot for integrating public 

administration websites and increasing awareness of com
puter crime. The study follows Peffers et al.’s Design Science 
Research (DSR) methodology (Peffers et al., 2007).

This research method has been widely adopted in infor
mation systems and is crucial for addressing complex prob
lems (Hevner et al., 2004). Given the objectives focused on 
developing an artifact (chatbot), the DSR methodology 
(Hevner et al., 2004) provides a solution with a robust the
oretical foundation to support the development and scien
tific validation of the work. According to Peffers et al. 
(Peffers et al., 2007), DSR consists of six stages (Figure 1): 
problem identification and motivation, definition of the sol
ution’s objectives, design and development, demonstration, 
evaluation, and communication.

Step 1 - Problem Identification and Motivation. During this 
phase, the research problem was clearly defined and justi
fied, accompanied by an artifact designed to address it 
(Peffers et al., 2007). The focus is on identifying the best 
methods to raise public awareness about computer crime. 
This phase, which heavily relied on documentary research, 
aimed to establish the significance of the issue, highlight the 
necessity for solutions, and investigate possible strategies. It 
pinpoints the right technological tools and suitable imple
mentation environments needed for effective, credible, and 
comprehensive promotion of awareness concerning com
puter crime way.
Step 2 - Defining a Solution’s Objectives. After establishing 
the problem’s significance and showcasing its relevance, we 
can outline the solution’s objectives. The goal is to examine 
previously implemented solutions, whether in whole or in 
part (Peffers et al., 2007), through documentary research 
processes and the initial phase of the literature review, by 
referencing a systematic literature review.
Stage 3 - Design and Development. In this phase, creating the 
artifact determines the desired functionalities and correspond
ing architecture, culminating in prototype design. The resour
ces needed for this phase include applying theoretical 
knowledge from a particular solution (Peffers et al., 2007). By 
utilizing documentary research processes within the frame
work of the second phase of the literature review, which 
involves a scoping review, the aim was to identify, within an 
e-government context, the concepts that can influence the 
development and evaluation of chatbots.
Step 4 - Demonstration. At this stage, it was essential to assess 
whether the artifact’s use, in whole or in part, addresses the 
defined problem. It includes the necessary knowledge to utilize 
the artifact in resolving the issue. It encompasses the potential 
for the artifact to fulfill its intended role (Peffers et al., 2007). 
By the end of this phase, the goal was to provide a functional 
artifact emerging from the development stage, equipped with 
characteristics suitable for integration into PA websites to raise 
awareness about computer crime. This activity resulted in iter
ations of the previous phases for implementing improvements.
Stage 5 - Evaluation. The evaluation phase focuses on assess
ing how effectively the artifact addresses the identified prob
lem. The goals outlined in the solution are compared 
against the results generated from using the developed 
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artifact (Peffers et al., 2007). Electronic questionnaires facili
tate data collection and analysis, allowing for an evaluation 
of the artifact across various dimensions, particularly its effi
ciency and intended purpose (Creswell & Creswell, 2018; 
Jain et al., 2018; Peras, 2018). The System Usability Scale 
(SUS) usability test was conducted (Bangor et al., 2008; 
Usability.gov, n.d), considering the details mentioned in 
(Martins et al., 2015). Furthermore, it examined the data 
from user interactions with the artifact, collected through 
analytical tools on the chatbot’s implementation platform, to 
assess the effectiveness of conversational flows and analyze 
failures in understanding intentions and entities. This pro
cess led to revisions of the earlier phases for implementation 
improvements.
Stage 6 - Communication. The communication process 
related to this undertaking encompasses scientific and pro
fessional journals, emphasizing utility, functionality, innov
ation, scientific rigor, and the breadth of the results 
obtained (Peffers et al., 2007).

4. Design and prototype development phase

The design and development phase of the artifact was based 
on the literature review and documentary research. Multiple 
research projects were conducted on various functional 
requirements and available resources from chatbot develop
ment platforms that had no financial charges and aligned 
with the investigated parameters and purposes. Initially, the 
features offered by Google (Dialogflow), Microsoft (Azure), 
and IBM Cloud (Watson Assistant) were explored and 
tested. One limitation identified during the functional test
ing of these platforms was the deficiency of resources access
ible in the evaluation accounts, particularly concerning time 
constraints. Given that Watson Assistant did not impose 
such time limitations, this became a significant factor influ
encing a more comprehensive understanding of its diverse 

capabilities. The principal investigator’s profound expertise 
with the Watson Assistant platform, coupled with the sup
plementary time allocated for a more thorough comprehen
sion of the other platforms, ultimately reinforced this 
understanding choice.

4.1. Requirements for chatbot development

User and artifact operation requirements were established 
during the computer system or application development 
process (Corea et al., 2020). User requirements refer to 
users’ expectations and needs, expressed in abstract terms, 
without necessarily being concerned with the technical 
implementation of the solution. These expectations encom
pass the interface’s ease of use, the system’s expected per
formance, the capacity for customization, and other 
acceptance criteria (Corea et al., 2020). Functional require
ments describe the system’s functionality in both form and 
operation, expressed through use cases, system requirements, 
and detailed specifications of various functionalities. They 
should include the functions or services the system provides 
to satisfy user requirements (Corea et al., 2020). The arti
fact’s architecture was based on the technical guidelines of 
the Watson Assistant platform regarding functional require
ments, along with the theoretical aspects already covered. 
The user requirements related to the expectations and objec
tives of the artifact’s implementation, which is associated 
with raising awareness of computer crime, were defined in 
the evaluation phase.

4.2. Description of architecture components

Technically, chatbots generally consist of three essential ele
ments: the interface, the natural language processing (NLP) 
engine, and the knowledge base. The interface can take dif
ferent forms, such as a website, instant messaging, or a 

Figure 1. Design science research (DSR). Adapted from peffers et al. (Peffers et al., 2007).
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mobile app. The natural language processing engine man
ages the semantic context of conversations. In turn, the 
knowledge base serves as the central core of content that 
enables interactions (Nirala et al., 2022). Considering the 
knowledge base, there are three main types of chatbots: 
rule-based, retrieval-based, and generative (generative-based) 
(Adamopoulou & Moussiades, 2020). Rule-based chatbots 
operate according to a fixed set of guidelines (decision tree 
models) for user interaction. These chatbots provide prede
fined responses to users’ questions and do not learn from 
these interactions. Retrieval-based chatbots also deliver pre
defined answers but utilize some heuristics to extract 
answers, creating shortcuts compared to the entire decision 
tree method. Although they may include elements of AI, 
these chatbots cannot generate completely new responses 
(Manzoor & Jannach, 2021). Using generative methods, such 
as OpenAI ChatGPT (OpenAI, n.d), Chatbots can create 
dialogues using large volumes of conversational data. The 
model based on generative methods can utilize a combin
ation of techniques, including supervised and unsupervised 
learning, reinforcement learning, and adversarial learning 
(Androutsopoulou et al., 2019). Chatbots can engage in brief 
conversations to provide a singular answer to questions in a 
Q & A format, while longer discussions permit the exchange 
of substantial amounts of information throughout a conver
sation (do Ros�ario Valverde & Couto e Vasconcelos, 2019). 
Despite the many advantages and potential of implementing 
chatbots in the public sector, certain attributes, such as gen
erative models, may require attention. In this context, vari
ous discussions about ethical considerations, security, and 
user privacy related to artificial intelligence (AI) topics 
(Susar & Aquaro, 2019) are related. There are also legal 
issues at stake, including data protection (Akkaya & Krcmar, 
2019), the accountability and transparency of the informa
tion presented in conversational flows (Akkaya & Krcmar, 
2019), and the form and clarity of communication processes 
(de Melo & Monteiro, 2021).

The large number of users and the high traffic generated by 
PA raise the importance of solutions based on cloud computing 
services (European Commission, 2019a). Guidelines for chatbot 
architectures in public services (European Commission, 2019a) 
and the literature review also emphasize the importance of 
cloud computing platforms (European Commission, 2019b). 
Watson Assistant, from IBM Cloud, offers various ways of inte
grating chatbots into websites with high-security standards, 
authentication mechanisms, and scalable resources (IBM, n.d.b; 
IBM, n.d.a). This platform has features suitable for research, 
such as AI in the advanced NLP resources and machine learn
ing capabilities (IBM, n.d.b; IBM, n.d.a). Watson Assistant pro
vides advanced natural language capabilities, with a 
combination of natural language understanding (NLU), natural 
language processing (NLP), and natural language generation 
(NLG) capabilities (IBM, n.d.b). The API resources provided by 
Watson Assistant offer the functionalities suggested in the lit
erature review in a scalable format (IBM Cloud - Watsonx 
Assistant, n.d). The Discovery tool (IBM Cloud - Watson 
Discovery, n.d) increases natural language processes, extending 
the search for possible answers to different types of documents 

that can be integrated into the knowledge base. The Language 
Translator tool can implement multilingual resources, while the 
Tone Analyzer tool can improve feedback processes (IBM, 
n.d.b; IBM, n.d.a).

Regarding ethical considerations, Watson Assistant incor
porates features that directly address ethical, legal, and tech
nical concerns related to using chatbots for computer crime 
awareness, including data protection (Akkaya & Krcmar, 
2019), mitigation of algorithmic biases, and combating disin
formation (Susar & Aquaro, 2019). Its architecture, based on 
deterministic models, predefined rules, and knowledge 
retrieval (Adamopoulou & Moussiades, 2020), offers predict
ability, transparency, and auditability of responses- qualities 
deemed essential for the institutional credibility of public enti
ties (European Commission, 2018; European Parliament, 
2021a). Additionally, Watson Assistant provides robust mecha
nisms to ensure compliance with regulations like GDPR, uti
lizing advanced data control, anonymization, consent 
management, and interaction encryption (Akkaya & Krcmar, 
2019). These characteristics contrast with the limitations of 
generative models, which, despite their creative capacity and 
dynamic interaction (European Commission, 2019a), are less 
suitable for the public administration environment due to 
their complexity, risks of inaccurate responses, and challenges 
in auditing (European Commission, 2019a; Manzoor & 
Jannach, 2021). In this context, utilizing rule-based chatbots 
or knowledge retrieval is more appropriate, as it ensures clar
ity in communication processes (de Melo & Monteiro, 2021), 
accountability, and standardization of responses among vari
ous public entities (European Commission, 2013), while also 
respecting intellectual property (Leaua & Didu, 2021; The 
European Parliament, 2020).

Watson Assistant also stands out due to its integration 
with complementary tools, such as Watson Discovery (IBM 
Cloud - Watson Discovery, n.d), which broadens the search 
for answers in structured knowledge bases; Language 
Translator, which facilitates the creation of multilingual 
chatbots (IBM, n.d.b; IBM, n.d.a); and Tone Analyzer, which 
tailors responses based on the user’s emotional context, fos
tering ethical and effective communication (IBM, n.d.b; 
IBM, n.d.a). By aligning with best practices recommended in 
the literature—including predictability, transparency, secur
ity, and data governance (Akkaya & Krcmar, 2019; Susar & 
Aquaro, 2019)—and adopting deterministic and auditable 
architectures (Adamopoulou & Moussiades, 2020), Watson 
Assistant establishes itself as a scalable and dependable solu
tion for implementing public chatbots, addressing the eth
ical, legal, and technological challenges inherent to applied 
artificial intelligence.

In the specific domain of security components, particu
larly regarding the protection of the Watson Assistant struc
ture and the accuracy of the knowledge base contents, IBM 
Cloud (IBM, n.d.a) states that security issues encompass 
multiple dimensions. These include the security and encryp
tion of data transferred to its services- whether from cus
tomer data centers or other cloud-based services- verifying 
user identities and access rights to information along with 
the platform’s AI features and ensuring secure access to the 
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API services available on its platform and in customers’ data 
centers. IBM Cloud’s security concerns involve the encryp
tion and protection of generated data. Key factors include 
verifying user identities on the platform, controlling access 
to AI features, and securing APIs (IBM, n.d.b; IBM, n.d.a). 
IBM Cloud (IBM, n.d.a) provides security and authentica
tion features for accessing personal accounts, including 
Multi-Factor Authentication (MFA) and Identity and Access 
Management (IAM). It also supports the external sharing of 
APIs through Service IDs and their respective authentication 
keys. These features are designed with the user in mind, 
ensuring a user-centric approach to security. In addition to 
these features, other services offered by IBM Cloud include 
IBM Security QRadar SIEM, IBM Cloud Security, IBM 
Security Access Manager, IBM Activity Tracker, IBM 
DataPower Gateway, IBM Cloud Data Encryption Services, 
IBM Key Protect, and IBM Security Directory Suite. Watson 
Assistant enables the monitoring, analysis, and optimization 
of chatbot performance through the Analytics tool (IBM, 
n.d.a; IBM Cloud - Watsonx Assistant, n.d). This allows 
error detection, identification of popular topics, optimization 
of the effectiveness of responses, sentiment analysis, feed
back analysis, and decision-making for strategic planning 
and continuous improvement processes.

4.3. Artefact integration concepts

Factors such as transformation and digital connectivity in PA 
(Ubaldi et al., 2019) are crucial to modernizing services, 
improving their efficiency, and ensuring that the State can 
effectively meet the needs of its citizens (Filipe et al., 2012). 
These efforts create responsive, transparent, citizen-centered 
governance structures (European Commission, 2016). We can 
see the importance of emerging technologies in the public sec
tor, such as AI (Henman, 2020; Ubaldi et al., 2019) when 
applied in chatbots (Kumar & Mukund, 2020; Zuiderwijk 
et al., 2021). Public administration services should consider 
citizens’ active participation in digital resources (Tavanapour 
et al., 2020), providing recommendations for organizing and 
integrating digital resources (European Commission, 2020a). 
They must also consider feedback factors related to analyzing 
reactions through automatic learning or direct monitoring of 
conversations (European Commission, 2019a). The PA must 
make intelligent digital communication channels available, 
including automated assistance (Maragno et al., 2023). When 
multilingual resources are introduced, the quality and quantity 
of communication processes increase (Tambouris & 
Tarabanis, 2021). PA websites must be accessible to all users, 
including people with disabilities (European Parliament & of 
the council, 2016). Accessibility attributes (Sivcevic et al., 
2020), usability, and user experience (Androutsopoulou et al., 
2019; Cantador et al., 2021; Vassilakopoulou et al., 2023) 
should be considered to promote their well-being (Piccolo 
et al., 2021). The Watson Assistant platform can use Speech- 
to-Text, Text-to-Speech, and Language Translator resources to 
increase this paradigm. Interoperability between public sector 
entities (European Commission, 2010; 2017) refers to the con
tinuous exchange of information between the different systems 

and platforms of various services and is seen as a critical suc
cess factor for increasing efficiency, transparency, quality, and 
cooperation in PA (Antoniadis & Tambouris, 2021; Gerontas, 
2020; Tambouris & Tarabanis, 2021). Chatbots boost organiza
tions’ electronic collaboration by providing tools for evaluating 
and optimizing resources (Gerontas, 2020). Chatbots’ credible 
content is essential to public entities’ institutional image 
(European Parliament, 2021a, 101). Therefore, it is critical to 
address issues of AI in the areas of ethics (Susar & Aquaro, 
2019), accountability, and transparency of conversational flows 
(Akkaya & Krcmar, 2019), as well as the form and clarity of 
these communication processes (de Melo & Monteiro, 2021). 
It is essential to standardize content between PA entities 
(European Commission, 2013) and respect intellectual prop
erty rights when designing technologies that use AI (Leaua & 
Didu, 2021; The European Parliament, 2020). Chatbots must 
provide relevant information in the initial interface related to 
a description of their purpose and the terms of the services. 
Other factors are related to the purpose of the chatbot, the 
preservation and protection of personal data, the possibility of 
not using the service, the provision of alternative contact 
channels, and the circumstances relating to privacy and secur
ity issues (European Commission, 2019a). It is becoming criti
cal for the PA to make websites and mobile applications more 
accessible to users (European Parliament & of the council, 
2016). Given the growing use of use smartphones, it is essen
tial to optimize the experience of using chatbots through 
mobile devices (European Commission, 2019a). In addition to 
the communication channels that the chatbots constitute, the 
PA should provide other forms of communication, either 
through a human agent (email or telephone) or by directing 
users to other specialized chatbots (European Commission, 
2019a).

4.4. Logic chatbot architecture proposal

Figure 2 incorporates the guidelines and paradigms for the 
artifact architecture design into the description of compo
nents and concepts of the chatbot architecture proposal. In 
the context of e-governance policies (3), the digital trans
formation and connectivity processes (2) from PA (1) enable 
the implementation of intelligent communication channels 
(4). These intelligent communication channels (4) adopt 
automated assistance technologies, such as chatbots (5), 
which can play an essential role in communication strategies 
in mass actions to raise awareness of computer crime (7). 
The awareness content (8), adopted in the paradigm of 
interoperability between PA services (6), must be character
ized as professional (9), credible (10), and endowed with 
ethical principles (12). The interoperability paradigm (6) 
also extends to sharing resources resulting from a single 
digital communication channel (4, 5) between the various 
PA websites (12), thus leading to the replication of the same 
chatbot (5, 13). The digital resources made available by the 
PA, mainly through its websites (12) and integrated chatbots 
(5,13,14), have characteristics suitable for use on multiple 
platforms (19) and electronic devices (20), particularly 
mobile devices (21), with respect for high standards of user 
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experience, in aspects such as accessibility and usability 
(22). When conversational assistants integrate advanced 
cloud computing solutions on a software-as-a-service basis, 
they can improve the efficiency of their development, 
implementation, management, and use processes (23). The 
IBM Cloud (23), through Watson Assistant (5), secures 
(24) a wide range of resources and technologies that 
enable the development, implementation, and management 
of intelligent chatbots. These frameworks incorporate all 
the appropriate tools and technologies for the intended 
purpose into a single computing infrastructure (25). 
Watson Assistant (5) and IBM Cloud (23) natively make 
various tools and services via API (29) available in a scal
able way, including Watson Discovery (30), Language 
Translator (31), Speech-to-Text (32), Text-to-Speech (33), 
and Ton Analyzer (34).

4.5. Main vectors of architecture design artifact

The main guidelines and components of the artifact took 
into consideration, in addition to the literature review, the 
theoretical and practical design concepts made available by 
Watson Assistant (IBM, n.d.a; IBM Cloud - Watson 
Assistant, n.d.a), reflected in the architecture described in 
Figure 2, the theoretical and practical design concepts made 
available by Watson Assistant. In the planning phase, the 
knowledge area’s specific needs and the conversational assis
tant’s characteristics were considered (IBM Cloud - Watson 

Assistant, n.d.a). Figure 3 describes the tasks required in the 
planning process to idealize a chatbot’s basic architecture 
(IBM, n.d.a; IBM Cloud - Watson Assistant, n.d.a). The fol
lowing factors were considered: definition of goals, objec
tives, and implementation channels (1); identification of 
intentions (2); the definition of entities (3); cataloging of the 
content collected in training, validation and test sets 
(4,5,6,7); identification and modeling of conversational flows 
and their context attributes (8); mapping the execution of 
intentions to existing process flows (9); identification of con
tent sources, whether through shared repositories, public 
sources, multimedia content (6).

As described in Figure 4, the preparation and implementa
tion phase involved the knowledge structure and the IT plat
form tools in the training, testing, and configuration processes.

This phase involved preparing the entities’ content sources 
as part of their governance operations, related to: the creation 
of the chatbot (3); the creation and association of the dialog 
skill (4); the creation of the intents and intent utterance (5); 
the creation of the entities (6); testing the system (7); structur
ing the conversational dialogs flows (8); testing and intermedi
ate evaluation of the model’s performance (9); testing and 
intermediate assessment of the dialog flow (10); implementing 
and monitoring the model (11,12); and continuous processes 
of machine learning and adaptation.

Figure 5 shows the process of executing the basic archi
tecture of a chatbot. In addition to the digital transform
ation and connectivity paradigms, the component refers to: 
conversation connection points located in the entities’ 

Figure 2. Proposed artifact architecture model.
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network (1); conversation connection points located in the 
public network (2); and guarantee of truth and reliability 
associated with the entities’ institutional governance (3); 
implementation and training components (4); IBM 
Discovery tool (5); knowledge base and responses (6); the 
process of interaction between user and conversational 

assistant, using electronic devices (7); IBM Speech-to-Text 
tool (when integrated) (8); computer application logic and 
structure (9).

The knowledge base and the dialogue flows for the chat
bot on computer crime awareness (Appendix 1, supplemen
tary material) were developed using trusted sources from 

Figure 3. Planning phase proposed by watson assistant. Adapted from (IBM, n.d.a).

Figure 4. Preparation and implementation phase proposed by watson assistant. Adapted from (IBM, n.d.a).

INTERNATIONAL JOURNAL OF HUMAN–COMPUTER INTERACTION 11

https://doi.org/10.1080/10447318.2025.2508302
https://doi.org/10.1080/10447318.2025.2508302


Portugal and European entities, ensuring its ethical and 
trustworthy nature.

5. Prototype demonstration phase

In this phase, the aim was to demonstrate the efficiency of 
the conversational flows through random operation and per
formance tests and the reliability of the chatbot information.

As described in Figure 6, a website was implemented on the 
Cloud Object Storage (IBM Cloud) (IBM, n.d.a) (1,2,3) to carry 
out the practical aspects of the demonstration and evaluation 
phases. The chatbot was integrated through the API (Java 
Script) (IBM Cloud, n.d.a) available from Watson Assistant 
(IBM Cloud, n.d.b). Multifactor authentication was imple
mented to access the IBM Cloud account, while API integration 
was carried out using the Service IDs and authentication keys.

Figure 5. Execution process of the architecture proposed by watson assistant. Adapted from (IBM, n.d.a).

Figure 6. Website modules integrating the artifact (chatbot) (Pimentel, n.d).
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In this phase, the aim was to demonstrate the efficiency of 
the conversational flows through random operation and per
formance tests and the reliability of the chatbot information.

In the first use case (Figure 7), after was asked: “I am wor
ried because my daughter has sent nude photos to a group of 
friends, and I am afraid of what might happen” (6), the chat
bot suggestions were related to the risks of online relation
ships, child sexual abuse, cyberbullying, and extortion by 
email (7). Given the response to the dangers of online rela
tionships, more information was obtained (8). The chatbot 
shared information about the motivations that led to the illicit 

disclosure of intimate content involving young people, in 
terms of revenge porn and cyberstalking, as well as the possi
bility of filing a criminal complaint about what happened (10).

In the second use case (Figure 8), after being asked about 
children and online games (8), the chatbot provided informa
tion about the awareness-raising content (25) associated with 
maintaining a dialog with children and young people, care 
when sharing personal data, the dangers of contact with strang
ers, the security of electronic devices, and reporting forms (25).

In the third use case (Figure 9), after the chatbot was 
asked, “What are the most recent alerts for computer crime 

Figure 7. First use case (demonstration phase).

Figure 8. Second use case (demonstration phase).
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phenomena?” (31), contextualized the request regarding pos
sible intentions (32) related to cybercrime alerts, the mitiga
tion of computer crime, financial alerts, and the money 
mule criminal phenomenon. After we opted for the sugges
tion of email extortion, the chatbot summarized the phe
nomenon, describing how the process unfolds and forms of 
prevention (40).

In the fourth use case (Figure 10), after being asked about 
“How to avoid becoming a victim of internet shopping fraud” 
(46), the chatbot identified the intentions related to online 
shopping alerts, investment fraud alerts, victims of fraud, and 
phishing by SMS (47). After the option of alert online shop
ping was chosen (48), the chatbot provided information 
regarding safe procedures for purchasing and paying for goods 

Figure 9. Third use case (demonstration phase).

Figure 10. Fourth use case (demonstration phase).
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Table 1. Evaluation questionnaire and results.

NQ Question No Expert Expert Global

Sociological 
characterization

Resource Skills and Digital Security
Q1 I know how to use computer resources and 

electronic devices.
3,54 4,06 3,80

Q2 I know cybersecurity issues, the protection of 
electronic devices, and the provision of 
services via the Internet.

3,04 3,91 3,48

Professional experience
Q3 I have professional experience in the 

following areas: Cybersecurity, Public 
Prosecutor or Judicial Magistracy, and 
Police. No experience in the areas 
indicated.

28 35 63

Professional experience in mitigation actions
Q4 I have professional experience in 

investigating or mitigating phenomena 
related to cybercrime.

– 2,70 2,70

Q5 I have professional experience in 
cybersecurity issues.

– 2,67 2,67

Knowledge of computer crime and cybersecurity
Q6 I have a general knowledge of the various 

ways in which computer crime manifests 
itself.

2,50 4,11 3,31

Q7 I have general knowledge of cybersecurity. 2,54 3,66 3,10
Users Perception Expectations about the identification and usefulness of the artifact’s contents

Q8 I identified the content I had always 
idealized on issues of computer crime 
awareness in the experience of using the 
infoCyberCrime chatbot.

3,46 3,89 3,70

Q9 The information provided by the 
infoCyberCrime chatbot helps raise 
awareness of computer crime.

4,43 4,29 4,35

Efficiency and Speed of Conversational Flows
Q10 InfoCyberCrime dialog flows and processing 

is fast and efficient.
4,29 4,23 4,25

Suggestions for Research and Information Accessibility
Q11 The search suggestions provided by the 

infoCyberCrime chatbot make information 
more accessible.

4,43 4,43 4,43

Q12 What number of search suggestions (text 
tags) would be ideal to make the 
infoCyberCrime chatbot more efficient in 
making content accessible? (with 
proposals 1 to 4).

3,18 3,09 3

Personal Data, IT Security, Privacy and Ethics
Q13 I have no concerns about protecting personal 

data when using the infoCyberCrime 
chatbot.

3,89 3,89 3,89

Q14 I did not observe any concerns about aspects 
related to computer security when using 
the infoCyberCrime chatbot.

4,04 4,23 4,14

Q15 I did not raise any privacy concerns when 
using the infoCyberCrime chatbot.

3,89 4,11 4,02

Q16 I have not observed any ethical issues or 
misinformation in the content provided by 
the infoCyberCrime chatbot.

4,04 4,31 4,19

Q17 I realized that the content provided by the 
infoCyberCrime chatbot has a reliable and 
credible origin.

4,61 4,57 4,59

Characteristics and suitability to implement the artifact
Q18 The infoCyberCrime chatbot has features 

suited to raising awareness of computer 
crime.

4,36 4,37 4,37

Q19 The infoCyberCrime chatbot has features 
suitable for integration into public 
administration websites.

4,39 4,40 4,40

Q20 The infoCyberCrime chatbot has features that 
improve communication between the 
State and citizens.

4,25 4,31 4,29

Q21 The infoCyberCrime chatbot has suitable 
features for informing citizens of computer 
crime phenomena on public 
administration websites.

4,43 4,49 4,46

Global (Q8-Q11 and Q13-Q21) 4,19 4,27 4,24
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in digital environments (50). In the fifth use case (Figure 10), 
the assistant was asked about a topic divergent from its pur
pose: “Where can I buy a computer?” (52). As this intention 
was not recognized, the assistant offered to rephrase the ques
tion or contact a human agent (phone or email) (53). As alter
native channels, the possibility of using other conversational 
assistants was provided (53).

Despite the artifact’s prototype condition at the end of 
the demonstration phase, it was efficient enough to imple
ment the evaluation phase.

6. Prototype evaluation phase

The evaluation perspective applied, like Peras (2018), 
Creswell and Creswell (2018), and Cantador et al. (2021), 
was based on the mixed method, including qualitative and 
quantitative aspects, both in the data collection techniques 
and their treatment and interpretation. The evaluation 
dimension followed metrics of user perception during the 
experience of using the chatbot (Cantador et al., 2021; 
Nirala et al., 2022; Peras, 2018; Stamatis et al., 2020), as well 
as objective metrics generated by Watson Assistant during 
the evaluation process (de Lacerda & Aguiar, 2019; H€ohn & 
Bongard-Blanchy, 2021; Nirala et al., 2022; Peras, 2018). The 
data relating to the first dimension of the evaluation was 
obtained through the survey data collection technique, using 
an electronic questionnaire in a structured mode and with 
closed answers (Creswell & Creswell, 2018; Jain et al., 2018; 
Peras, 2018). The questionnaire was applied to two groups 
of users, sociologically characterized as having (expert) or 
not having (non-expert) professional experience in mitigat
ing computer crime and the cybersecurity sector. For the 
second aspect of the evaluation, the data was generated by 
the Analytics tool (IBM Cloud - Watson Assistant, n.d.b) 
from Watson Assistant (IBM, n.d.b), which summarizes all 
the metrics.

Considering the hypothetical vulnerability of some users 
due to their advanced age, the Ethics Committee of the 
University of Tr�as-os-Montes e Alto Douro (UTAD) was 
requested to provide an opinion on the research plan’s con
formity (CE-UTAD, n.d). Following the committee’s positive 
feedback, potential participants in the evaluation process 
were recruited. The 63 participants, all over 16 years old, 
collaborated by sending the fully completed electronic ques
tionnaire. Some participants come from professional groups 
in cybersecurity, police forces, and judicial members. The 

first group (28 participants) refers to users who need more 
experience using computer resources and cybersecurity rules 
and modes of action related to cybercrime (non-experts). 
The second group (35 participants) includes participants 
with experience using IT resources, cybersecurity, and com
puter crime methods (experts). The electronic questionnaire 
was designed in a structured format, with closed multiple- 
choice questions, using the Likert Scale method (Creswell & 
Creswell, 2018; Jain et al., 2018; Peras, 2018), with the fol
lowing measurement: 1 - Strongly Disagree - (1.00 to 1.80); 
2 - Disagree - (1.81 to 2.60); 3 - Neutral - (2.61 to 3.40); 4 - 
Agree - (3.41 to 4.20); 5 - Strongly Agree - (4.21 to 5.00).

Table 1 describes the first seven questions (Q1 to Q7) 
regarding the sociological characterization. The remaining 
questions (Q8 to 21) were intended to collect data on the 
user experience that the participants experienced during 
their interaction with the chatbot.

6.1. First strand of evaluation

Except for the sociological aspects (Q1 to Q7) and the 
appropriate number of accessibility suggestions (Q12), we 
proceeded (Table 1) to interpret the results regarding the 
perception of the user experience (Q8 to Q11 and Q13 to 
Q21). Overall, the participants rated the artifact with an 
average of 4.24 (total agreement). The non-expert partici
pants averaged 4.19 (agreement). As for the experts, they 
valued the artifact with an average of 4.27 (total agreement).

The second part of the questionnaire evaluation concerns 
specific usability issues with the System Usability Scale 
application.

The final score translated into an overall value of 5080 
points, corresponding to a final average of 80.63 points. As 
shown in Figure 11, according to the various ways of inter
preting it (Bangor et al., 2009) in acceptable values (accept
ability range), grade B (grade scale), or Good (adjective 
rating).

6.2. Second strand of evaluation

The data was collected during the interaction between the 
participants and the chatbot, using the Overview and User 
Conversations functionality in the Analytics tool of Watson 
Assistant. During the interaction between the participants 
and the chatbot, 843 messages were recorded, of which 795 
(94.3%) were recognized. On the other hand, 48 messages 

Figure 11. Interpretation of the system usability scale result. Adapted from Bangor et al. (2009).
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(5.7%) did not associate the user’s intention with any intent 
in the knowledge base. The User Conversations tool allows a 
detailed record of all the conversations and analysis patterns 
that influence the efficiency of the artifact itself.

As shown in Figure 12, the patterns identified in the effi
ciency concern accessibility factors alluding to the theme’s 
suggestions in the assistant’s initial interface. This efficiency 
was due to the many users who adhered to the topic sugges
tions on the artifact’s initial interface without entering any 
text. After analyzing the results and user interactions, we 
improved the intent catalog with new user examples.

7. Conclusions

Although no studies were identified that addressed the role of 
chatbots in raising awareness of computer crime in specific 
public service sectors, the topic’s relevance was noted by the 
interest and support of some State entities and other public 
bodies in studying the phenomenon. Factors to consider when 
designing, developing, and evaluating chatbot architectures in 
the context under study were identified. Concepts, research 
methodologies, technologies, architectural proposals, and 
evaluation techniques were applied in the artifact proposal’s 
idealization, design, implementation, and evaluation. The dem
onstration phase aimed to determine the performance tests 
regarding the efficiency of conversational flows, especially the 
information available in various computer crime areas. The 
results of the first evaluation phase included 63 participants, 
34 of whom had professional experience in areas related to 
the subject under investigation (experts). Overall (experts and 
non-experts), in the first part of the evaluation, the partici
pants rated the artifact positively, reaching an average of 4.24 
on a Likert agreement scale. The non-expert participants gave 
an average score of 4.19, while the expert participants gave an 
average of 4.27, further highlighting the artifact’s various 
strengths. The final score for the SUS application resulted in 
an average of 80.63 (acceptable values, grade B or Good). 
Concerning the second part of the evaluation, which involved 
measuring objective and efficiency data in analytics tools from 
Watson Assistant, 843 messages were processed, of which 795 
(94.3%) corresponded to content recognized and processed by 
the artifact. The data generated during the evaluation phase 
resulted in iterative processes of the artifact, covering accessi
bility factors, content in the knowledge base (intents and user 

examples), automatic learning processes, and resource 
scalability.

The research objective, related to designing, developing, 
and validating an artifact (chatbot) suitable for PA websites 
aimed at raising awareness of computer crime, is achieved. 
Although the artifact prototype condition is high, its archi
tecture aligns with PA requirements. In addition to regula
tory aspects, it incorporates resource scalability features and 
advanced computing functionalities.

7.1. Main contributions

Several innovative factors have been identified in various 
dimensions of the public sector in the field of awareness of 
computer crime, resulting in multiple contributions: (1) a 
computer crime awareness perspective based on innovative 
paradigms in emerging technologies in the public sector, 
such as AI and chatbots; (2) a validated artifact in multiple 
aspects with high levels of accessibility, usability, security, 
stability, scalability, and resource resilience, supported by a 
broad theoretical and practical base, to raise awareness of 
computer crime; (3) a proposal to organize diversified con
tent based on government studies and reports on the inci
dence of computer crime to implement them in 
conversational assistant and reach a varied target audience; 
(4) a proposal for institutional electronic cooperation and 
interoperability between the entities responsible for mitigat
ing and investigating computer crime, in terms of sharing 
knowledge to create contents, who must be professional 
based, credible, and endowed with ethical principles. This 
study makes a significant contribution by identifying the 
overall context that characterizes the proposed artifact’s suit
ability, usefulness, and efficiency, even at a prototype stage.

7.2. Research limitations

The limitations of this study stem from the necessity for fur
ther research on utilizing chatbots in public administration 
to raise awareness of computer crime. The literature review 
underscored the scarcity of studies to develop and access 
conversational assistants for this purpose. Moreover, the 
study’s emphasis on the public context resulted in the exclu
sion of solutions designed for other areas, such as industry 
and commerce.

Figure 12. Results from the analytics tool.
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Watson Assistant’s free and basic plan limited the idealiza
tion of the chatbot’s architecture, hindering the optimization 
and implementation of components and tools that could 
enhance its operation in the field of interoperability. It high
lighted challenges in the collaboration between public entities 
responsible for mitigating and investigating crime in Portugal, 
such as the Public Prosecutor’s Office, the Judicial Police, and 
the National Cybersecurity Center. These restrictions have 
particularly affected creating and disseminating awareness- 
raising content regarding these criminal issues and threats.

While the selection of participants was methodologically 
rigorous, involving professionals in computer crime mitiga
tion and cybersecurity, active aging center users, university 
seniors, and the general public, the sample of 63 participants 
may present a limitation. This small sample size might not 
adequately represent the results, particularly for groups with 
lower digital literacy, potentially affecting the generalization 
of findings. Moreover, the lack of a comprehensive demo
graphic analysis- covering variables such as age and prior 
experience with cybercrime- could influence users’ percep
tion of the chatbot’s effectiveness. Therefore, future investi
gations should include broader and more diverse samples to 
produce more representative conclusions. Additionally, over
coming technological limitations by adopting more advanced 
and interoperable models will be essential to enhancing the 
use of chatbots to raise awareness of digital security and 
empower citizens against computer crime threats.

7.3. Future research

Considering the encouraging research outcomes, upcoming 
efforts should concentrate on deploying chatbots in practical 
applications within the public sector. This will emphasize 
the necessity of enhancing awareness of their effectiveness, 
particularly within the public justice system. Future research 
must focus on critical areas like pinpointing current research 
gaps and improving the design and evaluation of chatbots. 
Important factors such as implementation, interoperability, 
knowledge scalability for users, and technical constraints 
should be considered to maximize the impact of these initia
tives’ technologies.

These chatbots should be carefully designed as effective 
tools to raise awareness of computer crime. To achieve this, it 
is essential to involve specialized public bodies such as the 
Public Prosecutor’s Office, the Judicial Police, the National 
Cybersecurity Centre, and other relevant entities. Strategies 
that promote the optimization and interoperability of resour
ces among public entities should be implemented, considering 
the diversity of criminal phenomena and target audiences. The 
development of specialized content should occur in collabor
ation with organizations like the Portuguese Association for 
Victim Support and the Safe Internet Center, ensuring that 
chatbots provide accurate, up-to-date, and relevant informa
tion. Integrating chatbots into these institutions’ channels will 
enhance their response to cyber threats.

Establishing a robust technological infrastructure is 
imperative for the successful implementation of chatbots. 
Strategic planning must encompass technical components, 

including the hosting environment and system architecture. 
Tools such as the IBM Language Translator API can provide 
multilingual support, thereby expanding the reach of chat
bots and enhancing their accessibility to diverse populations. 
This methodology bolsters the adaptive capacity of public 
entities, facilitating an increased efficiency ecosystem.

The governance and management factors are essential to 
chatbots’ long-term success. Implementing effective governance 
mechanisms guided by user interactions and feedback is crucial 
to ensure ongoing enhancements. Such mechanisms will 
improve the functionalities of chatbots and guarantee their 
alignment with strategic digital security objectives, including 
data protection and threat detection. The adoption of agile and 
data-driven management practices will be necessary for adapt
ing chatbots to evolving threats, emerging technologies, and the 
specific needs of target audiences. Furthermore, evaluating the 
effectiveness of chatbots and the relevance of their content is a 
significant area for future research. In addition, continuous data 
collection- encompassing user feedback, behavior analysis, and 
trend monitoring- will facilitate identifying knowledge gaps and 
refining public policies, thereby enhancing the efficacy of com
puter crime prevention and response initiatives. Despite promis
ing experimental results, the necessity to assess the fundamental 
behavioral changes produced by interactions with chatbots has 
been underscored. Future studies should incorporate longitu
dinal assessments to evaluate lasting improvements in cyberse
curity awareness, user decision-making, and long-term 
knowledge retention. These evaluations will enhance our under
standing of how chatbots influence user behavior and contrib
ute to their ongoing improvement effectiveness.

As outlined in the limitations section, despite the study 
adhering to rigorous selection criteria and encompassing a 
diverse array of participant profiles, the sample size of 63 
individuals may constrain representativeness, notably among 
users exhibiting lower digital literacy. Consequently, future 
research endeavors should strive to enlarge the sample size 
by incorporating a broader and more heterogeneous popula
tion, thereby facilitating a more comprehensive evaluation of 
the impact of chatbots across various user demographics. 
Furthermore, an in-depth demographic analysis should be 
conducted to assess how variables such as digital skillset and 
familiarity with technology affect the adoption and overall 
effectiveness of chatbots.

With the rapid advancement of conversational assistant 
technologies, particularly OpenAI’s ChatGPT, it is essential 
to explore tools that enhance the architecture of chatbots. 
These generative and probabilistic tools should ensure data 
protection, information technology security, auditing, and 
compliance with ethical standards. Large Language Models 
(LLMs) offer significant potential to improve the efficacy of 
chatbots, especially when customized and trained using spe
cialized datasets in areas such as computer crime and 
cybersecurity.
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