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ABSTRACT
Organizational dependency on Information and Communication Technology (ICT) drives the 
preparedness challenge to cope with business process disruptions. Business Continuity 
Management (BCM) encompasses effective planning to enable business functions to resume to 
an acceptable state of operation within a defined timeframe. This paper presents a systematic 
literature review that communicates the strategic guidelines to streamline the organizational 
processes in the BCM program, culminating in the Business Continuity Plan design, according to 
the organization’s maturity. The systematic literature review methodology follows the Evidence- 
Based Software Engineering protocol assisted by the Parsifal tool, using the EbscoHost, 
ScienceDirect, and Scopus databases, ranging from 2000 to February 2021. International 
Standards and Frameworks guide the BCM program implementation, however, there is a gap in 
communicating metrics and what needs to be measured in the BCM program. The major paper 
result is the confirmation of the identified gap, through the analysis of the studies that, according 
to the BCM components, report strategic guidelines to streamline the BCM program. The analysis 
quantifies and discusses the contribution of the studies on each BCM component to design 
a framework supported by metrics, that allows assessing the organization’s preparedness in each 
BCM component, focusing on Information Systems and ICT strategies.
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1. Introduction

Information and Communication Technologies 
(ICT) are nowadays strategical in every organiza
tion and, although, on different levels of depen
dence, the need for information flow is essential. 
Not protecting information, or worse, losing it, can 
be critical to an organization’s survival. In this 
context, organizations must prepare for the even
tuality of interruptions in their business processes, 
especially those supported by ICT services.

Industry 4.0, is empowered by the seamless col
laboration of communication technology (CT), 
information technology (IT), and operation tech
nology (OT), i.e., CIOT collaboration. The OT 
domain encompasses all the industrial elements. 
The CT domain is represented by various wired/ 
wireless and long-/short-distance communication 
standards and technologies. The IT domain is the 
platform that realizes the unified collection, 

storage, and analysis of the data collected by work
ers or sensor networks from the OT domain. It is 
empowered, for example, by advanced cloud com
puting, digital twin, and Artificial Intelligence 
(Wan et al., 2022).

In the context of ICT, the challenging uncertain
ties in the global economy, or the new hazards and 
threats emerging from climate change, military 
conflicts, or pandemic and post-pandemic affects 
the BCM and BCP and require strategies that urge 
implementation in practice.

However, processes related to risk management 
are relegated to the background. The absence of 
a consistent approach to risk management can lead 
to many undesirable outcomes and, ultimately, to 
a decrease in operational efficiency and effectiveness 
(Varajão & Amaral, 2021). Preparation and planning 
are the key and project management is the door to 
allow the organization to step into the world of 

http://orcid.org/0000-0001-9664-7148
http://orcid.org/0000-0002-4398-8384
http://orcid.org/0000-0003-2809-4208
http://orcid.org/0000-0002-5383-9884


resilience (Kliem & Richie, 2016). In this context, 
Business Continuity (BC) is the strategic and tactical 
organizational capability to plan and respond to busi
ness disruptions (Ramakrishnan & Viswanathan,  
2011) in order to continue business operations at an 
acceptable pre-defined level. Business Continuity 
Management (BCM) is a management process of 
implementing and maintaining BC (ISO 22301,  
2019) that, among others, incorporates Risk 
Management (Torabi et al., 2016), to identify poten
tial intentional and unintentional threats to an orga
nization. It aims to develop the organization’s ability 
to respond to these threats.

In this context, Organizational Resilience is the 
ability of an organization to absorb and adapt in 
a changing environment (ISO 22316, 2017), while 
resilience has many meanings according to the 
context. For example, resilience is the ability of 
a system to recover operational condition quickly 
following an incident (ISO/IEC 22989, 2022). Is the 
capacity to withstand failure in one or more of the 
ICT equipment or Datacenter infrastructures (ISO/ 
IEC TS 22237-3, 2022) or even the ability to recover 
from security compromises or attacks (ISO/IEC 
29180, 2012).

Technology, people, and processes are exposed 
to threats and are the three fundamental aspects of 
the BCM approach (Mansol et al., 2015). Therefore, 
there are benefits in implementing the BCM pro
gram (Russo & Reis, 2020b).

Thus, a BC Plan (BCP) is designed to avoid or 
mitigate risks; reduce the impact of crisis or disas
ter conditions and reduce the time needed to 

restore conditions to a normal operating state 
(Cerullo & Cerullo, 2004). Consequently, BCM is 
more than Risk Management, and other compo
nents of BCM must be managed effectively to pro
vide a BCP. Therefore, to design a BCP, it is 
necessary to understand each of the activities of 
the BCM and acquire the organization’s commit
ment to improve and prioritize program develop
ment activities (Isa et al., 2019). However, to plan 
operations, it is necessary to understand the 
Organization and its vital business processes. It is 
essential to understand the information flows, the 
supporting Information Systems (IS), and the 
expected recovery times, in order to understand 
the ICT capacity for recovery and restoration of 
the business (Russo & Reis, 2020a).

In this context, organizations can select from 
a variety of International Standards and 
Frameworks, hereinafter identified as Frameworks 
that guide the design, implementation, and main
tenance of a comprehensive BCM. The different 
perspectives of the Framework for BCM define 
a set of requirements, practices, or activities, 
which aim to manage the identified BCM compo
nents. Figure 1 presents the essential components 
of the BCM, according to the Frameworks and the 
design methodology of a BCP (Russo & Reis,  
2020b). It should start with obtaining the adminis
tration support for the BCM Program and creating 
the BC Teams to initiate Organization 
Understanding activities.

Figure 1 shows the sequence of actions and the 
interrelationship of the BCM components. Using 

Figure 1. BCM components. Source: adapted from (Russo & Reis, 2020b).
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unique patterns and colors, the phasing in time is 
represented in the methodological approach for 
designing and maintaining a BCP. This suggests 
the set of components that must be completed to 
start another phase. For example, the context estab
lishment in the information security risk manage
ment process (ISO/IEC 27005, 2018) is expected to 
be conducted along the “Understanding the 
Organization” activities as input for Risk 
Assessment. The Risk Treatment (ISO/IEC 27005,  
2018) activities are conducted in the Phase 2 activ
ities and in the “Alternatives to critical functions.”

Some organizations postpone the implementa
tion of BCP because of restrictions on its design. It 
can be justified by technical or financial reasons or 
by the interpretation of requirements (Russo & 
Reis, 2020c), or restrict company policies and 
time constraints to complete the project (Fani & 
Subriadi, 2019). These constraints reveal the per
ceived complexity to start the BCM program and 
the specialized knowledge for designing and 

implementing a BCP and its maintenance (Wong,  
2009). To address constraint mitigation, there is 
a need to understand each identified BCM compo
nent of the BCM System (BCMS). A literature 
review can reveal a larger set of constraints and 
strategic guidelines to streamline the BCP design. 
To identify the research areas the Frameworks were 
compared, resulting in a set of areas not formally 
covered by those references. Figure 2 maps, in the 
outer slices, the preeminent activities that are 
addressed in the Frameworks. A non-red shape 
means that the activities are defined formally in 
the Framework. The preliminary gaps in the formal 
definition of activities in each common component 
of BCM are mapped as red shapes in the outer 
slices, according to the Framework referenced by 
the legend.

Figure 2 highlights the identified gaps, such as 
the constitution of BC Teams and the suggestion of 
metrics that allow inferring the maturity of the 
BCM program in the organization. It is intended 

Figure 2. BCM components, relevant activities, and gap analysis. Source: adapted from (Russo et al., 2021).
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to argue that, despite the complexity and perti
nence of the reviewed Frameworks, there is an 
open opportunity to address the gap associated 
with defining BC metrics. While the Frameworks 
guidance focuses on the methods to be used, when, 
and by whom, its guidelines indicate that organiza
tions must determine what needs to be measured.

Maturity models are used to assess current situa
tions, guide improvement initiatives, and track 
progress (Röglinger et al., 2012). An organization’s 
process maturity can be explained as a measure of 
an organization’s readiness and capability 
expressed through its people, processes, data, and 
technologies. The consistent measurement prac
tices that are in place identify the degree to which 
processes are formally defined, managed, flexible, 
measured, and effective (Fryt, 2019). Therefore, 
maturity models typically include a sequence of 
levels that form an anticipated, desired, or logical 
path from an initial state to maturity (Röglinger 
et al., 2012). A maturity level is a classification that 
describes the degree to which organizational pro
cesses meet the intent of a collection of similar 
practices. The ranking is based on achieving 
a specific set of practice group levels.

Therefore, the higher the organization’s matur
ity level, the better its performance in planning 
mitigation activities (CMMI Institute, 2018), and 
in maintaining the information documented in 
a BCP.

In this context, one of the success factors in the 
development of the BCM strategy is the definition 
of performance measures to identify the minimum 
operational service levels, such as availability, relia
bility, or responsiveness (Hibberd, 2011). 
Organizations benefit from this achievement and 
from the existence of a framework that guides 
business disruption mitigation, BCP design, and 
BCM program activities. From a benefits manage
ment perspective, metrics can support the verifica
tion of business value and validation of the 
project’s success (PMI, 2017). The evaluation of 
success, in addition to the associated costs, is ben
eficial to the organization. It allows the under
standing of the project and the identification of 
opportunities for improvement, alerting to weak
nesses in project management. In addition, it pro
vides details on the successful implementation of 
management, such as when the assessment process 

can be defined. Also, details on which criteria can 
be defined, who should participate in the assess
ment, when the assessment should take place, 
among other aspects (Pereira et al., 2021).

The BC maturity assessment allows the organi
zation to assess its BC performance, program 
implementation, or current capability in a specific 
BCM activity. This activity assessment can com
prise a sequence of levels, which forms a logical 
path to BCM component maturity. A set of metrics 
can measure each level, showing the organization’s 
ability in a particular BCM activity. The Systematic 
Literature Review (SLR) identifies studies that use 
frameworks, models, and other contributions that 
address the main areas of interest reported in this 
article. The main objective of this work is to present 
the SLR that synthesizes the existing evidence for 
the identification of possible gaps in the literature, 
providing ways to answer the research question.

This paper is organized into six sections: the first 
section introduces the major concepts, research 
motivation, and problem identification. 
The second section presents the overview of the 
Frameworks and in the third section, the research 
methodology. The fourth section highlights the 
areas reported in the SLR studies and explores 
their contributions, according to the research ques
tion, also suggesting the research contribution and 
limitations. The fifth section presents the findings 
and discusses the SLR process. The conclusion is in 
the sixth section.

2. Frameworks overview

Since the motivation for this research is derived 
from the analysis of some Frameworks, it is rele
vant to present them. The International 
Organization for Standardization (ISO) has pub
lished the ISO 22301:2019, specifying requirements 
for implementing, maintaining, and improving 
a management system. It aims to protect, reduce 
the likelihood of occurrence, prepare, respond and 
recover from disruptions when they arise (ISO 
22301, 2019).

The Capability Maturity Model Integration 
(CMMI) V2.0 is a set of best practices that 
allow companies to improve performance and 
propose planning mitigation activities to deal 
with significant disruptions in business 

4 N. RUSSO ET AL.



operations (CMMI Institute, 2018). The Control 
Objectives for Information and related 
Technology (COBIT) provides a framework for 
enterprise ICT governance and management. In 
this research context, the main objective of 
COBIT 2019 is to provide a plan to enable 
companies and ICT organizations to respond 
to incidents and adapt quickly to outages 
(ISACA, 2018). The Information Technology 
Infrastructure Library (ITIL) offers a set of 
best practices. The ITIL 4 release provides gui
dance for tackling service management chal
lenges and harnessing the potential of modern 
technology. It presents the Service Continuity 
Management Practices to guarantee the avail
ability and performance of a service, in case of 
a disaster (ITIL, 2019). The National Fire 
Protection Association (NFPA) 1600 standard 
provides fundamental criteria for preparedness 
and resilience through a program that addresses 
prevention, mitigation, response, continuity, and 
recovery (NFPA, 2019).

These frameworks are structured into activ
ities, objectives, or practices. They present their 
vision of the appropriate way to approach, 
guide, reduce, mitigate, face, or respond to dis
asters, incidents, or interruptions in business 
operations or in the delivery of services. These 
identified structures guide the assessment of the 

areas in the literature review, represented in 
Figure 8.

3. Methodology

Literature reviews can serve as a basis for knowl
edge development and support new directions in 
a given field. Therefore, following an SLR metho
dology is relevant to create the bases to achieve the 
solution objectives (Hevner et al., 2004). The SLR 
should have predetermined targets and eligibility 
criteria, perform data extraction and assess the risk 
of bias (Young et al., 2014). Despite considering 
PRISMA-P (Moher et al., 2015) and ROSES 
(Haddaway & Macura, 2018) protocols, the SLR 
follows the guidelines provided by Evidence- 
Based Software Engineering (EBSE) (Kitchenham,  
2004), with the help of the online tool Parsifal. An 
SLR is a research methodology characterized by 
being a transparent and reproducible way of ana
lyzing existing literature (Cook et al., 1997). It is 
a prerequisite for a quantitative meta-analysis, 
summarizing existing evidence, and identifying 
any gaps in current research. It must specify how 
the researcher conducted the review and what types 
of records were reviewed. The SLR process adopted 
(Kitchenham, 2004) involves three main phases: 
planning, conducting, and reporting the review. 
Its stages are presented in Figure 3.

Figure 3. Systematic literature review process. Source: adapted from (Brereton et al., 2007).
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Figure 3 represents the flow of the SLR process, 
which follows three essential steps of the EBSE 
practice (Brereton et al., 2007). First, convert the 
need for information into an answerable question. 
Secondly, find the best evidence with which to 
answer the question. The third step is to critically 
appraise the evidence for its validity (closeness to 
the truth), impact (size of the effect), and applic
ability (usefulness).

3.1. Research question

All research projects are dependent on the research 
question and available resources. Its formulation 
should identify the existing foundations for the 
work and clarify where the proposed research fits 
into the current body of knowledge (Kitchenham,  
2004). The Population-Intervention-Comparison- 
Outcome-Context (PICOC) protocol was used. 
The proposed intervention is the design of 
a framework providing “strategic guidelines for 
the implementation of the business continuity 
plan.” Organizations are the population affected 
by the intervention, contextualized in organiza
tions with business processes supported by ICT. 
The proposed interventional framework will be 
compared with other frameworks returned from 

the SLR. The expected outcome is to support and 
streamline organizational processes for defining 
strategic guidelines for implementing a BCP, 
according to the organization’s maturity.

Hence, complying with stage 1 presented in 
Figure 3, the question to be answered is: “Is it 
possible to support an organization and to stream
line its organizational processes, with the definition 
of strategic guidelines for implementing a BCP, 
which allows the formulation of response, restart, 
recovery and restoration of business processes, 
supported by ICT, at a pre-defined level of oper
ability, according to the maturity and capacity of 
the organization?.”

3.2. Review protocol development

The primary SLR purpose is to identify the BCM 
components, communicated throughout the last 
years. It is also a purpose to gather a set of strategic 
guidelines that complement the Frameworks, for 
each of the BCM components, aiming to streamline 
the BCP design.

In March 2021, the SLR was completed using the 
EbscoHost, ScienceDirect, and Scopus databases. 
The identification criteria to include publications 
in the review are presented in Figure 4.

Figure 4. Publication identification criteria.

6 N. RUSSO ET AL.



Figure 4 presents the primary search terms: “busi
ness continuity plan” or “disaster recovery plan.” 
These search terms were combined with “frame
work,” “guideline,” and “streamline,” along with 
a set of synonyms. The publication must have any 
of the search terms in the title, abstract, or keywords 
to be included in the review. The publication date 
ranges from 2000 (to be reasonably comprehensive) 
to February 2021. Nonetheless, for reporting and 
synthesis of the current body of knowledge, we 
decided to consider publications after 2015.

4. Research analysis

The primary search returned 10,356 publications. 
Applying the identification criteria, resulted in 
1240 potentially eligible publications. 14 publica
tions were manually added since they did not fit the 
search string criteria, although highly cited in BCM 
papers. Figure 5 presents more details, from the 
initial eligible 1254 publications to the extracted 
393 unique intervention studies used in this review.

Various types of bias can be refined in the qual
ity assessment by considering specific items, such 
as the use of outcome measures inappropriate for 
answering the research question (Kitchenham,  
2004). After title and abstract review, and full-text 
reading in some cases, for applying the inclusion or 

exclusion criteria, 1254 articles were fully reviewed 
for potential inclusion and 856 were excluded.

A publication was excluded if it did not commu
nicate strategic guidelines to design a BCP or if it 
was too specific to a business sector, disaster, sys
tem, or software. Therefore, only interventions 
with results that can be extrapolated to organiza
tions with ICT-based processes were included.

The context was retrieved during the data extrac
tion phase of the protocol. Based on these criteria, 
the authors eliminated publications by abstract, and, 
in doubt, the full text was read to decide. The 
research team (student and three supervisors) met, 
at least, monthly for a progress report and to resolve 
discrepancies, although frequently maintaining con
tact when some particular issue arises.

Consequently, the exclusion criteria reduced the 
set of eligible publications. This was achieved 
mainly by publications addressing areas not related 
to the research question, namely post-disaster 
recovery, building reconstruction, community 
issues, or psychological effects. Publications con
sidering a specific market sector are also highly 
reported and excluded when the results did not 
glimpse the applicability to other organizations. 
Communications on the events of a specific disas
ter are also returned. They are excluded when the 
conclusions referred only to how the organization 

Figure 5. Phases of the implemented protocol following the selection criteria.
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coped with the events or were highly adherent to 
the context of the study. A high number of 
excluded publications addressed systems or soft
ware configurations to enhance business continu
ity. Examples are: backup & restore procedures, 
firewall or cloud computing systems configura
tions, or other highly technical or marked-in-time 
considerations that do not guarantee medium-term 
usage.

All full-text publications were read and analyzed 
for quality assessment to provide still more detailed 
exclusion criteria (Russo et al., 2021). The objective 
was to weigh the importance of individual studies for 
the synthesis, guide the interpretation of findings and 
determine the strength of the inferences 
(Kitchenham, 2004). There is a set of six quality ques
tions to assess the study design, presented in Figure 6.

The results are weighted using quality scores, 
and the study is excluded when the score is less 
than 2.5 points out of 6.0. If the study answers the 
quality question, the score is one point, half-point 
for a partial answer, and no points if not answered. 
With this process, the 393 publications accepted for 
Data Extraction are guaranteed to be not dupli
cated. They are accurately communicating relative 

to the research question, with a relevant level of 
study quality to minimize bias and maximize valid
ity (Kitchenham, 2004).

Aiming to support the literature review findings 
and reporting, the Data Extraction contained nine 
questions. The questions presented in Figure 7 are 
related to the BCM components in which the pub
lication contributes with strategic guidelines.

The Data Extraction questions presented in 
Figure 7 must be interpreted within the BC context. 
One focal question is if a publication establishes 
a measurement process or system for the BCP 
implementation or design. Another relevant ques
tion intends to clarify if the study considers ICT- 
supported business processes.

4.1. Overall summary

Initially, about 10% of the 1254 articles were 
eligible, referring to strategic guidelines 
that apply to all organizations. The other pub
lications (90%) had specific considerations for 
a population or context, and therefore not 
included in the quality assessment. The 

Figure 6. Quality questions of the implemented protocol.
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reviewers met to clarify the criteria for exclud
ing publications and included publications that 
had specific guidelines for the target population 
or context but could be extrapolated to other 
organizations. Across the remaining 393 publi
cations, 288 publications focus on 
comprehensive BC strategic guidelines to apply 
to all organizations. The other 105 are focusing 
on BCM components or activities guidelines. 
Altogether, can be combined or integrated into 
a comprehensive set of guidelines to streamline 
the organizational processes for the BCP design.

From the final set of quality-assessed publica
tions, different areas of research were identified, 
communicating strategic guidelines for specific 
BCM components or activities. Some publica
tions are addressing, not the isolated BCM com
ponent, but the research about a certain 
disaster, and how can the BCP be designed or 
updated to include its guidance. Natural disas
ters and pandemic issues are the main research 
subjects when not communicating conceptual 
studies, BC frameworks, or considerations 
about the preparedness or performance within 
a BCM component.

4.2. BCM components identified

After the Data Extraction phase, the results high
lighted some research focus clusters, along with 

various types of populations (e.g. health, oil, bank
ing, or financial organizations). These publications 
contribute with quality-assessed communications 
for the outcome, as presented in Figure 8. The 
clusters of research areas are included in Figure 8, 
which have an identical structural representation of 
BCM components, as revealed in Figure 1. In 
Figure 8, two major research areas have been 
added: Emergency Response and Crisis 
Management. Likewise, considerations about 
Mass Trauma, such as pandemics or outbreaks of 
infectious disease, influence business processes and 
arrangements to deal with the events triggered by 
them. These considerations should be included in 
the BCP design, such as the preparation of telework 
resources with ICT support.

The wide area of research on Natural Disasters is 
also represented in the eligible publications. It is 
recognized that Natural Disasters comprehend the 
greatest number of sources of business disruptions. 
Therefore, the BCP must face the effects of events 
arising from natural disasters. The BCP should 
document alternative arrangements for business 
continuity, e.g., specific strategies in regions often 
affected by natural disasters or telecommuting. 
Technical failures, such as hardware or software 
malfunctions, or Human Threats, such as terror
ism, also cause business disruption, reported in the 
studies as the trigger for actions and planning. 
Thus, the design of the BCP must consider the 

Figure 7. Data Extraction questions.
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support provided in the strategic guidelines sug
gested by the studies.

The identified research areas are related to the 
BCM components shown in Figure 1. Despite the 
importance for the design of the BCP framework, 
there were no primary studies with BC Teams as 
a research purpose. Although, the constitution 
of BC Teams is mentioned in 19 publications cov
ering the BCM program. Considerations about 
managing the BCM program are mentioned in 42 
publications and 11 publications elaborate on con
ducting a BCM component as a project.

The shapes added to the BCM components 
represented in Figure 8 show a trend justified by 
a greater number of publications on that subject. 
For example, of the 29 publications about the 
Administration Support component, 17 publica
tions are addressing the commitment to managing 
the program or project. Understanding the 
Organization has valuable insights, represented by 
17 publications on how to raise awareness 
about BC. Concerning organizational culture in 

the BCM program or project, 14 publications 
recognize the broad impact on all stages of BCP 
design and implementation and on the Plan-Do- 
Check-Act activities referred to in the Frameworks.

The Risk Assessment (RA) is an essential step 
for the design of BCP, evidenced by 39 publica
tions on the topic, of the 167 that address risk 
issues. 20 publications are presenting strategic 
issues or guidelines for RA. Highlighting some 
areas of risk, 25 publications address 
Information Security issues, with 12 publications 
focusing on cybersecurity and cyberattacks. 
Regarding Datacenter and Cloud Computing 
issues, there are 10 publications with strategic 
design and implementation issues to improve 
BCP. The risk of financial loss is a concern in 
10 publications. 12 publications specifically com
municate risk issues in supply chain continuity. 
Some considerations in the relationships with 
Suppliers, Contractors, or Service or Product 
Providers and Outsourcing are mentioned in 8 
publications.

Figure 8. Areas represented in the publications included.
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Another relevant step is Business Impact 
Analysis (BIA), represented by 58 publications. 
There are 15 publications delivering frameworks, 
or methodologies, to address BIA or BIA integrated 
with RA and BCP. IS and ICT are represented by 8 
publications, 5 publications address information 
and data concerns, and 6 publications give rele
vancy to recovery objectives. There are 11 publica
tions considering strategies for natural disaster 
impact analysis.

The ICT Strategy area, embedded in the BCM 
Strategy, an area closer to the research question, 
totals 129 publications, although with 33 publica
tions that assertively communicate the ICT 
Strategy guidelines. 23 publications are addressing 
Information Security issues and 11 publications 
with specific planning strategic guidelines for deal
ing with cybersecurity incidents. However, guide
lines for improving Datacenter arrangements are 
also communicated and represented in 30 publica
tions. Of this total, 11 publications have as their 
subject Cloud Computing and 3 publications ela
borate on Virtualization issues. Backup & Restore 
concerns are discussed in 7 publications with 5 
publications addressing Networking issues. IS- 
specific guidelines are represented in 3 publica
tions. The Change Management topic has 5 pub
lications communicating the implementation of 
change requests for the ICT infrastructure.

Considering that the search string always 
includes “business continuity plan” or “disaster 
recovery plan,” all eligible publications address 
this topic. Nevertheless, 163 publications have 
those keywords in the title, therefore directly 
addressing the strategic guidelines for their design 
or implementation. Thus, 35 publications proposed 
frameworks, models, methodologies, or 
approaches to assertively design a BCP. 31 publica
tions mention Natural Disasters, and 23 publica
tions address Information Security. Table 1 
summarizes the number of quality-assessed publi
cations included in the research, considering the 
activities, issues, or concerns in each of the BCM 
Components identified in Figure 8.

The quantification shown in Table 1 highlights 
the number of publications addressing ICT strate
gical guidance, strengthening the concept of DRP 
associated with ICT issues. All areas are essential to 
be considered in designing a BCP, nevertheless, 

some areas will be detailed, because of the relation 
to the research question context. Aiming to empha
size the Outcome and Context, the areas: ICT 
Strategy, RA, BIA, and BCP are described in some 
detail.

4.3. Risk assessment

The RA step is important to explore and recognize 
the threats to BC and the probability of occurrence. 
Environmental uncertainty, natural disasters, and 
ICT issues are the primary concerns addressed, and 
with contributions from the literature. Some 
authors propose a framework to improve the RA, 
with a greater focus on BCP that ends with the 
normal restoration of business, although there are 
contributions to post-crisis BCP. Justification for 
the BCM program is one area addressed, using the 
RA as a starting point to mitigate financial losses 
and to transfer risk. This is one reason for the 
supply chain guidelines to be represented in the 
quality-assessed publications. Other reasons are the 
geographical dispersion or geo-clustering of the 
supply chain and lean production. This unrest is 
followed by issues with providers, contractors, ven
dors, and, ultimately, outsourcing labor or business 
processes.

Information Security attacks, events, and mitiga
tion are recurrent topics in RA. Identification of 
information sources, information flows and inven
tory or asset management is a trend in this topic. 
Nevertheless, models or frameworks for RA are 
proposed, either to capture the risk perception or 
to support the BIA step. The RA studies also focus 
on Datacenter and their infrastructures and server 
virtualization, identifying the risks to be addressed 
in the BCP or DRP. In this context, studies on 

Table 1. Quantitative synthesis of publications, by BCM 
Component.

BCM Component Number of publications

Administration Support 29
BC Teams 19
Understanding the Organization 31
Risk Assessment 167
Business Impact Analysis 58
BCM Strategy 121
ICT Strategy 129
Alternatives to critical functions 26
BCP Design and Implementation 163
BC Training 20
BCP Testing, Maintenance, and Analysis 68
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Cloud Computing or cloud-based datacenters are 
focused on risk prevention of data loss, achievable 
by the eventual geographical dispersion of data or 
by replication and redundancy techniques.

4.4. Business impact analysis

The analysis of the impact on business is a research 
area that spans various topics. In the quality- 
assessed publications, there are three that stand 
out: BIA frameworks, BIA considering 
Information and IS, and the BIA considerations 
regarding Natural Disasters. BIA frameworks are 
reported as a key step for BCM, especially for 
aligning BIA with BCM, but also for understanding 
business attributes and delivering essential infor
mation about the impact of disruptions on busi
ness. Considering IS, BIA is reported as the 
foundation to build DRP strategy, using an inven
tory of applications and systems to decide inclu
sion. It is also mentioned that is especially 
important to establish recovery strategies, having 
as key components, the Recovery Time Objective 
(RTO) and Recovery Point Objective (RPO). Some 
studies address strategies to cope with natural dis
aster risks, claiming that the BCP must not be 
developed to consider a specific natural disaster. 
They propose reviewing the vulnerabilities in busi
ness processes, that can be exploited by different 
natural disasters or other kinds of disruptive 
events. Mainly to the wide scope of BIA, specific 
topics and strategies are limited in the publications.

4.5. ICT strategy

The ICT Strategy is relevant to defining the BCP 
design. It must primarily consider the alternatives 
to critical functions and the functions that the 
organization wants to keep delivering, even if they 
are not critical for its survivability, since they were 
identified in BIA.

Mainly, ICT Strategy approaches recovery stra
tegies such as backups, alternate computing sites, 
off-site storage, and transition to cloud computing. 
The approaches consider information security 
enhancement and other arrangements or proce
dures to mitigate the risk of data loss, information 
unavailability, computation capability, or systems 
control.

Regarding Cloud Computing, it is represented 
as a strategy for BC rather than building sec
ondary backup sites. Sometimes, Disaster 
Recovery as a Service is discussed as a new 
practice. Some studies introduced Cloud 
Computing as a solution in combination with 
Virtualization to sustain operations with mini
mum cost.

Cybersecurity and cyber-attack mitigation are 
the primary subjects in the Security area. 
Challenges in this area include a lack of security 
culture, expertise in information security and 
cybersecurity, and the development of security 
policies. Recover data upon a security incident 
is a represented concern. A Security 
Management Program is proposed as a strategic 
guideline to decrease the probability of incident 
occurrence.

The recent pandemic events force the adjustment 
of fundamental aspects of life, foster innovation, and 
unlock opportunities. Consequentially the impact of 
remote working on modern ICT architecture leads 
to important transformations. Modern ICT archi
tectures are key success factors for each and any 
digital transformation journey, enabling it to evolve 
iteratively, manage change holistically, and stimulate 
innovation (Rimboiu, 2020).

Yet, an ICT Architecture plan is required to 
build success in a digital economy (CompTIA,  
2017). One key point of the planning includes 
architectural planning tightly coupled with digital 
transformation, not adding just technology but also 
building new structures and processes. Long-term 
planning is a new exercise for most organizations 
in the ability to prioritize investments in different 
areas, such as the adoption of the Internet of 
Things (IoT). The plan and the business objectives 
should be defined first rather than just acquiring 
technology. Adoption of cloud computing typically 
involves Software as a Service (SaaS) or migration 
of an existing system into cloud infrastructure, 
using strategies like transformation into a cloud- 
first operation.

4.6. Business continuity plan

The BCP or DRP is mentioned in every one of 
the quality-assessed publications since they are 
part of the search string. Nevertheless, some 
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publications discuss the usefulness of a BCP and 
propose frameworks. They emphasize the phases 
identified in Figure 1, e.g., organizational aware
ness or BCP Training and, especially, the pre
paratory steps to the design and implementation 
of a BCP. Previously, we highlighted the num
ber of publications that address security issues 
focused on cybersecurity and the necessary pro
cedures to mitigate the risk. They define secur
ity policies, encourage the security culture, and 
suggest better preparing ICT professionals with 
training and practice.

The Natural Disaster topic is mentioned in 
the publications although normally considering 
them as an origin for disruptions in business 
processes. There are few strategic guidelines for 
addressing specific natural disasters and consid
ering them in the BCP. This can be justified 
since the BCP should be designed to respond 
to the impact on business and not designed 
specifically for a type of disaster. Some publica
tions reveal concerns with supply chain disrup
tions and present guidelines to cope with those 
disruptions, discussing that an organization’s 
supply chain BCP must extend to all supply 
chain participants. Other publications address 
post-crisis BCP, presenting what organizations 
should do once a crisis has occurred.

4.7. Research limitations

The SLR considered peer‐reviewed published arti
cles, including also books, dissertations, and thesis. 
When conducting the SLR, during the execution 

phase, some constraints occur because of database 
search engine capabilities. Each search engine deals 
with the search string differently. One restricts the 
number of logical operators or the use of wildcards. 
Another integrates the curator’s keywords to refine 
the focal point of the indexed article or includes the 
first 1500 words in the search when the abstract is 
missing (EBSCOConnect, 2021). This integration 
highly unbalances the number of records returned 
from EBCSCO, compared with the others. The 
book document type is not typically designed as 
a research study, however, it was included in the 
SLR, always considering a high level of quality, 
inferred by the author’s curriculum. Primary stu
dies are often poorly reported (Kitchenham, 2004), 
and in a few studies, the assessment was limited 
when using the quality criterion.

5. Findings and discussion

This research aimed to collect primary studies that 
harvest the guidelines, according to the interven
tional studies returned. Tables 2–5 presents 
a synthesis of the highest quality-accessed publica
tions, considering the publication date after 2015 
and a quality score higher than 4 points. Before this 
date, there is a set of publications that report pre
eminent positions of literature related to this 
research (Herbane, 2010; Maurer & Lechner,  
2014; Niemimaa, 2015).

In Table 2, there is a representation of studies by 
the most found type of studies.

Table 2 shows that the design of models, meth
odologies, approaches, or frameworks represents 

Table 2. Quantitative synthesis of findings by most found type of study.

Topic
# of 

publications Main references Contribution

Models, methodologies, 
approaches, or frameworks

75 (Torabi et al., 2016)- (Segovia, 2017)- (Schätter et al., 2019)- 
(Sambo & Bankole, 2016)- (Rezaei Soufi et al., 2019)- (Brás 
& Ribeiro, 2016; Motevali Haghighi & Torabi, 2020)- (Anir 
et al., 2019)- (Zeng & Zio, 2017)- (Tracey et al., 2017)- 
(Revilla & Saenz, 2017)- (Somasekaram, 2017)

Focus on improvement of preparedness 
through a BCM component.

Case studies 62 (Torabi et al., 2016)- (Segovia, 2017)- (Schätter et al., 2019)- 
(Sambo & Bankole, 2016)- (Sahebjamnia et al., 2018)- 
(Rezaei Soufi et al., 2019)- (Miranda & Swanstrom, 2020)- 
(Brás & Guerreiro, 2016)- (Motevali Haghighi & Torabi,  
2020)

Presents what was changed to better cope with 
the disruption within the scope of an 
organization.

Case studies to validate 
a framework

19 (Torabi et al., 2016)- (Segovia, 2017)- (Schätter et al., 2019)- 
(Sambo & Bankole, 2016)- (Rezaei Soufi et al., 2019)- 
(Motevali Haghighi & Torabi, 2020)- (Somasekaram, 2017)

The case study methodology is often used to 
validate the proposed artifacts.

Researchers’ experience in 
dealing with disasters

28 (Moore, 2016)- (Burtles, 2016)- (Hatton et al., 2016) Specific disaster issues are a tendency of the 
studies returned, especially in the following 
years after a high dimension disaster.
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19% of the extracted studies of the SLR. The report 
of the professional experience of authors in dealing 
with disasters is nearly 7% of the extracted studies. 
Considering studies supported by a case study 
methodology, the number reaches 15%, and from 
this set, one-third uses a case study to validate 
a framework.

Table 3 is a representation of the subjects 
addressed by the 75 frameworks mentioned in 
Table 2. The column “# of publications” represents 
how many studies have a topic area, and one study 
can address one or more topics represented.

The SCM is a relevant topic that increased the 
number of publications in the last ten years, repre
senting almost 13% of the extracted studies of the 
SLR. Nevertheless, frameworks for addressing the 
common issues of BC still represent 16% of the SLR 
extracted studies.

The dynamic changes in the environment or the 
context can generate the need to address the related 
risk and influence the ICT capabilities. Sometimes 
the risk is treated by employing new technologies. 
Therefore, it can require novel approaches in ana
lyses and assessments for effective BCM or be gen
eric to incorporate them. Six publications from 
2015 and beyond mention ICT adaptation to 
changes and research on how BCM can be 
improved to adapt to changes (Aziz & Jambari,  
2019; Brás & Guerreiro, 2016; Labus et al., 2020; 
Mohammadian & Yamin, 2017; Schätter et al.,  
2019; Sheffi, 2015).

Table 4 shows studies that report in the metho
dology or literature review on the use of 
International Frameworks. This information is 
relevant to understanding trends in the selection 
of Frameworks, used in publications.

Table 3. Quantitative synthesis of findings by the framework’s subject.

Topic
# of 

publications Main references Contribution

Framework addressing 
the BCM program

23 (Torabi et al., 2016)- (Segovia, 2017)- (Schätter et al.,  
2019)- (Motevali Haghighi & Torabi, 2020)- (Anir et al.,  
2019)- (Zeng & Zio, 2017)

Focus on improvement of program management or 
performance.

BCP frameworks 21 (Sambo & Bankole, 2016)- (Rezaei Soufi et al., 2019)- 
(Brás & Ribeiro, 2016)- (Tracey et al., 2017)

Focus on the steps for achieving a comprehensive BCP.

DRP frameworks 8 (Brás & Ribeiro, 2016)- (Somasekaram, 2017) These works consider cloud computing and systems 
transition decision-making.

Risk Management 
frameworks

12 (Torabi et al., 2016)- (Revilla & Saenz, 2017) Some of the works approach statistical studies or 
mathematical equations to demonstrate the 
framework’s effectiveness.

Frameworks 
addressing BC Teams’ 
issues

0 BC Teams’ issues are not the primary focus of BC 
frameworks research.

Frameworks considering 
the Supply Chain

30 (Montshiwa et al., 2016) Relevancy and issues of Supply Chain Management 
(SCM) in case of disruption.

Frameworks formally 
managing the Supply 
Chain

12 (Schätter et al., 2019)- (Revilla & Saenz, 2017)

Referencing a Framework 
to support SCM

8 (Suresh et al., 2020)- (Hopkin, 2017) The main focus is Risk Management. 6 of these works 
provide a new framework for SCM.

Referencing a Framework 
to cope with new 
threats

18 (Schätter et al., 2019)- (Russo & Reis, 2020c)- (Gordon & 
Salazar-Chacon, 2020)- (Calder, 2020)- (Tripathi & 
Bagga, 2020)- (AlHamdani, 2020)- (Bajgorić et al.,  
2020)- (Phillips & Landahl, 2021)

These works consider Mass Trauma (e.g. COVID-19 
pandemic), Human Threats (e.g. Terrorism), and 
other emerging threats and challenges related to 
ICT.

Table 4. Quantitative synthesis of findings by Framework used in the study.
Topic # of publications Main references Contribution

Adoption of a BCM 
Framework

37 Proposes an artifact to streamline processes or procedures to business process 
continuity. Some publications mention more than one Framework in their literature 
review section.Referencing ISO 22301 └ 17 (Păunescu, 2017)

Referencing ITIL └ 11 (Putra & Nazief,  
2018)

Referencing COBIT └ 8 (Iqbal et al., 2016)
Referencing CMMI └ 1 <2016
Referencing ISO 27001 6 (Gordon & Salazar- 

Chacon, 2020)
These works consider the protection of information security in case of disruption or 

incident.
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From the SLR extracted studies, 43 adopted an 
International Framework in their research, not 
proposing a new one. Table 4 evidentiate the adop
tion of the ISO 22301 framework as the primary 
Framework for BC. The ISO 27001 provides 
requirements for an Information Security 
Management System, a relevant subarea of BC. 
Cybersecurity and Datacenter issues are common 
topics in these studies.

In Table 5, the number of publications, that 
address measurement issues, represents nearly 
10% of the extracted SLR studies. This percentage 
confirms the relevancy of BC measurement.

The information contained in Table 5 reveals that 
6% of the SLR extracted studies mention or propose 
KPI or metrics for different reasons, namely for ICT 
systems or RA. Most of the 2% of extracted studies, 
addressing metrics or KPI for BCM or BCP, is 
focused on financial justification or loss, aiming to 
keep executive support and engagement.

All the extracted studies in the SLR contribute to 
the clarification of the research question. Most of 
the studies, presented in Tables 2 to 5, concluded 
their study applies to the target population, 
although generalizable for most organizations. 
There is a wide set of studies that communicate 
how to support the organizational process to 
achieve a higher BC capacity. Hence, some conclu
sions can be outlined from this review to provide 
directions for future research, for example, explor
ing risk management by considering cloud com
puting or transitioning to the cloud. Nevertheless, 
there is a gap in the recent literature related to 

metrics design applicable to relevant BCM compo
nents and activities to achieve a BCP. Some books 
provide a set of good practices for a comprehensive 
approach to BCM, but also with gaps in metrics 
design that can provide an answer to the research 
question.

A key principle in management is Controlling, 
or the process of evaluating and regulating 
ongoing activities to ensure that goals are 
achieved (Pride et al., 2013). According to the 
Project Management Institute (PMI, 2017), the 
Monitor and Control Project Work is the process 
of tracking, reviewing, and reporting the overall 
progress to meet the performance objectives 
defined in the project management plan. One 
contribution of this SLR is to collect studies that 
can provide benchmarking and performance 
standards for achieving some benefits. One of 
the benefits is to allow stakeholders to understand 
the project’s current state and have visibility into 
the future project status (PMI, 2017). To do this, 
researchers must capture all strategic guidelines 
in the intervention from the resulting quality- 
assessed studies. Essentially, all the success fac
tors, guidelines, or good practices can be used to 
benchmark and streamline the BCP design, care
fully supported by a set of metrics with defined 
goals. By addressing these issues and incorporat
ing them into the proposed framework, the orga
nizational processes can be effectively supported, 
streamlining the implementation of a BCP 
according to the maturity and capacity of the 
organization.

Table 5. Quantitative synthesis of findings by measurement related topics.

Topic
# of 

publications Main references Contribution

Addressing measurement 
issues

38 These works from 2000 and forward consider measurement for specific 
issues, not for the entire BCM program.

Mentioning measurement └ 14 (Vaidyanathan, 2017)- (Ricks & 
Boswell, 2019)- (Bajgorić et al.,  
2020)

These works do not propose specific Key Performance Indicators (KPI) or 
metrics, mainly suggesting the usage of RTO and RPO and RA 
measurement.

Mention or propose KPI or 
metrics for different 
reasons

└ 24 From 2018 and forward, 3 publications mention metrics, KPI, or 
measurement concepts.

Metrics or KPI for ICT 
systems

└ 10 (Iqbal et al., 2016)- (Ream & 
Mathew, 2018)- (Gardner,  
2016)

These works are focused on the understanding of an organization’s 
preparedness and readiness. One publication is from 2018 and forward.

RTO and RPO └ 2 <2016 These works focus on metrics for DRP performance assessment.
ICT system metrics in BCM 

or BCP
└ 3 (Iqbal et al., 2016)- (Ream & 

Mathew, 2018)
These works focus on engaging metrics for BCM program justification or 

BCP readiness.
Metrics in RA └ 7 (Zeng & Zio, 2017) These works are focused on loss prevention or BCM program or project 

justification. Some works propose a risk index based on metrics.
Metrics or KPI for BCM or 

BCP
└ 7 (Zeng & Zio, 2017) Some works propose metrics for BCM or BCP justification, readiness, or 

financial loss, focusing on keeping executive support and engagement.
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The descriptive analysis of this study provides 
evidence related to the identification of gaps in the 
formal definition of metrics in the Frameworks 
identified in Figure 2. The key evidence returned 
is the gap in studies reporting the design of metrics 
to identify what needs to be measured to evaluate 
the organizational BC maturity. The Frameworks 
mentioned in this work were updated after 2018, 
and there is a gap in new research using these 
recent versions.

6. Conclusion

This study has established that are many commu
nications related to business continuity planning, 
especially obtained from natural disaster commu
nications. It strengthens the proposition that busi
ness continuity issues and constraints will always 
affect organizations, their people, processes, and 
technology.

The major contribution of this study is to 
provide an SLR, using the EBSE protocol, that 
positions the research activity (Kitchenham,  
2004). This SLR supports the research by reveal
ing where are, in the publications, the good prac
tices, success factors, or strategic guidelines for 
the design of a BCP. The SLR value-added is the 
identification and quantification of BC studied 
areas that are communicated and where there 
are potential gaps. The detailed quantification 
of studies allows us to understand if researchers 
are communicating their applied experience, 
validating their reported guidelines. The quanti
fication of Frameworks is useful to validate the 
selection of Frameworks in the gap analysis of 
the study.

The analysis of the 393 publications resulted in 
several main ideas:

● Overview of the most adopted Frameworks 
across several organizations referred to in the 
publications to adjust the proposed framework 
to its considerations;

● Identification and overview of the BCM com
ponents and activities considering the chal
lenges of modern ICT;

● A comprehensive summary of best practices 
and guidelines for BCM Program measure
ment and its components and activities;

● Raise awareness on underestimated areas to 
tackle and cope with, like Supply Chain 
Management, Change Management, or BC 
Teams;

● A research path that includes the COVID-19 
pandemic and post-pandemic issues, but also 
for emerging technology treats and challenges, 
like OT-IT-CT integration in terms of archi
tecture design.

This review highlights that there are still gaps, 
identified in Figure 2, in the degree to which the 
authors and Frameworks are communicating what 
needs to be measured and the key metrics on each 
BCM component or activity. Measurement allows 
perceiving the level of fulfillment compared to 
a desirable function for the BCM activity. The 
creation of metrics and interpretation of its results 
can point out what areas there is the need to take 
action to be prepared for business function disrup
tions, or incidents. Project success is measured at 
the end of the project, whereas performance mea
surement is over the project-life cycle (Müller,  
2019). The performance measurement baselines 
in the Monitoring and Controlling Process Group 
can be enhanced by providing specific information 
about work performance information or data, for 
validating or controlling scope, quality, resources, 
or monitoring risks or stakeholder engagement 
(PMI, 2017). Considering that few primary studies 
are addressing what needs to be measured, there 
are gaps in understanding what metrics can assess 
the capacity or maturity in the BCM activities’ 
achievement.

Furthermore, there are a set of interventions that 
aim to improve outcomes related to understanding 
the BCM component or activity. Nevertheless, only 
a few communicating metrics and fewer are not 
focused on justifying the investment in the BCM 
program, RA, ICT systems metrics, RTO and RPO 
kind of metrics. Post-disaster metrics are also 
a future research area to evaluate the organization’s 
response after the disaster and the crisis.

However, the SLR made it possible to identify 
and relate the BCM components. It also allowed 
identifying where are the guidelines to be con
sidered for the design of the proposed frame
work. The framework aims to narrow the 
identified gaps, allowing organizations to assess 
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BCM performance and organizational maturity 
that guarantee a specified level of preparedness. 
With this in consideration, this review substanti
ates the foundations for the research in progress. 
It points to future research: types of metrics, 
standards or thresholds, and parameters for 
evaluating BC performance and preparedness of 
an organization.
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