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Fourth Iberian Workshop on Serious Games and Meaningful Play 
(SGamePlay) 
 
Lluís Solano Albajes – UPC, Spain – Co-chair 
Jose Luis Eguia-Gomez – UPC, Spain – Co-chair 
Pedro Miguel Moreira – I.P.Viana do Castelo, Portugal – Co-chair 
Rui Rodrigues – FEUP, Universidade do Porto, Portugal – Co-chair 
Lynn Rosalina Gama Alves – Univ. do Estado da Bahia, Brasil 
Sandra Baldassarri – Universidad Zaragoza, Spain 
Maximino Bessa – INESC TEC, ECT UTAD, Portugal  
Josep Blat – Universidad Pompeu Fabra, Spain 
Beatriz Carmo – Universidade de Lisboa, Portugal 
Ana Amelia Carvalho – Universidade de Coimbra, Portugal 
Ana Paula Cláudio – Universidade de Lisboa, Portugal 
António Coelho – Universidade do Porto, Portugal 
Ruth S. Contreras – Universidad Vic, Spain 
Francisco Ignacio Revuelta Domínguez – Univ. Extremadura, Spain 
Francisco José Gallego Duran – Univ. Alicante, Spain 
Brígida Mónica Faria – Inst. Politécnico do Porto, Portugal 
Abel Gomes – Univ. Beira Interior, Portugal 
Ido Iurgel – Rhine-Waal Univ. of Applied Sciences, Germany 
Pedro Faria Lopes – ISCTE–IUL, Portugal 
Ricardo Nakamura – USP – Universidade de São Paulo, Brasil 
Loic Martínez Normand – Universidad Politénica de Madrid, Spain 
Arlete Dos Santos Petry – USP – Univ. São Paulo, Brasil 
José Henrique Portela – Inst. Politécnico de Viana do Castelo, Portugal 
Anna Puig – Universidad de Barcelona, Spain 
Luís Paulo Reis – Universidade Minho, Portugal 
António Ramires – Universidade Minho, Portugal 
Inma Rodriguez – Universidad de Barcelona, Spain 
Teresa Romão – Universidade. Nova de Lisboa, Portugal 
Frutuoso Silva – Universidade da Beira Interior, Portugal 
António Augusto de Sousa – Universidade Porto, Portugal 
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Sixth Workshop on Intelligent Systems and Applications (WISA) 
 
Joao Balsa, Univ. Lisboa/FCUL, Portugal – Co-chair 
Alberto Fernández Gil, CETINIA, Univ. Rey Juan Carlos, Spain – Co-chair 
Rosaldo Rossetti, LIACC/FEUP, Portugal – Co-chair 
Ana Paula Rocha, FEUP, Portugal 
Andreia Malucelli, PUCPR, Brazil 
António Castro, FEUP, Portugal 
António Coelho, FEUP, Portugal 
António Pereira, FEUP, Portugal 
Carlos Carrascosa, U. Politecnica de Valencia, Spain 
Carlos Ángel Iglesias, U. Politecnica de Madrid, Spain 
Cesar Analide, U. Minho, Portugal 
Cristina Olaverri Monreal, TUM, Germany 
Eugénio Oliveira, FEUP, Portugal 
Filipa Taborda, U. Atlântica, Portugal 
Francisco Reinaldo, UnilesteMG, Brazil 
Gustavo Arnold, Convergence Works, Brazil 
Holger Billhardt, U. Rey Juan Carlos, Spain 
João Leite, U. Nova de Lisboa, Portugal 
Luis Antunes, U. Lisboa, Portugal 
Luis Moniz, U. Lisboa, Portugal 
Luis Nunes, ISCTE, Portugal 
Luis Sarmento, FEUP, Portugal 
Luís Paulo Reis, U. Minho, Portugal 
Miguel Rebollo, U. Politecnica de Valencia, Spain 
Nuno David, ISCTE, Portugal 
Patrícia Tedesco, UFPE, Brazil 
Paulo Leitão, IP Bragança, Portugal 
Paulo Trigo, ISEL, Portugal 
Paulo Urbano, U. Lisboa, Portugal 
Ramón Hermoso, U. Zaragoza, Spain 
Renata Galante, UFRGS, Brazil 
Roberto Centeno, UNED, Spain 
Rodrigo Braga, UFSC, Brazil 
Rui Camacho, , Portugal 
Sascha Ossowski, U. Rey Juan Carlos, Spain 
Vicente Julian, U. Politecnica de Valencia, Spain 
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2nd Workshop on Information and Communication Technology in 
Higher Education: Learning Mathematics (TICAMES) 
 
M. Emília Bigotte de Almeida – Inst. Sup. Eng. Coimbra, Portugal – Co-chair 
Susana Nieto Isidro – Escuela Pol. Superior de Zamora, Spain – Co-chair 
Arménio Correia – Inst. Sup. Eng. de Coimbra, Portugal – Co-chair  
Ana Cristina Peixoto – Esc. Profissional Mariana Seixas, Portugal – Co-chair 
Anabela Gomes – Inst. Sup. Eng. de Coimbra, Portugal 
António Batel Anjo – Universidade de Aveiro, Portugal 
Antonio Bautista Garcia-Vera – Univ. Complutense de Madrid, Spain 
António Borralho – Universidade de Évora, Portugal 
António Sérgio Cobianchi – Universidade de S.Paulo, Brasil 
Agustín de la Villa Cuenca – Universidad Pontificia de Comillas, Brasil 
Carla Fidalgo – Instituto Superior de Engenharia de Coimbra, Portugal 
Carlos Santos – Universidade de Aveiro, Portugal 
Clara Coutinho – Institute of Educatio, University of Minho, Portugal 
Gerardo Rodríguez Sánchez – Universidad de Salamanca, Spain 
Guilhermina Lobato Miranda – Instituto Educação Lisboa, Portugal 
Higinio Ramos Calle –  Universidad de Salamanca, Spain 
João Ricardo Branco – Inst. Sup. Engenharia de Coimbra, Portugal 
Joaquim Paredes – Universidade Autonoma Madrid, Spain 
José Luis Carvalho – Univ. Extremadura, Spain 
José Serrano Angulo – Universidade de Granada, Spain 
Lia Oliveira – Universidade do Minho, Portugal 
Luis Merca – Instituto Politécnico de Tomar, Portugal 
Manuel Cebrian – Universidad Málaga, Spain 
Maria Teresa Pessoa – Universidade de Coimbra, Portugal 
Maria Jesus Gallego Arrufat – Universidade de Granada, Spain 
Michael Carr – Dublin Institute of Technology – Dublin, Ireland 
Nuno Miguel Ferreira – Inst. Superior de Engenharia de Coimbra, Portugal 
Paula Oliveira – Universidade de Aveiro, Portugal 
Ricardo Luengo – Universidad de Extremadura, Spain 
Susana Gonçalves – Escola Superior de Educação de Coimbra, Portugal 
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First Workshop on Applied Statistics and Data Analysis using 
Computer Science (ASDACS) 
 
Brígida Mónica Faria, ESTSP/Inst. Politécnico do Porto, Portugal – Co-chair 
João Alberto Fabro, Univ. Tecnológica Federal do Paraná, Brazil – Co-chair 
Pedro Henriques Abreu, FCT/Universidade de Coimbra, Portugal – Co-chair 
Alberto Cardoso – Universidade de Coimbra, Portugal 
Alipio Jorge – Universidade do Porto, Portugal 
António Dourado – Universidade de Coimbra, Portugal 
Antonio Santos del Riego – Universidade da Coruña, Spain 
Aurora Pozo – Universidade Federal do Paraná, Brazil 
Bernardete Ribeiro – Universidade de Coimbra, Portugal 
Carlos Silla Jr. – Universidade Tecnológica Federal do Paraná, Brazil 
Celso Kaestner – Universidade Tecnológica Federal do Paraná, Brazil 
Daniel Castro Silva – Universidade do Porto, Portugal 
Gladys Castillo – Universidade de Aveiro e Choose Digital, Portugal 
João Mendes–Moreira – Universidade do Porto, Portugal 
José Manuel Matos Moreira – Universidade de Aveiro, Portugal 
Juan Romero – Universidade da Coruña, Spain 
Julio Nievola – Pontifícia Universidade Católica do Paraná, Brazil 
Luís Filipe Meira Machado – Universidade do Minho, Portugal 
Luis Paulo Reis – Universidade do Minho, Portugal 
Márcia Ito – Universidade de São Paulo/IBM Research Brasil, , Brazil 
Myrian Delgado – Universidade Tecnológica Federal do Paraná, Brazil 
Nuno Lau – Universidade de Aveiro, Portugal 
Pedro J. García Laencina – Centro Univ. de la Defensa de San Javier, Spain  
Penousal Machado – Universidade de Coimbra, Portugal 
Rui Assunção Esteves Pimenta – Instituto Politécnico do Porto, Portugal 
Sandra Maria Ferreira Alves – Instituto Politécnico do Porto, Portugal 
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First Workshop on Augmented Reality and Wearable Computing 
(ARWC) 
 
Isidro Navarro, University of La Salle, Spain – Co–chair 
Francesc Alías, University of La Salle, Spain – Co–chair 
Esteban Anguita, Univeridad Politécnica de Valencia, Spain – Co–chair 
Albert Fernández, Universidad Politécnica de Cataluña, Spain 
Alex Garcia–Alonso, Universidad del Pais Vasco, Spain 
Alexander Mehler, Goethe–Universitat Frankfurt, Germany 
Andreas Duenser, University of Canterbuy, New Zeland 
Claudio Barradas, Instituto Politecnico de Santarem, Portugal 
Claudio R. Geyer, Univ. Federal do Rio Grade do Sul, Brasil 
Christine Perey, Switzerland 
David Miralles, University of La Salle, Spain 
Derek Reilly, Dalhousie University, Canada 
Fernando Paniagua, Universidad Carlos III de Madrid, Spain 
Hector Zapata, Universidad Politécnica de Cataluña, Spain 
Ismo Rakkolainen, University of Tampere, Finland 
Kateria Mania, Technical University of Crete, Greece 
Ling Shao, University of Sheffield, United Kingdom 
Lluis Giménez, Universidad Politécnica de Cataluña, Spain 
Mojgan Afshari, University of Malaya, Malaysia 
Nikos Doulamis, National Technical University of Athens, Greece 
Peter Froechlich, Telecommunications Research Center (FTW), Austria 
Pilar Mareca, Universitat Politecnica de Madrid, Spain 
Pinnamaneni Bhanu Prasad, India 
Qingxiong Yang, City University of Hong Kong, China 
Raymond Kosala, Binus Business School, Indonesia 
Renata A. Gorska, Cracow University of Technology, Poland 
Sergi Villagrasa, University of La Salle, Spain 
Teija Vainio, University of Tampere, Finland 
Toshihiko Yamasaki, University of Tokyo, Japan 
Wolfgang Hurst, Utrecht University, Netherlands 
Yi-Fan Chen, Old Dominion University, USA 
Zahid Hussain, Technical University of Graz, Austria 
 
  

CISTI 2014  |  16



 

First International Workshop on Internet of Things (IoT) 
 
Nuno Vasco Lopes, University of Coimbra, Portugal – Co-chair 
Adriano Moreira, University of Minho, Portugal – Co-chair 
Alejandro M. Medrano Gil – Universidad Politécnica de Madrid, Spain 
Alessandro Mendes, Universidade de Brasília, Brazil 
Aletéia Araújo, Universidade de Brasília, Brazil 
Alexandre Santos – Universidade do Minho, Portugal 
Anderson Nascimento, Universidade de Brasília, Brazil 
Andreas Braun – Fraunhofer Inst. Computer Graphics Research, Germany 
Candido Lopez Garcia, Universidade de Vigo, Spain 
Claudio Geyer, Universidade Federal do Rio Grande do Sul, Brazil 
Daniel Alves, Universidade de Brasília. Brazil 
Dario Salvi – Technical University of Madrid, Spain 
Erlend Stav, SINTEF, Norway 
Fabiana Mendes, UNB, Brazil 
Filipe Pinto, Instituto de Telecomunicações, Portugal 
Flavio Elias, UNB, Brazil 
Francesco Potortì, CNR–ISTI, Italy 
Graça Carvalho, Cisco Systems, International, Portugal 
Joel Rodrigues, Universidade da Beira Interior, Portugal 
Jorge Sá Silva, Universidade de Coimbra, Portugal 
Jorge Silva, Universidade de Coimbra, Portugal 
Luís Paulo Reis, Universidade do Minho, Portugal 
Luiz Correia, Universidade Federal de Lavras, Brazil 
Manuel Fernández Veiga, Universidade de Vigo, Spain 
Mari Carmen Domingo, Universidade Politécnica da Catalunha, Spain 
Mari Domingo, UPC, Spain 
Maria João Nicolau, Universidade do Minho, Portugal 
Marília Curado, Universidade de Coimbra, Portugal 
Mauro Dragone, University College Dublin, Ireland 
Michael Chai, Queen Mary University of London, United Kingdom 
Milan Simek, Universidade de Brno, Czech Republic 
Paolo Barsocchi, CNR–ISTI, Italy  
Pedro Furtado, Universidade de Coimbra, Portugal 
Rafael Timóteo de Sousa Júnior, Universidade de Brasília, Brazil 
Ricardo Puttini, Universidade de Brasília, Brazil 
Selwyn Piramuthu, University of Florida, USA 
Silvia Portugal, Universidade de Coimbra, Portugal 
Stefan Knauth , University Hochschule fur Technik, Stuttgart, Germany 
Ugo Dias, UNB, Brazil 
Valerio Martins, Universidade de Brasília, Brazil 
Yue Chen, Queen Mary University of London, United Kingdom 

CISTI 2014  |  17



 

First International Workshop on ICT for Auditing (WICTA) 
 
Raul M. S. Laureano, Instituto Universitário de Lisboa, Portugal – Co-chair 
Hotniar Siringoringo, Gunadarma University, Indonesia – Co-chair 
Carlos J. Costa, Instituto Universitário de Lisboa, Portugal – Co-chair 
Isabel Pedrosa, Instituto Politécnico de Coimbra, Portugal – Co-chair 
Sérgio Leonel Pontes, Pontes, Baptista & Associados, SROC, Lda – Co-chair  
Alexandre Silva, Instituto Politécnico de Coimbra, Portugal,  
Ana Zorio Grima, Universitad de Valencia, Spain 
Bruno Horta Soares, ISACA Lisbon Chapter, Portugal 
Bruno Marques de Almeida, Instituto Politécnico de Coimbra, Portugal 
Cardos Vasile, Babeş–Bolyai University, Cluj, Romania 
Carlos Santos, Universidade de Aveiro, Aveiro, Portugal 
Daniel Taborda, Instituto Politécnico de Coimbra, Portugal 
Deepa Chavan, Mittal Institute of Management, IT & Research, Mumbai, India 
Dessalegn Mihret, Deakin University, Australia, Victoria, Australia 
Dharma Tintri Ediraras, Gunadarma University, Jakarta, Indonesia 
Fátima Geada, Instituto Português de Auditoria Interna, Lisboa, Portugal 
Filipe de Almeida Pontes, Obs. Economia e Gestão da Fraude e IPAI, Portugal 
Filipe de Sá-Soares, Universidade do Minho, Portugal 
Francisco Guimarães, Universidade de Évora, Portugal 
Isabel Pereira, ESEL–IPLeiria, Portugal 
Joanna Hernik, West Pomeranian University of Technology, Poland 
Jorge Bernardino, Instituto Politécnico de Coimbra, Portugal 
László Vasa, Szent István University, Gödöllő, Hungary 
Luís Montanha Rebelo, ISACA Lisbon Chapter e IPAI, Portugal 
Makarand Upadhyaya, Jazan University, Jazan, Saudi Arabia 
María Antonia García Benau, Universidad de Valencia, Spain 
Maria Georgina Morais, Instituto Politécnico de Coimbra, Portugal 
María Teresa F. Rodríguez, Universidad de Vigo, Spain 
Marius Popa, Academy of Economic Studies, Bucharest, Bucharest, Romania 
Paulo Gomes, ISACA Lisbon Chapter, Portugal 
Rana Singh, University, Ajman, United Arab Emirates 
Susana Margarida Faustino Jorge, University of Coimbra, Portugal 

 
  

CISTI 2014  |  18



 

First International Workshop on Learning Analytics (WLA) 
 
Francisco J. García Peñalvo, Universidad de Salamanca, Spain – Co-chair 
Ángel Hernández García, Universidad Politécnica de Madrid, Spain – Co-chair 
Miguel Ángel Conde González, Universidad de León, Spain – Co-chair 
Adam Cooper, University of Bolton, United Kingdom 
Aitor Almeida, Universidad de Deusto, Spain 
Ana Isabel Jiménez Zarco, Universitat Oberta de Catalunya, Spain 
Ángel Francisco Agudo–Peregrina, Universidad Politécnica de Madrid, Spain. 
Antonio Fumero Reverón, Universidad Politécnica de Madrid, Spain 
Baltasar Fernández Manjón, Universidad Complutense de Madrid, Spain 
Camino Fernández Llamas, Universidad de León, Spain 
Clara Viegas, Instituto Superior de Engenharia do Porto, Portugal 
Gustavo Ribeiro Alves, Instituto Superior de Engenharia do Porto, Portugal 
Hector Gonzalo Barbosa León, Instituto Tecnológico de Colima, Mexico 
Inés González González. Universitat Oberta de Catalunya, Spain 
José Adriano Pires, Instituto Superior de Engenharia do Porto, Portugal 
José Antonio Jerónimo Montes, Univ. Nacional Aut. México, Mexico 
Maria Arcelina Marques, Instituto Superior de Engenharia do Porto, Portugal 
Mark Johnson, University of Bolton, United Kingdom 
Milos Milovanovic, University of Belgrade, Serbia 
Miroslav Minovic,  University of Belgrade, Serbia 
Roberto Therón, Universidad de Salamanca, Spain 
Salvador Ros Muñoz, Universidad Nacional de Educación a Distancia, Spain 
Sergio Araya Guzmán, Universidad del Bío-Bío, Chile 
Vicente Matellán Olivera, Universidad de León, Spain 

 

  

CISTI 2014  |  19



 

 
ENTIDADES INVOLUCRADAS 
 
Organización 
AISTI – Asociación Ibérica de Sistemas y Tecnologías de Información 
La Salle, Universitat Ramon Llull 
UPC – Universidad Politécnica de Catalunya 
UOLS –  Universitat Oberta La Salle 
 

Socios 
Universidad de Vigo 
Universidad de Santiago de Compostela 
Universidad de Extremadura 
Universidad Politécnica de Madrid 
Universidad de Trás-os-Montes e Alto Douro 
Faculdade de Engenharia da Universidade do Porto 
ISEGI da Universidade Nova de Lisboa 
Universidade de Aveiro 
La Salle, Universitat Ramon Llull 
 

Apoios 
ANACOM – Autoridade Nacional de Comunicações, Portugal 
IEEE - Institute of Electrical and Electronics Engineers 
IEEE Sección España 
ATI - Asociación de Técnicos de Informática, España 
Empreend - Associação Portuguesa para o Empreendedorismo 
Moritz 
 
 
 

 

CISTI 2014  |  20



 

Prefacio 
 
Este libro contiene los artículos aceptados para su presentación y discusión en la 9ª 
Conferencia Ibérica de Sistemas y Tecnologías de Información (CISTI’2014), 
organizada por la AISTI (Asociación Ibérica de Sistemas y Tecnologías de 
Información), La Salle - Universitat Ramon Llull y Universidad Politécnica de 
Catalunya, durante los días 18 al 21 de Junio de 2014, en Barcelona, España. 
 
La Conferencia Ibérica de Sistemas y Tecnologías de Información (CISTI) es un 
foro que reúne académicos y profesionales, sobre todo del espacio ibérico y 
latinoamericano, proporcionando el intercambio de conocimientos, nuevas 
perspectivas, experiencias e innovaciones, así como la discusión de los mismos, en 
el área de los sistemas y tecnologías de la información. Uno de los principales 
objetivos es promover la dinamización de la simbiosis que tiene faltado entre la 
academia, la sociedad y la industria. 
 
La Comisión Científica de la CISTI está formada por un grupo multidisciplinar de 
expertos o fuertemente relacionados con el área de los Sistemas y Tecnologías de 
la Información, constituida por cerca de trescientas personas, a las cuales les ha 
correspondido la responsabilidad de evaluar, en un proceso de revisión “ciega”, los 

trabajos recibidos en cada una de las temáticas de la conferencia. 
 
En CISTI’2014 fueron recibidos más de 300 trabajos, oriundos de 28 países, en 
forma de artículos, artículos cortos, artículos póster y artículos de empresa. 
Además, también se han recibido artículos para el Simposio Doctoral y artículos 
para los diferentes Workshops sobre temas más específicos. En total fueron 
recibidos más de 400 artículos. 
 
Los artículos aceptados para su presentación y discusión durante la conferencia 
son publicados en libro y en CD con ISBN. Los autores de los mejores artículos 
seleccionados serán invitados a extenderlos para su publicación en revistas 
indexadas en ISI/JCR, Scopus, DBLP, etc., en el libro TICAI (TICs Aplicadas para 
el aprendizaje de la Ingeniería) del IEEE y en otras publicaciones que estén 
dispuestas a ello. 
 
Finalizo, agradeciendo a todos los que directa o indirectamente han colaborado 
con la CISTI’2014 (autores, comisiones, patrocinadores, revistas, etc.), 
participando en la consolidación y expansión de un foro de sistemas y tecnologías 
de información de gran relevancia para el espacio ibérico y latinoamericano. 
 
Álvaro Rocha 
Universidade de Coimbra 
Presidente de la Comisión Coordinadora 
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Abstract — This article addresses trust in computer systems as a
social phenomenon, which depends on the type of relationship 
that is established through the computer, or with other 
individuals. It starts by theoretically contextualizing trust, and 
then situates trust in the field of computer science. Then,
describes the proposed model, which builds on what one 
perceives to be trustworthy and is influenced by a number of 
factors such as the history of participation and user's 
perceptions. It ends by situating the proposed model as a key 
contribution for leveraging trustful interactions and ends by 
proposing it used to serve as a complement to foster user's trust 
needs in what concerns Human-computer Iteration or Computer-
mediated Interactions.

Keywords - Human-computer trust; Interaction design;

Engagement; Participation; Collaboration.

I. INTRODUCTION 

Living in an increasingly technology-reliant world has 
made people more dependent on technology for carrying out 
everyday activities. This tension has direct implications on how 
technology influences society's fundamental values. This is 
reflected in the attempt to develop strategies to provide a more 
trustworthy digital society and is expressed in the European 
Commission's agenda for year 2020. [19] 

While agreeing that we became part of a digital crowd 
when clearly supporting the development of trust and security 
technology, we miss the need for focusing on Human-
Computer Interaction. In fact by missing this one aspect of trust 
we might end up creating systems that end up being designed 
for computers rather than humans. One such example is Google 
Buzz's failure due to the lack of informing users that their list 
of contacts is being made public by default, which caused 
significant criticism leading to undermining user's trust and 
eventually shutting down the service. [7] 

At the same time and within both the domains of Human-
Computer Interaction and Computer-Mediated Interactions we 
see clear efforts to move beyond tackling the pragmatic 
challenges of interactive systems (such as effectiveness and 
efficiency) to address less tangible and mostly hedonic 
qualities. Human-computer trust (or perceived trustworthiness) 
can be considered one such hedonic quality [20]. 

This tendency illustrates that designing for trust requires 
not only a focus on understanding the nuances, such as 
security, privacy, and reputation, but above all it requires 
understanding the subtleties of the perception of trust. We 
believe that (trustworthy) trust fostering systems must be built 

upon trust-enabling qualities drawn from the social science [6] 
and that embedding trust requires acknowledgement of the 
psychological social dimensions that come attached to trust 
represent one of the most important component in today’s 
systems design. As, this eventually leads to a greater 
understanding of how individuals interact with systems and the 
extensive impact of trust in design for sustainable and self-
regulated interactions. 

However, due to the complex and challenging nature of this 
task, as from one hand trust is a rather complex and personal 
subject, from another a computer forms a rather complex 
mixture of many different components that need to be 
considered (devices, networks, operating systems, applications, 
service providers, etc.). We envision the proposed model of 
Human-Computer Trust use as a complement to better inform 
how certain trust mechanism can be internalized and perceived 
by the users when interacting with and through a computer. 

II. TRUST AS A SOCIAL PHENOMENA

Trust is referred in a relatively broad set of constructs. In 
social science it is a topic addressed in many fields of 
knowledge like sociology, economics, philosophy, psychology 
and social psychology. Trust as a social phenomenon 
contemplates a complex two-way relationship between 
individuals that are constituents of a society. Trust as a social 
phenomena emerges from three main social contexts: [38, 15, 
25, 26, 22, 11] 

· An interpersonal or organizational context – we may 
trust a particular individual more than others;  

· A specific social situation – we may put our trust in a 
work colleague, sharing work related sensitive 
information, but not with our personal thoughts; 

· A specific social cultural context – we are required to 
trust our family doctor with our health problems in 
spite of not knowing him or her personally.  

Trust as a social phenomenon continues to be a rather 
complex topic to address in the social science field, making it 
difficult to compare or to provide clear insights about the 
nature of trusting relations. This cross-disciplinary nature of 
trust has prompted a considerable debate about what is trust, 
how it is influenced, and how it is represented, making it 
difficult to define narrowly, or just as a "single static" concept. 
Trust carries many meanings and plays a role in divergent 
contexts.  
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While sociologists tend to see trust as structural in nature 
[18, 22], or in terms of behavior [16] or even as a moral choice 
[15; 38]. Psychologists examine trust as a personal attribute 
and as behavioral intention (relates to the predict acceptance of 
behaviors by others). [13] Social psychologists tend to view 
trust as an interpersonal phenomenon [10, 28, 41], a social 
structure to provides interpersonal relationships, known as 
institution-based trust or willingness to trust if within a more 
social physiological perspective. Economists are more inclined 
to view trust as a rational choice mechanism, as a game (the 
game theory) [31].  The philosophic perspective sees trust and 
distrust attitudes as something that affects our feelings and the 
way we think and act [4]. 

TABLE I.  TRUST AS A SOCIAL PHENOMENON FRAMEWORK

Sociologist's

Trust is a reflection of 
behaviours, choices 
and decisions

Represents a intention

Psychologist's
Trust is an attitude or 
intention

Represents a personal 
attribute; an 
observable behaviour.

Socio 

psychologist's

Trust is an 
interpersonal 
phenomenon

Represent a social 
structure

Economist's
Trust is a rational 
choice mechanism

Represent a rational 
decision

III. HUMAN-COMPUTER TRUST

Computer scientists tend to separate above approaches into 
two distinct domain definitions: operational and internal. One 
reflects the tendency to examine trust from a more operational 
standpoint, observing it as a sort of rational choice vs a 
measurable risk. This operational approach requires a rational 
decision based on a moment in time and the knowledge of the 
possible rewards for trust or lack of it (by trusting we enable 
higher gains and by not trusting avoid potential losses). 
Examples can be found in literature that address issues like 
trust management or computational trust, with definitions often 
associated with security, reliance and privacy [12, 1].  

Another perspective on defining trust, popular among social 
psychologists, assumes that trust is an internal state [38, 15]; 
and from this perspective trust is a state of belief in the 
motivation of others. Such a view often relates trust with the 
willingness to cooperate. Examples can be found in literature 
that address issues like computer-supported collaborative work, 
communities of practice, design for trustful interactions, social 
capital, organizational trust, and technology-mediated social 
participation [3, 27, 28, 29, 8, 41, 11].

The difference between these perspectives is in how 
researchers sees trust dynamic which depends on the type of 
the relationship that is established through, or with other 
individuals. 

A more operational approach, usually describes it dynamic 
as a simple isolate interpersonal event situated in a specific 
moment in time and context. Trust is a measurable risk. Trust 
in this context can reflect, for example, either a willingness to 
share knowledge or not.

Although this view can be useful to design reliable systems, 
which aim to prevent information threat risks, it is not 
sufficient for designing interactive systems where individual's 
trust comes across many dimensions (including time), like 
what occurs when interacting with social networking systems 
or peer-production platforms [24, 6].

A. The dynamics of Trust 

Trust represents a calculative orientation toward risk [2]; by 
trusting we assume a potential gain, while by distrust we are 
avoiding a potential loss [17]. Thus, a violation of trust usually 
lies not in a simple isolated interpersonal event, but rather it is 
a significant event that is likely to have impact on the parties 
and on the relationship. Trust is then, transitive and changes 
over time.  Trust is a reflection of a state of mind; a confidence 
and one's predisposition to trust another. This based on a set of 
perceptions of other (a society, a person, and or a technological 
artifact) as 'trustworthy' [11, 25, 29]. Formed by a combination 
of observable behaviours, which includes perceived affect and 
cognition based behaviours [5].  

Trusting represents a reinsurance element, which come 
associated with certain properties that help to support users 
intended behaviours. And the ability to observe those 
reinsurance elements assure a balance between individual’s 
commitments and the risk involved; a parameter that support 
the Trust vs distrust asymmetry described by Gambetta [17].  

This reinsurance mechanisms can be combine through a set 
of measurable observable behaviours that emerge from social 
and technical categorizations, e.g. group or individual's 
political, economic and social orientation [15], or from 
institution-base properties [21, 28]}; or even from certain 
social qualities like honesty, benevolence or reciprocity [14]. 
This reinsurance mechanisms give individual’s a structural 
assurance for be predispose to trust.  Such predisposition, 
further in time can be reflected in individuals attitudes, for 
example as a trusting bound.  

In sum, the trust dynamic contemplates a subtlety decision 
that lies on the complexity of the game that he or she find 
herself playing as Bacharach [2] describes it. Within this 
‘game’ trust comes associated with a time anchor proprietary, 
represented by an initial trust moment (we trust or not) and an 
ongoing trust moment (trust can be weaken or strengthen over 
time) [24]. More, the identification of trustworthy making 
qualities (what underlies people's trust beliefs) is not enough to 
induce trust, it is needed also to understand if this signs of trust 
are to be trusted (attitudes) [2].  What addressees the question 
of the reliability of trustworthy making qualities, especially 
with the increased omnipresence of peer-production platforms, 
like Wikipedia, Google docs or Wordpress. 

B. A Model of Human-Computer Trust 

The proposed model of Human-Computer Trust depicts 
trust as a construct informed by 7 (seven) individual qualities, 
such as: motivation, willingness, reciprocity, predictability, 
honesty, benevolence, and competence, and determines the 
extent to which one relates with one's social and technical 
environment [35, 36]. This model was achieved by an 
extensive literature review on trust as a social phenomena and 
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was complemented by a participatory design procedure that 
resulted in: 

· The Identification of most common trust notions 
(design of a concept map); 

· A personal unified view of possible trust implications 
in today's online community structures (participatory 
design session with experts and users) [31]. 

The design of the model also complemented by the 
unification of Davis's and Venkatesh's Technology Acceptance 
Models [9, 40].

Figure 1.  A model of Human-Computer Trust. 

The resulting model (after validation) takes into 
consideration certain observable qualities of trust. Qualities 
that support users' beliefs when sharing, communicating and 
engage in give and take action online. It provides as well 
insights into what leads users to construct a set of intentions 
(predisposition to trust) that result in more or less engaging 
experiences. These experiences reflect user attitudes to engage,
i.e. commitments towards establishing a relationship through 
the computer, or with other individuals. 

IV. VALIDATION PROCESS

This validation procedure aggregates two distinct empirical 
approaches.

1. One aimed to select the predominant factors 
(indicators), which according to users determine the 
extent, to which one is predispose to share, relate and 
communicate with another socially online. This was 
questioned across a wide spectrum (close to open) of 
possible online relationships; the close relationships 
were represented by friends, family, and colleagues; 
and the open relationships were represented by 
Teachers, acquaintances and strangers). A principal 
component analysis was performed herein to detect 
possible redundancy. [37] 

2. The other empirical approach was achieved by 
conducting a set of small studies (performed over the 
past few years). It main aim was to validate de 
interdependency of each connection proposed in the 
model. Each case study used the model as a research 
lens and established relations that linked trust with 
qualities of online interactive systems, like openness 
[33], privacy [23], and collaboration [34]. 

This research ground was set in an higher and secondary 
education environment. Predominate Instruments and 
procedures used to perform these studies included online 
questionnaires, diaries and observation sheets. Data collection 
was conducted within the European context; majority of the 
participants were students from countries such Estonia, 
Portugal, Finland, Romania and Norway. 

A. Results on selectting the predominant trust indicators 

To select of the predominant factors (indicators) a survey 
was randomly conducted among 480 individuals. The majority 
of these individuals were students and teachers who interact 
online in a frequent base. [37] 

This survey was randomly distributes throughout different 
Portuguese universities.  Four-hundred and eighty (480) 
subjects answered the survey and from those Three-hundred 
and forty (340) were consider for analysis, the remaining where 
either incomplete or where consider biased. From those 53.5%
of the participants were teachers and 46.5% were teachers.

A confirmatory factor analysis was applied to select the 
predominant factors. This factorial analysis process included 
questions that assessed individuals' trust predisposition towards 
another in three distinct settings, (1) to engage in online 
relationships; (2) to engage in sharing (give and take) actions; 
and (3) be willing to communicate online. Each question was 
framed across a wide online relationships spectrum. 

Results revealed that in the majority of the cases 
individuals’ became more predisposition trust and engage in 
online relationship if they will be able to observe qualities like 
respect, honesty, and reliability. Or be able to observe 
benevolent attitude, like empathy and sympathy (be kind and 
be friendly). Or even appreciate the fact of knowing the person, 
or at least share similar interests or similar social identities.  

Results strongly support the Trust in what regards the 
predisposition to share (give and take actions] within the 
following qualities: to be able to observe qualities like 
reliability, transparency and honesty, respect and empathy or 
predisposition to share. 

In what regards the important qualities to be predisposed to 
trust in an online communication, individuals stressed the need 
to be able to observe qualities like honesty, transparency, 
predict other intentions, to receive support, feel secureness and 
share common interests.

B. Results on visualize possible correlations between trust 
and openness 

This study was deployed among Higher education students 
with experience in using open-base blogging systems for 
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education purposes. Thirty-two (32) subjects answered this 
survey. All subjects were from in Estonia1. 

Results indicated that user's attitudes towards openness and 
sharing depends very much on the information they share and 
with who they share that information. For example, they claim 
to don't mind to share learning information openly with 
everyone (if they feel control on what they share in open 
environments). In fact 37.93% of the students claimed that this 
could contribute to make the learning processes become more 
reliable and credible [33]. But, they had shown strong concerns 
with whom they share specific personal information, like 
assessment information, grading results, comment on 
assignments, or teacher's feedback information. In this case 
they prefer to keep the information private by default and be 
free to choose with whom to share. 

Regarding the question “what make you trust in a particular 
person online” the answers showed a tendency to consider vey 
important issues like: if the person is honorable (34,48%) and 
capable to respect them (31,03%). It is also important to know 
that person with whom they are going to communicate with 
(37.93%) as well as if they share similar interest and 
preferences (34.48%).  

Regarding students’ predisposition to engage in a give and take 
actions, the most considered relationship qualities like sensing 
honest behaviour (48,28%), sense that they are sharing 
information with a reliable source (37,93%). Also, a sense of 
mutual respect and affinity (31,03%); be willingness to share in 
another quality (85,52%) and feeling empathy and sympathy 
(41,38%) are considering important qualities as well. 

The most important quality to be predisposed to trust in an 
online communication process included to know how they 
behave, like friendly and transparent behaviours (44,83%); 
and honest (44,83%). Another is to fell secure (34,48%) and 
be able to predict other intentions (51,72%). As well as having 
a sense of belonging (27,59%) and mutual respect (37,93%) 
are important qualities. 

C. Results on visualize possible correlations correlations 
between trust and and privacy 

This study was deployed among secondary education 
students in Estonia, with no or little experience with open-base 
blogging systems. Fifty-two (52) subjects answered this 
survey. Regarding their previous knowledge on privacy issues 
54% of the respondents revealed that they never had e-safety 
courses and 27% of the inquired claim they had unofficial e-
safety training with parents or friends [23]. 

Results revealed that user's who are more aware of potential 
threats of privacy tend to be stress more the need to be assured 
of that the interaction environment is trustworthy, i.e. need to 

1 Estonia is consider to be a peculiar country in terms of ICT use, as at the 
high school level the new National Curricula states an obligation for 
every school to have an e-learning environment. At the level of 
universities and vocational schools there are a lot of choices of open and 
non-open solutions to choose from, e.g. Wikiversity, Moodle, 
Blackboard, IVA, LeMill, WordPress, etc. \cite{EITF12}. 

perceive the system and the people who interact in it as 
trustworthy. For example, a negative correlation was found 
between subjects’ believe that it is safe 2  to share working 
related resources in a open environment and their believe that 
teacher’s feedback (r=-.253*) and grading information (r=-
.282*) should remain private by default. Same regards with 
those subjects who agree that teachers should always make 
extra efforts in providing support (r=.416**), and those who 
don’t like that everyone can read their coursework online 
(.412**), or those who believe that it is safe (i.e. I can control 
who will read or have access to the information) to read teacher 
feedback in close learning environment. 

Again positive correlations were found between subjects 
who feel that by keeping their homework submissions public, 
students will cheat and plagiarize more, and those who claim 
that is very easy to post anonymous comment on the Net 
(r=.262*), and those who believe that is very easy to post 
comments about a “friend, teacher/school” in the web using a 
false name (r=.320*). Similar beliefs were found among 
subjects, that tend to agree that teachers should always make 
extra efforts in providing support (r=.416**), with those who 
don’t like that everyone can read their coursework online 
(.412**). 

D. Results on visualize possible correlations correlations 
between trust and collaboration  

In this case we use the teacher role as a research lens to 
observe possible relations between trust and collaborative 
activity patterns. We observe this correlation in three main 
issues, the relationship between individual’s predisposition to 
trust and their attitudes towards collaboration [34]. 

The observed course was a “Technology Enhanced 
Learning” course, and was part of a European project called 
CoCreat 3

– "Enabling Creative Collaboration through 
Supportive Technologies" (http://let.oulu.fi/cocreat). Most 
activities performed in the course involve collaborative tasks, 
collaborative thinking and reflection. The course was deployed 
at a distance and included students and teachers from four (4) 
different European countries, Finland (University of Oulu); 
Norway (Norwegian University of Science and Technology 
Trondheim); Romania (Valahia University of Targoviste); and 
Estonia (Tallinn University).

The main achieved results revealed that trust in fact could 
influence collaborative behaviours. This results points to three 
main aspects (1) observing how learners perceive others 
intentions in a given context, (2) observing learner's 
commitments changes towards a particular activity (level of 
cooperation) and (3) observing learners perceptions towards 

                                                          
2 By safe in this case we mean, “I can control who will read or have 
access to the information”.
1  
3 Project main purpose was to find new solutions for promoting creative 
collaboration in terms of new and innovative learning models based on  
social media and mobile technology. In the course students were initially 
divided into small groups (from 4 to 9 students maximum) and different 
tutors were assigned to the groups. All learning activities were design and 
coordinated by a teacher who coordinate overall group activities. 
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the use of the communication mediums for learning purpose 
(reactions, intentions of use and actual use).

Results also reveled that the trust predisposition factor is 
important to motivate other to participate. The results indicated 
that those who shown more willingness to interact (easily 
engaged in online activities) had more success in perform 
collaborative activities and in foster groups collaboration. On 
the other hand, individual competency and their appetency to 
be engaged in online relationships aren't always related (this 
was clearly reflected during group synchronous 
communications). Although social engagement clear defined 
the participation, less social engaged students showed a 
tendency for follow those who were more actively engaged and 
show that those students only contributed if requested to.

Contradictory to what was expected open or close activities 
seamed less important for ensure the success of the group 
support and articulation. On the other hand qualities like 
reciprocity, kindness and benevolence were important 
attributes to ensure students bound and work articulation.  
Overall group-working methods differentiated from group to 
group, though in the end the majority of the groups achieved 
pretended results. As well as groups first activities were 
relevant to set the work climate and to establish future working 
actions (know how to behave and to observe other intentions 
and attitudes). Major group concerns regarded the task 
previsibility, e.g. predict what actions will be needed to be 
taken into account to ensure a successful collaboration. In 
return, system predictability and it perceived competency were 
important attributes for selection of artifacts to communicate 
and use in their collaborative activities. 

V. FINAL CONSIDERATIONS

The aim of the paper was to propose and assess the 
expressiveness of a Human Computer Trust model.  This 
model addresses trust in computer systems as social 
phenomena, which depends on the type of relationship that is 
established through the computer, or with other individuals. 

We believe that the proposed model can effectively serve to 
describe how certain trust mechanism can be internalized and 
perceived by the users in what concern trust in computer 
systems as social phenomena, which depends on the type of 
relationship that is established through the computer, or with 
other individuals. 

 We also foresee it to be used for example by experts to
serve as a informed complement on leveraging trust-enabling 
qualities drawn from the social sciences in what concerns 
Human-computer Iteration or Computer-mediated Interactions. 

In this sense we perceive it future use from two main 
potential applications. One possibility is to inform the design 
process in which regards to the possibilities or attributes that 
could facilitate trust-enabling interaction processes. [32]
Another possibility is to serve or complement the user 
experience evaluation process, for example it can be further 
developed into a heuristic set for Human-Computer Trust, as 
suggested by Vaananen [39]. 
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