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Abstract

Social Engineering is a significant problem for enterprises. Cybercriminals con-
tinue developing new and sophisticated methods to trick individuals into disclosing
confidential information or granting unauthorized access to infrastructure systems.
These attacks remain a significant threat to enterprise systems despite significant
investments in technical architecture and security measures. User awareness
training and other behavioral interventions are critical for improving Social Engi-
neering resilience. Training and education programs for users are crucial in reduc-
ing the probability of these attacks. Compliance with security policies and proce-
dures is significantly improved through education-based training. A security culture
involving all stakeholders is also essential, as open, and honest communication
from management can increase user awareness of potential threats. Emotional bi-
ases such as fear, trust, and curiosity also impact susceptibility to attacks, but per-
sonal traits that make individuals vulnerable require further investigation.

This dissertation aims to provide a comprehensive assessment of the state of
knowledge in this field and propose a framework by identifying best practices for
improving Social Engineering resilience in organizations, while supporting the de-
velopment of new research studies to address this issue. Its goal is to help enter-
prises of any size leverage this framework to reduce the risk of successful Social

Engineering attacks and improve their culture of security awareness.

Keywords: Social Engineering ; human behavior; personal traits; security archi-
tecture; phishing; threat actors; cybersecurity; cyberattacks; design science re-

search; systematic literature review; framework; security awareness.



Resumo

A Engenharia Social € um problema significativo para as empresas. Os cyber-cri-
minosos continuam a desenvolver novos e sofisticados métodos para ludibriar in-
dividuos, levando-os a divulgar informagdes confidenciais ou a conceder acesso
nao autorizado a sistemas de infraestruturas. Estes ataques continuam a consti-
tuir uma ameaca significativa para os sistemas empresariais, apesar dos investi-
mentos significativos em arquitetura técnica e medidas de segurancga. A formagao
e sensibilizagado dos funcionarios, entre outras intervengées comportamentais, sao
fundamentais para melhorar a resiliéncia a Engenharia Social. Os programas de
formacéo e educacao dos funcionarios sao cruciais para a redugao da probabili-
dade destes ataques. O cumprimento das politicas e procedimentos de seguranga
é significativamente melhorado através de formagao baseada na educag¢do. Uma
cultura de seguranga envolvendo todas as partes é também essencial, uma vez
gue uma comunicacgao aberta e honesta por parte da direcdo pode aumentar a
consciéncia dos funcionarios sobre potenciais ameacas. Os preconceitos e carac-
teristicas emocionais como o medo, confianga e curiosidade tém também impacto
na suscetibilidade a este tipo de ataques, mas, no entanto, as caracteristicas pes-

soais que tornam os individuos vulneraveis exigem uma investigagao profunda.

Esta dissertagdo tem como objetivo fornecer uma avaliagdo abrangente do estado
do conhecimento neste campo e propor uma Framework, identificando as melho-
res praticas para melhorar a resiliéncia a Engenharia Social nas empresas, en-
quanto apoia o desenvolvimento de novos estudos de investigagc&do para abordar
esta questdo. O seu objetivo € ajudar as empresas de qualquer dimensao a utili-
zar esta Framework para reduzir o risco de ataques bem-sucedidos de Engenha-
ria Social e melhorar a sua cultura de sensibilizacdo para a seguranca.

Palavras-Chave: Engenharia social; comportamento humano; caracteristicas
pessoais; arquitetura de seguranca; phishing; cibersegurancga; ciberataques; revi-

s&o de literatura; sensibilizagdo para a segurancga.
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1 INTRODUCTION

1.1 Motivation

The threat of Social Engineering (SE) attacks on enterprise cybersecurity is more
present than ever and is a growing concern for enterprises of all sizes. For exam-
ple, according to Microsoft [1], phishing emails are one of the most used SE tech-
niques in corporate environments and represent a significant problem for organiza-
tions. In addition, cybercriminals continue to develop new and sophisticated meth-
ods to trick individuals into disclosing confidential information or granting unauthor-

ized access to infrastructure systems, leaving sensitive data vulnerable.

SE attacks remain a significant threat to enterprise systems despite significant in-
vestments in technical architecture and security measures. In addition, attackers
continue to adapt and develop their tactics, therefore, the human vector of security

must be addressed.

User awareness training and other behavioral interventions have become critical
tools for improving SE resilience and preventing attacks, but their effectiveness
still needs to be determined. Some conducted studies [2], [3], [4], [5], [6], [7], [8],
[9], [10], [11], [12], [13], [14], [15], [16], [17], [18], [19], suggest that such interven-
tions can significantly reduce the risk of SE attacks being successful. Others report
that they have a limited impact on user behavior [20], [21]. In addition, scientific re-
search [15], [14], [19], [6], [11], [17] has identified individual factors, such as per-
sonality traits and cognitive tendencies, that may turn some individuals more sus-

ceptible to such attacks, making it difficult to find practical solutions.

According to IBM [22], phishing emails were the leading infection vector, as 41%
of the attacks used phishing to gain access into an environment. This fact further
exacerbates the need to explore the human factors associated with SE attacks by
conducting a Systematic Literature Review (SLR) research on enterprise cyber-se-
curity and develop a framework for enterprises to implement and reduce the risk of
successful SE attacks. This research aims to provide a comprehensive assess-
ment of the state of knowledge in this field, identifying best practices and propose

a framework for improving SE resilience in organizations. This research can like



so, help enterprises of any size leverage this framework to reduce the risk of suc-
cess of SE attacks and create a culture of security awareness, along with the de-
velopment of best practices and support the development of new research studies

on innovative and effective interventions to address this issue.

1.2 The Problem
In enterprises where the security architecture has been carefully implemented and
is constantly maintained, the human factor remains one of the highest vulnerabili-

ties to cybersecurity, namely SE.

As the world experiences a digital revolution and becomes more dependent on tel-
eworking, cloud computing, and enterprise data storage, these aspects have be-
come essential for businesses to remain competitive and successful. However,
with this growth in importance comes an increase in the frequency and sophistica-
tion of cyberattacks, which can be carried out by threat actors, hackers, groups, or
even state actors. Consequently, the enterprise's employees are perceived as be-
ing the weakest link in this incessant attack & defense battle in the cyberspace, re-
gardless of their position or status. Nevertheless, are they the primary attack vec-
tors of cyberattacks? And are they requiring special attention, in addition to the de-
signed, implemented, and maintained security architecture of the enterprise?

While it is yet impossible to fully pre-determine human behavior, it is vital to iden-
tify, in an enterprise context, human characteristics or personality traits that are
particularly susceptible to exploitation in the context of a SE attack.

Employee resistance to security training is another perceived common issue faced
by many enterprises. Despite the importance of security training in reducing the
success rate of Social Engineering attacks, some employees may refuse to partici-
pate in such programs.

According to the HP Wolf Security Report [23], between 48% and 64% of office
workers believe that security measures result in a lot of wasted time. Seventy-
three percent said that security policies and technologies are often too restrictive,
and over half (54%) of younger workers (between ages of eighteen and twenty-



four) were more worried about meeting deadlines than exposing their enterprise to

a data breach.

1.3 Objectives

Answers to questions such as follows are still uncertain:

+ How do employee training programs impact the success rate of Social Engi-
neering attacks such as phishing in enterprises?

+ How can companies or corporations create a culture of security to reduce

the success rate of all types of Social Engineering attacks?

* What factors make businesses employees more susceptible to Social Engi-

neering tactics?

Therefore, this dissertation aims to research and identify effective interventions
that improve SE resilience, addressing objectives such as examining the literature
on behavioral, technical, and organizational by performing a SLR of factors that
contribute to SE attacks in enterprises and their impact on cyber security and semi
structured interviews to give voice to employees on several key roles, leveraging
this way a theoretical and practical understandment on the difficulties and solu-

tions enterprises face constantly.

Furthermore, the objective is also to investigate the effectiveness of different en-
terprise interventions to improve SE resilience, including user awareness training,
technical controls (filtering and monitoring), and organizational strategies (security
culture interventions), and to identify factors that increase or prevent the success
of these interventions and how they interact with each other to improve SE resili-

ence.

As a result, this dissertation aims to propose a framework for enterprises to lever-
age on their operations and mitigate the success rate of SE attacks, while opening
the ground to further research and development, incorporating the findings from

the SLR and interviews, to improve SE resilience through identification of potential

gaps in existing security infrastructures and the prioritization of interventions.
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The research findings contribute to the scientific literature on enterprises cyberse-
curity and offer a knowledge platform for enterprises management on allocating re-
sources to combat this persistent cyberthreat.

The following Research Question (RQ) is considered to this dissertation:
+ To what extent do employee training, organizational culture, and individual

susceptibility contribute to the mitigation of Social Engineering attacks, such
as phishing, within enterprises?

1"



2 THEORETICAL BACKGROUND

This section covers the definition of SE and the different types of SE attacks, that
may pose a persistent threat to enterprises.

The focus research objectives of this dissertation are to establish a correlation be-
tween SE and human behavior. To appreciate the significance and distinctiveness
of this investigation, an initial exploration of relevant literature was conducted
through a Systematic Literature Review (SLR). The purpose of this preliminary
search was to identify any prior scientific research on these topics applied to an

enterprise environment.

2.1 Social Engineering

SE is a deceptive method of manipulating individuals into divulging confidential in-
formation, acting, or providing access to a secure system or facility. The success
of these attacks relies on exploiting human emotions such as fear, curiosity, trust,
and greed. The attackers rely, primarily, on the interactions with the victim [24],
their lack of awareness, trust, and vulnerabilities to trick them into providing infor-

mation or access confidential or restricted data.

SE attacks can take various forms and can be classified based on the techniques
that are used, the objective, or the target of the attack. Following, are presented
the most common type of SE attacks [25], being phishing one of the most common

in enterprises:

Table 1 Common types of SE attacks

Attack Type Description

Phishing Sending fake emails or messages to trick the victim into disclosing sensi-
tive information such as passwords, credit card numbers, or login creden-
tials. These emails or messages often appear legitimate and are de-
signed to lure the victim into clicking on a malicious link or opening an in-
fected attachment [26].

Pretexting Impersonating a trusted source such as a bank, government, or even the

employer, to trick the victim into providing confidential information. The

12



Attack Type

Description

Baiting

Tailgating

Watering hole

attacks

Impersonation

attacker may use SE tactics to gain the victim's trust before requesting

the information.

Luring the victim with an attractive offer, such as free products or ser-
vices, to click on a malicious link or download an infected file. The bait is
designed to lure the victim into providing sensitive information or down-

loading malware onto their device.

Following a person into a restricted area without authorization. The at-
tacker may pretend to be an employee or contractor and rely on the vic-

tim's politeness or sense of obligation to gain access.

Compromising a website that is likely to be visited by the victim, such as
a popular social media site or news outlet [27]. The attacker may infect

the site with malware or use it to launch a phishing attack.

Posing as someone else, such as an executive or a colleague, to deceive
the victim into acting or providing information. The attacker may use SE
tactics such as flattery compliments or urgency to convince the victim to

comply.

Spear phishing A more targeted form of phishing by customizing the attack to the victim's

Vishing

Smishing

Quid pro quo

specific interests, job role, or social media network. The attacker may use
personal information or SE tactics to make the attack appear more legiti-

mate.

Using a phone call or voice message to trick the victim into disclosing
sensitive information. The attacker may pose as a bank or government
and may use SE tactics such as urgency or authority to persuade the vic-

tim to comply.

Using text messages to trick the victim into clicking on a malicious link or
providing sensitive information. The attacker may use SE tactics such as

urgency or familiarity to persuade the victim to comply.

Offering something in exchange of sensitive information (or access). The
attacker may offer a gift or service in exchange for the victim's login cre-

dentials or other confidential information.

13



As SE attacks become increasingly sophisticated and widespread, individuals and
organizations must understand the techniques used by attackers and take steps to

prevent them.

2.2 Materials and Methods

This section describes the process of the SLR used to develop this review.

2.3 Systematic Literature Review

On the systematic literature review (SLR), a thorough search is performed to eval-
uate which sources are most relevant to answer the research questions, identify
gaps, patterns, and contradictions, segment them by themes, chronological hierar-
chy, methods, and theories, and finally write (synthesizing, analyzing, critically
evaluate and summarize) the key findings. This SLR is performed according to the
procedures for performing systematic reviews developed by Kitchenham [28]

The objective is through several stages of the process, identify the historical devel-
opment in the field, validating the literature found, the errors, weaknesses,
strengths, and successes, the subject experts, reputable sources, research meth-
ods, and the gaps in that literature to leverage other research questions. The SLR
can be divided into three main phases (planning the review, conducting the review,
and reporting the review) and the process involves the following:

+ Determine the problem.

+ Determine the research questions that could answer the problem.

+ Research in scientific databases for similar papers in the area of study.
+ Systematically review and analyze the papers collected.

* Report the results.

The detailed SLR process based on Kitchenham'’s procedure [28] is covered in the

"Conducting the Review" and "Reporting sections, as follows.

14



Reporting

Planning Review
Need for a Review Article Selection
SE attacks are growing Iterations
yearly and are a signifi- 291>147>35>20
cant problem for enter- papers

prises.

Summary and Re-
port

Report findings
and answer the 3
Research  Ques-
tions

Research Questions
Identification of key

factors that result in SE

successful attacks

Data Extraction
Complies with all

requisites to an-

swer the 3 Re-

search Questions

Planning the SLR

Fine-tune the search
string, databases, and in-
clusion and exclusion cri-
teria.

Figure 1 Systematic Literature Review Phases

Figure 1 represents the process, adapted from Kitchenham'’s procedure [28], di-
vided into three sections; planning (need for a review, research questions and
planning the SLR), Review (article selection iterations and data extraction) and

Reporting (summary and report).

2.3.1 Background

The SLR is conducted to identify state of the art in this field [28]. This investigation
consists of summarizing and synthesizing different scientific literature (scientific
papers, scientific publications, thesis, books, and others) found on the SE in the
enterprise environment topic. This allows to position this dissertation in relation to
existing knowledge and to formulate thoughtful reflections on this topic.

The SLR involves the research of relevant information (on arguments and authors
relevant to SE in an enterprise context), allowing a deeper understanding and
identifying gaps and problems in the available literature. The SLR research is
based on a search string (Table 2) performed on the EBSCO database, consider-

ing specific parameters and filters (Table 3).

Data processing from the SLR is detailed in the “Conducting the Review” and “Re-
porting sections. This data processing and analysis involves methodologies and
actions performed on data to help identify and describe facts and patterns and

15



develop explanations and test hypotheses to the problem object of this disserta-
tion, including data quality assurance, statistical data analysis, data modeling, and

interpretation of results.

2.3.2 Planning the Review

A methodical review of existing literature was conducted with the objective to ob-
serve the state of the art in this field. This section outlines the scientific paper se-
lection and the search process applied. To determine suitable Search Strings/Ex-
pressions, it was necessary first to define the RQs of this SLR, according to the
procedures for performing systematic reviews developed by Kitchenham [28] as
described in Section 2.3. According to the objective of this dissertation, three RQs

were developed:

* How do employee training programs impact the success rate of Social Engi-

neering attacks such as phishing in enterprises?

+ How can companies or corporations create a culture of security to reduce

the success rate of all types of Social Engineering attacks?

* What factors make businesses employees more susceptible to Social Engi-

neering tactics?

Given the focus on the enterprise environment, several synonyms were used on
the first part of the search string to cover more possible results. On the second
part of the search string, “social engineering ” and “phishing” were used because
using only “social engineering ” resulted in fewer results, and the same principles
can be applied to phishing — the most common form of SE in enterprises (Table 1).

The complete search string resulted in the search expression shown as follows.

Table 2 Search string used.

Search string

(enterprise OR corporation OR company OR busi-
ness) AND ("social engineering" OR phishing)

16



A PICOC (Population, Intervention, Comparison, Outcome, Context) table was
created as a criterion to frame the RQs, as suggested by Petticrew and Roberts

and proposed by Kitchenham [29].

Population Enterprises of all sizes, sectors of activity or country
Intervention Improving SE resilience in enterprises (framework)
Comparison Social Engineering events, such as phishing attacks,

on other enterprises

Outcomes Improved security, reduced long-term costs and im-

proved enterprise credibility

Context Enterprises of all sizes with employees whose activi-
ties rely on using technology, such as computers, for
their work-related activities

The inclusion and exclusion of the papers used in this SLR can be found in the fol-

lowing table.
Table 3 Users training awareness impact.
Inclusion criteria Exclusion criteria
Directed to at least one of the research Not in scope

topics; Social Engineering or Enterprise

Full text available Not related to any form of Social
Engineering

Academic Journals Dated before 2008

Scientific Magazines Not peer-reviewed

Scientific Conference Proceedings

2.3.3 Conducting the Review
This section highlights the review protocol and the methods used to undertake this

SLR, based on Kitchenham'’s recommendations [28]. A major and significant

17



scientific database was considered for this literature review, EBSCO (EBSCOhost

web - https://web.p.ebscohost.com/ehost/search/).

The EBSCO search engine used in this dissertation was accessed using the ad-
vanced search option. To not limit the results, the search period was left as de-
fault. In this process, the option to search for words in the abstract (AB) was se-
lected. The search was limited to available academic journals, scientific maga-
zines, conference materials and proceedings, and full texts. These applied filters

ensured and assessed the quality of the primary studied to be used.

During each of the scientific paper’s selection processes, papers were classified
into three categories: "Include," "Maybe," and "Exclude," based on their relevance
to the research questions.

Papers that added no value to the research (or were not in scope) were marked as
"Exclude" and were not included in subsequent iterations. The "Maybe" papers
were those for which it was unclear whether they would add value, and "Included"
papers were considered relevant to the study. Although both "Included" and
"Maybe" papers were considered for the following selection phase, the "Maybe"
papers were reviewed to determine the factor that placed them in this category

and were finally considered or discarded.

The selection phase of the papers was done cumulatively and considered the in-
clusion and exclusion criteria detailed in Table 4. The search in EBSCO with the

search string (Table 2) returned 291 results. These results were then exported to
Rayyan (https://www.rayyan.ai) in the “bib” format. After this import into Rayyan,

one duplicate was detected and eliminated.

The selection process of the papers began with reading the 290 abstracts. Then,
143 papers were excluded, either “Not related to any form of SE” or “Not in scope”,
resulting in 147 selected papers.

The 147 papers introductions and conclusions were read in the following selection
phase, from which 112 were excluded by not being in scope, although mentioning
SE, resulting in 35 selected papers.

18



In the final selection phase, the entire 35 papers were read. Eleven more papers
were excluded by needing to be more pertinent or in scope, resulting in 24 papers.
Four papers were finally excluded by being unable to respond to any research

questions, concluding in 20 relevant papers.

EBSCO Results (291)

Abstracts (147)

Introduction and
Conclusion (35)

Full article (24)

SLR
(20)

Figure 1 Selection phases

The following table presents the number of papers that were included and ex-
cludes according to the inclusion and exclusion criteria presented in Table 4.

Table 4 Papers included/excluded according to inclusion/exclusion criteria.

Inclusion criteria Included Exclusion criteria Excluded

Directed to at least one of the re- 274 Not in scope 144
search topics; Social Engineering

or Enterprise

Full text available 291 Not related to any form 35
of Social Engineering

Academic Journals 123 Dated before 2008 0

Scientific Magazines 168 Not peer-reviewed 0

Scientific Conference Proceedings 0

Regarding the publication year of the papers, the following graphic (Figure 2)
shows the distribution of SE-released papers over the years in the final 20 articles
used in this review. It is observable an increase in releases over the recent years

regarding this topic.
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2008 2016 2017 2018 2019 2020 2021 2022
Figure 2 Release SLR final papers over the years

The following table presents the mapping of the final papers used in this review,
the publication year, and the number of citations.

Table 5 Mapping of the Selected Papers

Publication Publication Number of Citations
Year

[15] 2017 20
[20] 2022 13
[5] 2022 13
[11] 2017 13
[18] 2008 11
[17] 2022 10
[8] 2021 10
[2] 2022 9
[9] 2016 8
[16] 2018 8
[19] 2021 8
[12] 2018 7
[3] 2020 6
[6] 2021 5
[4] 2019 4
7] 2016 4
[10] 2018 4
[13] 2022 4
[14] 2021 3
[1] 2017 3




The data synthesized was performed on a comprehensive matrix. Excerpts from
the papers were compiled on the matrix and analyzed on their relevancy and/or by
matching the search strings. The combination and analysis of the selected papers
allowed, therefore, to formulate conclusions directly derived from this evidence.

2.3.4 Reporting
This section presents the resulting findings for the three RQs of the SLR.

RQ1: How do employee training programs impact the success rate of Social
Engineering attacks such as phishing in enterprises?

SE has several approaches, focusing from the technical side to the human behind
the machine. However, while the network of any enterprise can be architected,
patched, and updated with the best security frameworks and recommendations,
the human component is more difficult to control due to its susceptibility to emo-
tional influence [19]. This review observes that any enterprise needs to provide us-
ers with cybersecurity training and awareness (mainly focused on phishing) to
identify SE threats and promptly react to them [7], influencing user behavior in

terms of defending against information security risks [15].

User awareness and training programs should not, however, be one-size-fits-all.
To create a resilient defensive and awareness behavior against cyberattacks such
as SE, management should thoroughly consider identifying groups of employees
according to their level of information security awareness and skills. Then, tailoring
specific high-intensity and narrowly focused training [19] through methodical,
structured, consistent, and measurable training programs [10], [11] like internal
phishing campaigns or game-based learning can be applied. These training pro-
grams should also focus on cognitive and emotional factors. Also, training should
give attention to phishing emails inspection and technical authentications [11].
When preparing for training delivery, the programs should consider decreasing the
biases caused by perceived familiarity [8] and being adjusted not to be extremely
hard (frustrating the user), or extremely simple (giving the user overconfidence),
being challenging enough to stimulate the learning process.

21



Throughout the review it is noticeable the correlation between information secu-
rity/cybersecurity, and employee awareness of cyber threats. Therefore, human
resource’s function must be involved from the start, both in terms of employee se-
lection (i.eg, induction trainings on cybersecurity) and the periodic training plans
[19], to maximize user awareness and minimize the enterprise's overall vulnerabil-

ity to being a cyberattack victim.

Most of the literature and scientific papers identified in this field are directly related
to phishing, the most common type of SE attack (usually seen in an enterprise en-
vironment), not covering the several facets and complexity of what SE compre-
hends and its effect on the human susceptibility. These factors impact this review
because several studies only focus on phishing and phishing email interpretation
rather than on the core concepts of SE. Therefore, the training programs and their
impact on the success rate of SE attacks in enterprises and the mitigation proce-
dures are often specific to phishing.

According to the scientific papers relevant to this study, the majority (17) relates
user awareness training provided to employees with preventing SE attacks, espe-
cially the most common form of SE - phishing emails. However, one article stated
that awareness training is ineffective [20] or is not cost-effective [21]. Another
stated that there are insufficient studies on security training for individual users [9],
even though recognizing that user awareness is essential when reducing the risk
of SE.

Table 6 Employee's training awareness impact

Impact Number of Pa- Papers
pers
Increase in cybersecurity and 18 [2], [3], [4], [5], [6], [7],
Information security within an [81, [9], [10], [11], [12],
enterprise [13], [14], [15], [16], [17],
[18], [19]
Not adequate for cybersecu- 2 [20], [21]

rity and Information security

improvement
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RQ2: How can companies or corporations create a culture of security to re-
duce the success rate of all types of Social Engineering attacks?

On the previous researched question, most papers [2], [3], [4], [5], [6], [7], [8], [9],
[10], [11], [12], [13], [14], [15], [16], [17], [18], [19] related user awareness training
provided for employees with success on preventing SE attacks, and correlate the

user awareness training as a part of security culture on the enterprise.

Three papers [20], [16], [14] identified the key point to create a culture of security
and consequently reduce the success rate of a SE attack to be a cooperative effort
by involving users collectively in addressing SE. Two papers [9], [14] referred to it
as the continuous training and simulation programs, and two [16], [14] as the in-
volvement of the management and human resources functions. One article [21] re-
fers the use of Machine Learning technology as the best way to achieve higher se-
curity, and one article [17] identified that the roles’ accesses at an enterprise need

to be compartmentalized.

The perceived severity of threats directly correlates to the user's motivation in pre-
venting them from happening [14], directly impacting results in the enterprise secu-
rity culture. Due to this relevant impact, user awareness, motivation, and engage-
ment efforts to protect sensitive information cannot be lightly planned as a one-fit-
all or a set it and forget it [16], [14] approach. The key is to embed core concepts
into users' everyday tasks by simulating attacks on the enterprise for them to re-
tain the information more efficiently, with continuous training and simulation pro-

grams[9] that are engaging, relevant, and beneficial.

The security culture must be set as a whole, from management, executives, hu-
man resources [16] functions, regulators, Information Technology (IT), and all user
departments [9]. All enterprise employees should be aware of potential risks to the
enterprise. Through open and honest communications, management increases

trust and the security mindset [14].
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Employee engagement is, therefore, the key to developing a cybersecurity culture,
along with a risk management plan, part of the overall organizational strategy and
business continuity plans [16].

This involvement and join effort resulting from an open disclosure of what is at risk
and what users can contribute to the overall enterprise security culture can also be
complemented, for instance, by an anti-phishing approach to prevent phishing at-
tacks, while using intelligent Machine Learning (ML) technology [21]. In addition, a
contributing factor can be the need-to-know approach regarding users’ access to
critical sensitive information by compartmentalizing user access [17] (and risk) and

minimizing the risk of possible information exfiltration.

Only six out of the twenty papers in scope mention directly or indirectly the security
culture in an enterprise. However, the findings associated with RQ2 show that user
awareness training (with specific characteristics) is also part of the "formula" to in-
crease enterprise security.

Table 7 Actions for creating a culture of security.

Actions Number of Papers Papers
[1 Addressing Social Engineering on a collec- 3 [20], [16],
tive level (employees’ engagement) [14]

[ Involvement of executive level and engage- 2 [16], [14]

ment of human resources function

'] Continuous training and simulation programs 2 [9], [14]

[1 Using intelligent machine learning (ML) tech- 1 [21]
nology

[1 Compartmentalize roles 1 [17]
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RQ3: What factors make businesses employees more susceptible to Social

Engineering tactics?

Mapping what factors can make someone more vulnerable or prone to a SE attack
is challenging due to the complexity of human behavior and individual traits. Only
six papers [15], [14], [19], [6], [11], [17] offer a few mentions related to what can
make individuals more susceptible to SE attacks; the remaining papers do not
aboard this subject [12], [9], [16], [21], [13], [2], [18], [8] or enumerate what per-
sonal traits or human characteristics, attackers may leverage or exploit on a SE at-
tack [3], [4], [5], [7], [20], [10].

What makes SE attacks successful is the fact that Threat Actors trigger emotional
biases [20], appealing to strong emotions or feelings like fear [20], [3], [4], excite-
ment [20], trust [7], [11], [18], [20] commitment [20], lust [30], curiosity [18], greed
[3], pity [3], anxiety [3], urgency [3], [18], [4], need [18] and authority [18]. These
emotional biases are commonly used to influence users to, for instance, open a
phishing email, using the Principles of Persuasion in SE; authority, social proof, lik-
ing, similarity and deception, distraction, commitment, integrity, and reciprocation
[5]. On the other hand, IT professionals are less prone to fall for an SE attack [15],
[14], [19], so as employees working in larger teams [6], higher job levels [6], new
joiners [6], users unable to focus [11], frequent internet users [11].

Users that received recent (and periodic) security awareness training are also less
prone to fall for a SE attack [14]. Despite this, some users may fall prey to a self-
serving bias by believing they are more likely to identify a phishing email and

therefore, being more prone to fall for a SE attack like a phishing email [11].

Some studies also reveal that variables like individual differences are not signifi-
cant to identify the increase in the probability of someone falling more easily to a
SE attack [11]. Furthermore, mental tactics proneness cannot be point out for spe-

cific groups of people, especially the vulnerable ones [4].
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Table 8 Individual factors more susceptible to SE

Factors Number of Papers Papers

Employer characteristics

Technical skills (not working in IT) 3 [15], [14], [19]
Role (lower job level) 2 [6], [14]
Gender (female) 2 [6], [19]
Time employed (longer time) 2 [6], [14]
Part-time 1 [6]
Team (working in a large team) 1 [6]

Age (older) 1 [6]

Age (younger) 1 [19]
Gender (male and female are simi- 1 [14]
lar)

Personality traits

Boredom proneness 1 [11]
Trustworthy (known source) 1 [11]
Focus (more focused) 1 [11]
Normative commitment (high) 1 [17]
Continuance commitment (high) 1 [17]
Trust (more trustworthy) 1 [17]
Neuroticism (high) 1 [19]

2.3.5 Discussion

The choice of the three research questions derives directly from the increasing num-
ber of cyberattacks like phishing on enterprises, that often start (and end) with an
SE attack, even when this cybersecurity threat has stayed the same over time. The
purpose of this dissertation is, therefore, to establish a correlation between what is
currently being done in enterprises regarding user training awareness programs,
how enterprises are performing to stimulate the increase of a cybersecurity culture,
and what makes a person, or a group of persons more susceptible to fall prey for
SE attacks. The approach to answering these questions included a scientific and
methodological SLR to determine the state of the art in this field addressed in stud-
ies, and to open ground for future development work to improve enterprises’ cyber-

security.
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Regarding RQ1, the “Reporting” section results demonstrated a widespread agree-
ment that user training awareness is an essential central point in an enterprise’s
cybersecurity. These results highlight the importance of addressing the human ele-
ment in cybersecurity, particularly concerning SE attacks, through tailored user
awareness and training programs. These programs should be consistent, measur-
able, and challenging while involving human resources function from the pre-plan-
ning phase. While most studies suggest the importance of user awareness training,
some studies suggest ineffectiveness or cost-ineffectiveness. Additionally, there are
limitations of studies only focusing on phishing, one of the most common forms of
attack of SE, highlighting the need for a comprehensive understanding the effects

human susceptibility on SE.

The findings related to the RQ2 demonstrate that the security culture must be set
as a whole, Involving management, executives, human resources, regulators, IT,
and all user departments. Open and honest communication from management in-
creases trust and the security mindset, as employees should be aware of potential
risks to the enterprise. The “Reporting” section also notes that only six of the twenty
papers directly or indirectly mention security culture in an enterprise, even though,
as discussed in the previous research question, user awareness training with spe-
cific characteristics should consider as part of the formula to increase the enterprise

security culture.

Regarding RQ3, the findings demonstrate the difficulty in identifying personal traits
or human characteristics that make individuals more susceptible to SE attacks. Only
six reviewed papers mention such traits, while the remaining refer the need to ad-
dress the topic. SE attacks are successful because they trigger emotional biases
such as fear, trust, and curiosity, amongst others, which can be used to influence
users to fall for a phishing email, for example, using persuasion principles. These
findings also suggest that IT professionals, employees in larger teams, higher job
levels, new joiners, and users who received recent security awareness training are
less prone to fall prey to SE attacks. However, individual differences and mental

tactics cannot be used to identify vulnerable groups of people. We can also observe
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in the findings that some users may fall to self-serving bias by believing they are

less likely to fall for SE attacks.

2.3.6 Further investigation

While the reviewed literature focuses primarily on phishing attacks in many cases,
other SE attacks could be explored, such as spear phishing, pretexting, baiting, quid
pro quo, tailgating, scareware, vishing, and smishing. Investigating these other
types of attacks could provide a deeper understanding of the attacker’s tactics.

Regarding the importance of user awareness training and the security culture of an
enterprise, further research can explore whether immersive simulations or gamifica-
tion, as stated by Alsawaier [31], the application of game features, like video game
elements, into non-game context with the purpose of motivate and engage in learn-
ing. These methodologies can therefore be more effective than traditional training
methods.

The results of the SLR note the difficulty in identifying personal traits or human char-
acteristics that make individuals more susceptible to SE attacks. However, it would
be valuable to investigate this topic further to understand how attackers choose their

targets and how enterprises can better prepare their users.

Finally, results show that only a few papers mention the security culture in an enter-
prise, and more research can explore how an organization's culture affects its vul-
nerability to SE attacks. This could include the focus on examining the role of lead-
ership, the effectiveness of different communication strategies, the level of psycho-
logical safety and the impact of user engagement on an organization's security pos-

ture.

Employee resistance to security training is another common issue in many enter-
prises. Despite its importance in reducing SE attacks, some employees refuse to
participate for various reasons. Resistance can occur from a lack of understanding
about the significance of security training, such as fully comprehending the potential
risks of SE attacks and their impact on the enterprise. Additionally, employees may

view security training as an extra burden on their workload, leading them to prioritize
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other tasks over attending training sessions. Cultural resistance may also contribute
to the problem, with factors such as lack of support from management, insufficient
emphasis on security culture, or the belief that security is only the responsibility of
the IT department. Further investigation is also necessary to determine the root

causes of employee resistance to security training in enterprises.

2.3.7 SLR Conclusions

Several findings could be observed in the SLR. The findings suggest that educating
employees with regular and tailored training awareness programs are part of the
procedures for reducing the probability of a SE attack. Furthermore, by ensuring
compliance with security policies and procedures, education-based training is sig-
nificantly more effective in gaining compliance [14], [17], as cybersecurity
knowledge and beliefs of employees have a significant impact on their intentions to
comply with organizational cybersecurity controls [19]. However, while there is
broad agreement about employees training and awareness, some studies suggest
that specific training programs may need to be more effective or cost ineffective.

Moreover, the importance of a security culture involving all organizational stakehold-
ers must be considered. For example, open and honest communication from man-
agement can increase trust and the security mindset among employees, making
them more aware of potential threats to the enterprise. However, the limited mention
of security culture in the reviewed literature highlights the need for more future re-
search to explore the effectiveness of different communication strategies and the

role of employee engagement in an enterprise's security posture.

While the reviewed literature identifies emotional biases such as fear, trust, and cu-
riosity as crucial factors that can make individuals more susceptible to SE attacks,
the difficulty in identifying personal traits or human characteristics that make individ-
uals vulnerable highlights the need for further investigation on how human factors
impact the level of enterprises’ cybersecurity.
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3 RESEARCH METHODOLOGY

This section covers the researched methodology used. In the first stage of this re-
search, a Literature Review was conducted to identify the problem addressed in
the previous section. As mentioned before in the “Further Investigation” section,

there are still further investigation to be conducted.

Therefore, to continue and guide the investigation of this dissertation and answer-
ing the research question mentioned in section 1.3 Objectives, the activities of De-
sign Science Research (DSR), proposed by Peffers et al. [30], have been selected
as the primary research methodology. Once the initial artifact (framework) has
been developed, the next step is to conduct an evaluation phase. Finally, to sup-
port the preliminary research findings and refine the artifact, semi-structured inter-
views will be used to gather data to be analyzed.

3.1 Design Science Research

Design Science Research (DSR) is a research approach that aims to address or-
ganizational issues by creating and evaluating IT artifacts. This methodology, that
will be used in the paper, involves a systematic process of designing artifacts to
solve identified problems, contributing to research, evaluating the effectiveness of
the designs, and communicating the results to relevant stakeholders.

The created artifacts can consist of several elements, such as constructs, models,
methods, and instantiations, that can lead to innovations and new features in tech-

nical, social, or informational resources [22].

DSR is an iterative process that involves several phases, starting with problem
identification, then developing a design solution evaluated using a set of defined
criteria. These criteria usually consider factors such as feasibility, efficiency, effec-
tive-ness, and usability of the artifact and its potential impact on the enterprise.
DSR emphasizes the importance of rigor and systematic analysis to ensure de-

signs are grounded in theory and evidence-based practices.

In addition, DSR recognizes the importance of considering the human factors in-

volved in using and adopting IT artifacts. Therefore, it considers the social,
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cultural, and organizational context in which the artifacts are intended. DSR aims
to create artifacts that are technically feasible, are socially acceptable and cultur-

ally appropriate.

According to Peffers et al. [30], the Design Science Research Methodology

(DSRM) involves six steps detailed as follows.

1. Identify the problem and motivation: which involves understanding the
current state of the problem, the limitations of existing solutions, and the po-
tential benefits of a new solution. As mentioned on Section 1 (Introduction),
the problem is the increase of SE attacks in enterprises and the effects that
user awareness, through training programs and personal traits, has on re-

ducing these types of cyberattacks.

2. Define the objectives: which should be specific, measurable, achievable,
relevant, and time-bound (SMART) [22]. It involves identifying the outcomes
that the research aims to achieve and the criteria for evaluating the success
of the research. In this case, proposing a framework to improve SE resilience

in enterprises.

3. Design and develop the artifact: which is the new solution that addresses
the problem. It involves defining the requirements of the artifact, designing
the solution, and developing a prototype or a working model of the artifact

(framework) to improve SE resilience in enterprises.

4. Demonstrate the artifact: which involves evaluating the artifact's effective-
ness and usability in a real-world setting. It involves testing the artifact with
users, collecting feedback, and identifying areas for improvement. In this
stage, the proposed framework is implemented on a corporate environment

and tested.

5. Evaluate the artifact: which involves assessing the artifact's effectiveness,
efficiency, and usability. It involves measuring the outcomes achieved by the

artifact, comparing it with existing solutions, and identifying the limitations
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and challenges of the artifact. This stage uses the semi-structured interviews

detailed in the Section 4.2 (Semi-structured Interviews)

6. Communicate the results: which involves sharing the findings, conclusions,
and implications of the research with the relevant stakeholders. It involves
writing papers and a master’s dissertation.

These phases of the DSRM are presented in Figure 3, regarding the actions per
each phase of the process [22].

Process iteration

PROBLEM DEFINE DESIGN AND
IDENTIFICATION OBJECTIVES
AND MOTIVATION OF SOLUTION DEVELOPMENT DEMONSTRATION COMMUNICATION

Increase of Propose Develop a Application of Interviews and F:’aper af]d
Social framework to framework to the framework in questionaires to Dissertation
Engineering improve Social improve Social real-life on an key employees in
attacks on Engineering Engineering enterprise enterprises
enterprises resilience in resilience in environment
enterprises enterprises

Efficiency of user
awareness
training

Figure 3 Adapted DSRM Process Model

3.2 Semi-structured Interviews

The semi-structured interviews conducted within several organizations, evaluates
the enterprise's SE prevention or resilience capabilities, and their relationship to
user’s personal traits and awareness levels. Before the interviews, an interview
protocol is prepared, and potential participants are informed of the research objec-
tives and asked for their consent to participate.

Semi-structured interviews are a commonly utilized approach in development re-
search, as they offer insights into the mental processes behind decision-making
and behaviors where the interviewer follows a guide, but can, when it feels appro-
priate, pursuit the understanding on certain topics within the course of the
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interview [32] and enhancing therefore, the quality of the research [33]. Addition-
ally, they often provide valuable information previously unknown to the researcher.
In this study, the semi-structured interviews explored the enterprise's practices, ca-
pabilities, and Key Performance Indicators (KPI's) used in user awareness and SE
attack prevention. The framework will then be examined from the perspective of

these capabilities and their related KPI’s.
Semi-structured interviews are beneficial in the following scenarios:

« Asking open-ended questions to gain insight into individual perspectives

within a group.

+ Conducting one-on-one evaluations with critical stakeholders (different

roles, positions, and experience).
« Exploring unexplored topics with potentially significant issues.

This method is standard in qualitative research and involves using an interview
guide [32], which outlines a list of questions and topics to be covered during the
conversation. However, the interviewer has the flexibility to explore additional top-
ics if appropriate. This guide can be found in Appendix A.

The Interviews were conducted in national and international enterprises to sixteen
key subjects and positions: management, security team, cloud architecture, con-
sulting, vendors, finance, and end (non-IT) users, with different levels of expertise

and experience in Information Security.

During the interviews, an interview protocol was used, mainly informing the partici-

pants about the research goals, and asking for their consent to the interview.

The interview protocol for this study considers the finding identified in the SLR
conducted before. Furthermore, this protocol of semi-structured interviews, ena-
bles an inside view of how this framework can impact and answer the remaining
open answers initiated by the Research Questions, as they offer the interviewer
the opportunity to deeply develop topics that arise during conversations [32].
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4 PROPOSAL

This section covers the proposal in the form of an artifact. In the case will be a
conceptual framework for improving SE resilience in enterprises, which require-

ments are resumed in Table 7.

This conceptual framework will be a crucial element establishing the significance
and relevance of this study, and its contribution. It provides a solid rationalization
for the research questions and outlines the research design, including data collec-
tion and analysis methods, to ensure that this research is appropriately and scien-

tifically conducted.

Furthermore, it contextualizes the study within multiple dimensions and positions
of the research against another research. It acknowledges the biases, assump-
tions, and values that may affect the research outcomes, articulating the study's
underlying theoretical foundations, enabling the understatement of the study's re-
search questions, data collection, analysis methods and how this study fits into the
larger theoretical and research context.

This conceptual framework aims to provide a roadmap to ensure that the research
design and methods are aligned with the research questions and the theoretical
perspective, identifying gaps in the existing research, understanding the complexi-
ties of the research problem, and ultimately generate new knowledge [33].

Table 9 Proposed Artifact (simplified): Framework for improving SE resilience in
enterprises.

Components Description

User Awareness and Training Develop a tailored and measurable training program that
involves Human Resources starting from the pre-planning
phase.

Security Culture Create and nurture a culture of open and honest commu-
nication that provides regular training sessions, seminars,
and workshops on cybersecurity.

Address Emotional Biases Use persuasion principles to educate employees on how
to identify and avoid SE attacks.
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Target different user groups with emphasis on IT profes-
sionals and new joiners.

Continuous Evaluation Continuously evaluate the effectiveness of the training
program, security culture, and persuasion techniques us-
ing metrics and KPI’s.

Make all necessary improvements.

Empower Reporting Empower employees to report suspicious activity through
an anonymous mechanism without fear of reprisal.
Provide regular feedback on the effectiveness of the re-
porting and any actions taken.

Table 9 describes in a high-level detail, the proposed artifact (framework), object
of this dissertation.

Empower

Reporting User Awareness
and Training

05

Improving
Social Engineering
Resilience in
Continuous Enterprises Security
Evaluation Culture

Address
04 Emotional Biases

03

Figure 4 Proposed framework sectioning

Following, it is presented a detailed description of every component of the pro-

posed framework.



Table 10 Proposed framework detailed description.

Component

Proposed framework

User Awareness and

Training

Conduct a baseline assessment of employee’s knowledge and
awareness of SE attacks to identify gaps and areas for improve-
ment.

Develop a training program that includes different delivery meth-
ods (e.g., videos, simulations, gamification, quizzes) and is tai-
lored to the different roles and responsibilities within the enter-
prise.

Integrate meaningful SE awareness into new employee
onboarding and ongoing training programs.

Develop metrics and KPI's to measure the effectiveness of the
training program as phishing simulation results and users feed-
back surveys.

Ensure that awareness training is up to date, adapted to the en-

terprise reality and with the latest SE tactics and threats.

Security Culture

Develop a communication plan that includes periodic security
awareness messages and reminders.

Encourage a culture of openness and transparency where users
feel comfortable reporting incidents and sharing information
about potential threats.

Provide incentives for employees who demonstrate responsible
security practices and behavior.

Ensure collaboration and communication between different de-
partments and teams to promote a shared responsibility for se-
curity.

Establish a security working group to overlook and coordinate

security related activities across the enterprise.
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Component

Proposed framework

Address Emotional

Biases

Develop educational materials that use persuasive communica-
tion techniques to increase users understanding of SE threats
and their emotional responses to them.

Provide examples and case studies that illustrate the impact of
SE attacks on users and the enterprise.

Use positive reinforcement such as recognition and rewards, to
encourage users to adopt reasonable security practices.

Use gamification or other interactive approaches to engage us-

ers and increase their motivation to learn about SE.

Continuous Evaluation

Develop a set of metrics to measure the effectiveness of the dif-
ferent components of the framework, specifically user aware-
ness, security culture and reporting.

Use these metrics and KPI's to identify areas for improvement
and perform necessary adjustments.

Conduct regular reviews and evaluations of the framework to
prove its relevancy and effectiveness in facing ever-evolving SE

threats.

Empower Reporting

Develop or improve a reporting mechanism that is easy to use,
anonymous, and secure.

Provide clear guidance to users on what types of incidents
should be reported and how to report them.

Establish a process for triaging and responding to reported inci-
dents.

Provide regular feedback to employees on the status of their re-

ported incidents and any actions taken.

Overall, this framework takes a comprehensive approach to improving SE resili-

ence in enterprises by addressing the human element of cybersecurity and focus-

ing on user awareness, a security culture, and on emotional biases. Therefore, the

proposed framework aims to improve SE resilience in enterprises by addressing

these key factors.
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In Figure 5, it is presented the process diagram for the framework to improve SE

resilience in organizations.

Proposed framework (Artifact)

Develop a tailored training program involving HR from pre-planning phase.

A 4

Create a culture of open and honest communication that provides regular training sessions and
workshops on cybersecurity.

A

Use persuasion principles to educate users on how to identify and avoid
social engineering attacks. Target different user groups with emphasis on IT professionals
and new joiners.

A 4

Continuously evaluate effectiveness of training program, security culture, and
persuasion techniques using metrics. Make improvements.

A 4

Empower employees to report suspicious activity through an anonymous mechanism.
Provide regular feedback on the effectiveness of the reporting mechanism and actions taken.

Figure 5 Process diagram of the Artifact

The following section will detail the Evaluation phase of this dissertation.
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5 EVALUATION

The evaluation will be done using semi-structured interviews as detailed in Section
3.2. Semi-structured interviews are an accepted method in development research
that differentiated itself from other types of interviews, which follow a specific set of
predetermined questions, focusing on certain themes and topics but, like mentioned
by Raworth et al. [34] conducted in a conversational approach.

5.1 Interviews

The semi-structured interviews were conducted using a set of twenty pre-defined
questions, including follow-up questions. The questions were primarily open-ended,
as detailed in Appendix A, to allow detailed responses, and cover the three research

questions identified previously.

The interviews were conducted by phone using Microsoft Teams, WhatsApp, Tele-
phone or performed in person, facilitating the maximum participation and conven-
ience for the interviewees. All interviews, when possible, were audio recorded to
ensure that all the details of the responses were captured accurately for further re-
view. The interviews were also, when possible, automatically transcribed to allow
easy analysis of the data and to identify common themes and patterns that emerged

across the interviews.

Subsequent data analysis involves a combination of approaches to identify insights
that can inform the development of the framework for improving SE resilience in
enterprises. In addition, the data collected from the interviews was compared to the
findings from the SLR conducted earlier to identify any gaps or areas where addi-
tional research was needed.

The results of the interviews were used to validate the artifact of the DSR proposed
by Peffers et. al. [30]. In addition, the feedback and insights provided by the inter-
viewees allows to refine and improve the framework, ensuring that it is both com-

prehensive and practical for use in real-world settings in an enterprise environment.
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Conducting these semi-structured interviews was a critical step in gathering valua-
ble insights and data, which contributes to the development of the framework for

improving SE resilience in enterprises.

5.1.1 Preparation

To conduct the semi-structured interviews, individualized preparation was done for
each participant to expedite and facilitate the interview process. Once the partici-
pants provided consent to start the interview, the interviews started following the
structure as shown in Appendix A, which covered the research questions presented
in the Reporting section.

Before each subsequent semi-structured interview, close observation was con-
ducted on the previous interview results to gain a thorough understanding of the
issue and to reformulate appropriate semi-structured questions when needed. This
process allowed better open-ended questions relating to the problem, providing the
opportunity to discover new approaches, to challenge and comprehend the evolu-
tion of the framework. This approach was based on recommendations from prior

research [32].

5.1.2 Participants Characterization

To leverage and gather a broader and significant sample as possible, several com-
pany sizes, sectors, positions, and countries were considered. Likewise, the sixteen
interviews comprised from IT savvy practitioners to non-IT users. Like summarized
in Table 11, the interviewee’s current positions in IT are diversified as CISO (Chief
Information Security Officer), SOC (Security Operation Center) Manager, Cyberse-
curity Engineer, Support Engineer, Security Analyst, System Engineer, Senior Soft-
ware Developer and Security Architect. And not IT related positions range from Con-
sulting Partner, Manager, General Manager, Project Manager, Quality, Environment
and Energy Coordinator, Production Supervisor and Office Administrator. The coun-
tries (Portugal, Spain, Ireland, Germany, India, and Switzerland) and the number of
employees (from 40 to 240000) of each working place of the interviewees are also
diversified. Five of the interviewees have ages below forty years, nine of them be-
tween forty and fifty, and two more than fifty years old.
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Table 11 Interviewees characterization

ID Date Current Position Enterprise sector Employees Country Age
#101  15/06/2023 Quality, Express 600 Portugal 46
Environment and transportation &
Energy Coordinator Logistics
#102 14/06/2023 Manager Finance 4300 Portugal 46
#103 13/06/2023  Security Analyst IT Services 240000 India 39
#104 13/06/2023 Cybersecurity Engi- IT Consultancy 1000 India 44
neer
#105 07/06/2023 Support Engineer Business software 50000 Ireland 44
#106 06/06/2023 Project Manager Engineering 8000 Germany 42
services
#107 06/06/2023 Office Administrator Public Education 200 Portugal 38
#108 05/06/2023 Consulting Partner  Sustainability 8000 Spain 45
Consulting
#109 05/06/2023 General Manager Education 40 Portugal 46
#110 06/09/2023 System Engineer IT Services 240000 India 38
#111 08/06/2023 Security Architect IT Development 500 Spain 29
#112 06/07/2023 SOC Manager Commodity Trading 11000 Portugal 39
#113 06/07/2023 CISO Commodity Trading 11000 Switzer- 56
land
#114 14/06/2023 Senior Software Finance 300 Spain 47
Developer
#115 15/06/2023 Production Manufacturing 160 Portugal 55
Supervisor
#116 17/06/2023 Pharmaceutical Healthcare 61000 Spain 46

Table 11 details the sixteen interviewees characterization used to perform the inter-

views.
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Interviewees ages
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Figure 6 Interviewee’s ages

In Figure 6, it can be observed that the percentage of the interviewees ages are
situated between 38 and 46 years old.
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Figure 7 Years of experience in information security

In Figure 7, it can be observed that most of the interviewees have between 0 and
10 years of experience in the field of Information Security.
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Enterprise number of employees by interviewee
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Figure 8 Enterprise number of employees by interviewee

As it can be observed, most employees is situated below five thousand employees,
one enterprise at around ten thousand, and another around twenty-four thousand

employees.

5.1.3 Conducting the Interviews

This section transcribes the summary of the interviews conducted according to Ta-
ble 11. All the interviews were performed as detailed in Annex A, focusing on vali-
dating the framework proposed in Section 5 “Proposed Artifact”, and responding to
the tree research questions presented in the section 3.1.5 “Reporting”.

Table 12 Interviews summary - key takeaways

Interview Key takeaways
number
#101 » The effectiveness of regular reminders, phishing campaigns, and information re-

inforcement in educating employees about SE attacks.

» The lack of resistance among employees towards security awareness pro-
grams.

* Regular training, phishing campaigns, and email alerts on emerging security
trends contribute to the security culture, along with being an international com-
pany and maintaining a specialized IT department.

» To ensure policy compliance, she recommended audits, relevant examples, and
informative materials.

« Factors such as lack of attention and distraction contribute to individual
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#102

#103

#104

susceptibility, and enhancing SE resilience requires reinforcing awareness,

sharing real-life examples, and emphasizing information security's importance.

Employee training programs and establishing a security culture is essential to
mitigate SE attacks.

Effective employee education methods include enforcing solid passwords, clos-
ing idle computers, being cautious with client orders via email, and avoiding
leaving accessible information.

The company implements internal phishing campaigns and e-learning training to
prevent SE attacks, resulting in a 60% to 70% reduction in successful attacks.
Resistance to training is minimal due to mandatory requirements and strict inter-
nal rules.

Compliance with security policies is ensured through e-learning results and
measured using key performance indicators.

Common SE tactics encountered include phishing emails, smishing, and vish-
ing.

Individual factors influencing SE attacks includes lack of awareness, training,

and understanding of threats.

Highlights the importance of security awareness training covering several types
of attacks, focusing on human-based tactics.

They have implemented programs targeting phishing emails, SE attacks, and
sends regular awareness emails. They also do internal phishing campaigns to
assess employees and provide training when necessary.

Training programs have proven effective in reducing the success rate of SE at-
tacks by an estimated 60 to 70% when employees are knowledgeable about the
tactics and procedures involved.

Resistance to training is minimized through strict enforcement and the potential
consequences of low scores on their cybersecurity scorecard.

Initiatives like the “Cybersecurity Week”, regular communication from the Infor-
mation Security and training contribute to a better security culture.

Consistent application of security policies is ensured through a comprehensive
security management plan involving senior management, middle management,
IT teams, and end users.

Phishing attempts are the most common SE tactic encountered

The enterprise conducts phishing campaigns every two months, followed by
training for successful phishing victims, reducing SE attack success rates,

mainly through mandatory training for failed phishing campaign participants.
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#106

Employee resistance to security awareness programs derive from factors such
as workload, disinterest in security, limited risk awareness, uninspiring training,
and the absence of consequences.

Suggests a system that restricts tool access for phished or non-compliant indi-
viduals. Gamification through a points-based system could engage employees
and reinforce security practices.

Consistent application of policies can be achieved through management and HR
collaboration, emphasizing security in presentations and corporate meetings.

Most common SE tactics in the enterprise are phishing attacks.

The effective methods to educate employees on SE tactics include formal train-
ing that highlights the types of attacks they encounter, with management playing
a role in cautioning employees during team meetings and emails.

They have implemented yearly refreshers on SE and other threats, introductory
training, and internal phishing campaigns.

Employee training resistance may be originated from skepticism, lack of com-
munication about attacks, and security being considered secondary. To en-
hance participation and effectiveness, he suggests providing real-life examples
and showcasing the impact of attacks.

They promote a security culture through top and middle management feedback,
communication in meetings, and board initiatives.

Common SE tactics the enterprise has encountered include phishing emails, un-
authorized building access, and phone calls.

Factors influencing SE attacks include a sense of urgency, exploitation of will-
ingness to help others, and establishing personal, friendly, trusting, and polite

interactions.

Effective ways to educate employees on SE tactics include workshops tailored
to different age groups, with older employees receiving more training sessions
and younger employees requiring fewer sessions.

Emphasizes having qualified personnel, up-to-date hardware, and addressing
loT security and suggests compensating employees for avoiding security inci-
dents.

To prevent cyberattacks they have implemented small training and regular re-
minders about phishing. Employees need access to specific data on the effec-
tiveness of these programs or may cause disinterest in the security culture.
Employee resistance to security awareness programs is attributed to age and
workload.

The enterprise promotes a security culture through training guidelines and email
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#108

reminders with deadlines.

Security policies and practices can be managed through automated software
systems, increased advertising, information sharing, and sensitization.
Common SE tactics encountered by the organization include phishing emails
and tailgating.

Regarding individual factors influencing SE attacks, he believes that ignoring

problems and a lack of proactive behavior are the contribution.

The best way to educate employees on SE tactics is through training. They
have not implemented any training programs.

Resistance to security awareness programs among employees may be due to
the lack of appeal and the perception that security incidents only happen to oth-
ers.

Suggested that organizations should use language easily understandable by all
participants.

Common SE tactics the organization encounters include phone calls and phish-
ing emails.

To ensure the consistent application of security policies and practices, suggests
implementing concrete rules and security systems on computers.

Believes that a lack of knowledge plays a significant role in influencing the SE

attacks.

The creation of awareness on SE tactics includes building awareness and con-
ducting interactive virtual training, group discussions, and sharing sessions.
They primarily use scenario-based presentations, such as phishing emails, to
train employees on SE attacks.

Resistance to security awareness programs among employees may be origi-
nated from language barriers.

Organizations should consider using face-to-face or interactive virtual training
that are engaging and applicable to employees' specific sectors or roles.

They promote a security culture through training and management discussions.
Mentions that organizations focused solely on delivering products or services
may prioritize security less, leading to a weaker security culture.

Deploying skilled employees in different regions and implementing assurance
programs, internal or by third parties, can help assess compliance with policies
and procedures.

Common SE tactics encountered include mobile texting, phishing emails, and
fake calls.

Highlights awareness, knowledge, and a focused work vision as crucial factors
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#110

#111

influencing SE attacks. Individuals who use social networks may be more vul-

nerable due to attackers exploiting their preferences and interests.

The most effective way to educate and create awareness on SE tactics is
through training.

Resistance to security awareness programs among employees, are related to
the lack of knowledge and difficulties in understanding technology and security
concepts. To improve training participation rates and effectiveness, she sug-
gests sensitizing employees before and after the training sessions.

To promote a security culture, they have implemented security protocols but
need to be better understood and taken seriously by employees.

Organizational factors that contribute to a better security culture include the liter-
acy of employees, training programs, and tech literacy.

Consistent application of security policies and practices throughout the organi-
zation would be achieved by evaluating risks.

Suggests implementing employee training programs to improve enterprise resili-

ence.

For employee’s education, mentions regular training sessions, sending aware-
ness emails, and offering instructional training on a quarterly or monthly basis.
They have implemented various employee training programs, such as phishing
awareness and training.

These programs have effectively reduced the success rate of SE attacks by ap-
proximately 50-60%.

Resistance to security awareness programs among employees, particularly non-
IT employees, is attributed to a lack of knowledge and by considering it an unu-
sual task.

To improve training participation rates and effectiveness, suggests implement-
ing mandatory training for employees, sending reminder emails, involving man-
agers in monitoring attendance and taking appropriate actions.

They promote a security culture through email communications, an education
portal, and mandatory training for new employees.

Regarding individual factors influencing SE attacks, mentions the importance of
paying attention to emails, being cautious when sharing data, and complying to

policies.

The most effective ways to educate employees on SE tactics include regular
awareness sessions, simulated phishing tests, and case studies showcasing

real life examples.
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They have implemented several programs such as phishing awareness training,
SE simulations, and security awareness campaigns, being highly effective in re-
ducing the success rate of such attacks.

Resistance to security awareness programs among employees may come from
a lack of perceived relevance, time constraints, and insufficient engagement
from leadership.

To improve training participation rates and effectiveness, suggests making train-
ing sessions interactive, tailoring content to different job roles, and providing in-
centives for participation.

The company promotes a culture of security by regularly communicating secu-
rity best practices, fostering a "security-first" mindset, and recognizing employ-
ees for security behaviors.

For the application of security policies and practices, recommends conducting
regular security audits, providing training, training reinforcements, and by estab-
lishing clear accountability for adherence to policies.

Common SE tactics encountered include phishing emails, pretexting, and bait-
ing through malicious attachments or USB drives.

Individual factors that influence SE attacks include a lack of security awareness,
human curiosity, and the tendency to trust others.

Suggests ongoing security awareness training, emphasizing the importance of
skepticism and verifying requests and promoting a culture of reporting of all sus-

picious activities, to improve SE resilience.

Effective ways to educate employees involve constant training in a fun and en-
gaging manner. Suggests incorporating visual elements such as banners in the
office and organizing activities throughout the year that employees can partici-
pate, believing that traditional training methods, such as lengthy videos may
contribute to resistance.

They have implemented mandatory phishing training and security awareness
programs, which have effectively reduced the click rate on phishing emails and
increased awareness among employees.

To improve training participation rates and effectiveness, suggests creating ben-
efits for employees and ensuring that the training is engaging and enjoyable.
Emphasizes the importance of small exercises throughout the year to promote a
security culture rather than relying solely on occasional management meetings.
A promotion of a security culture could be more effective on a top-down ap-
proach, with the CEO leading and emphasizing the importance of security.
Factors contributing to a better security culture include technological maturity,

investment in security, and active engagement with employees.
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Security policies and practices can be ensured through security controls and pe-
riodic checks, and compliance with policies and practices can be measured us-
ing KPI's specific to each policy.

The most common SE tactics encountered includes phishing, phone calls, and
impersonation of users.

Individual factors that influence these types of attacks include greed, fear, a

sense of urgency, and the desire to please others.

They create awareness through face-to-face or online training with a “personal
touch”, emphasizing the importance of delivering training that captures employ-
ees' attention by making it more relatable/personal.

They have implemented online training programs to prevent SE attacks, being
quite effective in reducing the success rate of such attacks.

Employee training resistance to security awareness programs may be due to
competing priorities and work-related stress and suggests using HR sanctions
to improve training participation rates and effectiveness.

The security culture is achieved through training and communications, via email.
Suggests using different controls and tests to ensure the consistent application
of security policies and practices throughout the enterprise.

Common SE tactics encountered are impersonation of internal employees, man-
agers, or individuals associated with the enterprise and the tactics used include
WhatsApp messages, email, and phone calls.

Individual factors that influence SE attacks include training and awareness lev-

els, naivety, fatigue, and lack of attention.

The promotion of awareness includes regular security awareness sessions, in-
teractive workshops, and real case studies.

Practical and engaging approaches are beneficial for understanding and recog-
nizing SE tactics.

They have implemented several employees training programs, including phish-
ing campaigns, training, and continuous education on SE tactics, effectively re-
duced the success rate of SE attacks.

Lack of time, perception that security prevents productivity, and inadequate
communication are several of the reasons for employee training resistance to
security awareness programs. To improve participation and effectiveness, sug-
gests offering flexible training schedules, using gamification elements, and
aligning security training with determined roles and responsibilities.

They promote a culture of security among employees through regular communi-

cation of security policies and best practices, security-focused newsletters, and
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#116

recognition for employees following security guidelines.

Strong security leadership, frequent audits, and a sense of shared responsibility
for security, contribute to a better security culture.

Common SE tactics encountered include impersonation via email or phone, and
texting to retrieve sensitive information.

Individual factors that influence SE attacks includes the lack of awareness, hu-

man trust, curiosity, and susceptibility to manipulation.

The way to educate employees are regular security talks, providing examples,
and reminding employees to be cautious. Believes that raising awareness and
vigilance is crucial in preventing SE attacks.

The main employee training programs implemented are security training and en-
couraging employees to report suspicious activities. These programs have in-
creased awareness and vigilance among employees.

Employee training resistance may originate from the lack of time and the per-
ception that security is someone else's responsibility, suggesting practical ex-
amples and involving employees in creating security policies to improve training
participation rates and effectiveness.

Updated machines, as well as constant supervision, contribute to a better secu-
rity culture.

Management should enforce the rules to ensure the consistent application of se-
curity policies and practices.

Common SE tactics encountered includes phishing emails and attempts to
make purchases on behalf of others.

Individual factors that influence SE attacks includes trusting others too quickly.

To educate employees on SE tactics, they conduct workshops and regular train-
ing sessions, considering the constantly changing techniques.

They implement programs such as internal phishing campaigns and use tools
like exchanges online and segregate its internal structure into multiple compa-
nies, which helps to contain any attacks and prevents hackers from reaching all
areas. Different credentials are assigned to users to ensure the segregation of
access to enterprise data.

Training programs have been around 80% successful in reducing the success
rate of SE attacks. However, acknowledges that resistance to security aware-
ness programs can exist due to mandatory training requirements and employ-
ees feeling overwhelmed with multiple training sessions each year.

To improve training participation rates and effectiveness, suggests the gamifica-

tion of the training process, providing a sandbox for failed attempts, and
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simulating potential causes of failure and consequences for the user.

» They promote a culture of security through color-coded banners in emails (inter-
nal vs. external).

» States that enterprises tend to act and implement security measures only after a
breach or attack occurs.

» Consistent application of security policies and practices is ensured through a
top-down application of global policies and standards, measured using KPI's of
the enterprise’s security status against specific standards.

» The most common SE tactic encountered is human-based SE, particularly
phishing.

+ Emphasizes that human factors play a significant role in SE attacks, with hu-
mans being the weakest link. Factors such as a sense of urgency and perceived
risk are exploited, causing individuals to lower their defenses and react impul-
sively.

» To improve SE resilience, suggests providing exercises or training where em-
ployees feel a personal risk or threat to their lives, simulating real-life scenarios

that exploit human characteristics and personal traits.

These key takeaways were extracted from the transcripts of each interview and rep-
resent the uniqueness and ideas expressed by each interviewee. Detailed infor-

mation on each interviewee can be found on Table 11.

5.1.4 Data Saturation

In this research, a data saturation process was carried out to evaluate the status of
the artifact (framework) and prepare it for the evaluation stage. Data saturation, a
qualitative research methodology concept, aims to determine when further data col-
lection and analysis are unnecessary based on the gathered and analyzed data [35].
Saturation becomes evident when newly obtained data becomes redundant com-

pared to the existing data.

The decision to cease data collection is justified by the consistent observation of
similar comments and a declining trend in the percentage of suggested changes by
participants, indicating that data saturation has been achieved, being appropriate to
conclude the data collection at this point and proceed to the evaluation phase [36].
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Therefore, after conducting 16 interviews, the data collection phase was concluded

to progress to the next step of the Design Science Research (DSR) process, which

involves the evaluation process (Section 6 "Evaluation").

Table 13 General overall unique contributions by interviewee

Interview  Employee Training Resistance and Im-  Policy Compliance Factors Influencing
Programs and Secu- provement Sugges- and Measurement Attacks and Resili-
rity Culture tions ence Enhancement

#101 3 1 1 3

#102 1 1 1 3

#103 1 1 1 2

#104 1 1 1 4

#105 0 1 1 1

#106 1 1 0 2

#107 0 1 0 0

#108 1 0 0 1

#109 0 0 0 0

#110 1 0 0 0

#111 0 1 0 1

#112 0 0 0 0

#113 0 1 0 2

#114 0 0 0 0

#115 0 0 0 0

#116 0 0 0 0

The count by each interviewee were structured according to the unique contribu-

tions provided by each interviewee on responding to the research topics proposed

in this dissertation, mainly the RQ “To what extent do employee training, organiza-

tional culture, and individual susceptibility contribute to the mitigation of Social En-

gineering attacks, such as phishing, within enterprises?”.

The following figure illustrates the unique overall contribution of each interviewee,

on the several research topics.
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Unique overall contribution by interviewees to each research topic
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Figure 9 Unique overall contribution by interviewees to each research topic

Figure 9 maintains the same research structure topics as Table 13, highlighting

the unique overall contribution by each interviewee on the several research topics.
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6 DISCUSSION

This section presents the interview findings as proposed in Table 11 “Resumed in-
terviewees characterization” to address the research questions and validate the pro-
posed framework detailed in Section 4, "Proposal."

6.1 Evaluation Results

The conducted interviews allowed to gather more information and insights regarding
the “missing holes” identified in the SLR phase that originated the 3 RQ of the SLR
(Section 2.3.2). The following sections present the discussion according to each
SLR RQ.

6.1.1 SLR RQ1
How do employee training programs impact the success rate of Social Engi-
neering attacks such as phishing in enterprises?

The responses provide valuable insights into the impact of employee training pro-
grams on the success rate of SE attacks in enterprises, and strongly align with the
proposed framework, emphasizing the importance of continuous training, aware-

ness, and testing to educate employees on SE tactics.

One common and recurring theme in the interview responses is the significance of
regular reminders. Interviewees highlighted the effectiveness of periodically remind-
ing employees about the risks associated with SE attacks. Employees are reminded
of the potential threats by incorporating regular reminders into training programs,

being more likely to maintain vigilance and implement security measures daily.

Another critical aspect mentioned by the interviewees is the need for regular testing.
By conducting simulated SE attacks such as internal phishing campaigns, enter-
prises can assess the effectiveness of their training programs and identify areas that
require further improvement. Regular testing helps to reinforce the knowledge and
skills acquired during training, ensuring that employees remain aware and capable

of identifying and mitigating potential SE threats.

54



The interviewees also emphasized the importance of reinforcing information, includ-
ing providing ongoing support and resources to employees to ensure that the
knowledge acquired during training is continually reinforced. By providing accessi-
ble materials, such as well translated materials, technically suitable for the em-
ployee’s levels or online resources, organizations can empower employees to re-

fresh their knowledge of SE tactics and respond effectively to potential attacks.

Furthermore, the interviews responses highlighted the need for a culture of skepti-
cism and critical thinking when handling suspicious emails, phone calls, or requests
for sensitive information. This cautious behavior can significantly reduce the likeli-
hood of falling victim to SE attacks.

While these practices align with the proposed framework and emphasize the im-
portance of continuous training, awareness, and testing, it is worth mentioning that
other security practices as using strong passwords, closing computers when not in
use, and confirming requests through other means, can contribute to overall security
but are not directly focused on educating employees about SE tactics. However,
these practices can still be considered part of a broader security awareness program

that complements the efforts to mitigate SE attacks.

6.1.2 SLR RQ2
How can companies or corporations create a culture of security to reduce the

success rate of all types of Social Engineering attacks?

The responses obtained validates the strategies enterprises can implement to cre-
ate a culture of security, and ultimately reducing the success rate of SE attacks.

One common theme in interviewee’s responses is the emphasis on regular training,
highlighting the importance of regular training sessions focused on SE tactics, and
the need to keep employees informed about the latest security threats and trends.
These insights align with the proposed framework's emphasis on conducting a base-
line assessment and implementing tailored training programs. By regularly providing

employees with up-to-date training, enterprises can nurture a culture of security
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awareness and empower employees with the knowledge and skills necessary to

identify and mitigate SE attacks.

Internal phishing campaigns and email alerts were also mentioned as effective prac-
tices. Interviewees acknowledged the value of phishing campaigns to test and en-
hance employees' ability to recognize and respond to internally simulated SE at-
tacks. Sending “fake” phishing emails (internal phishing campaigns) helps to raise
awareness, highlight vulnerabilities, and reinforce training efforts. Additionally, email
alerts about security trends ensure that employees are kept informed about emerg-
ing threats, enabling them to stay vigilant and take proactive measures to protect

sensitive information.

Initiatives like a “Cybersecurity Week” on a yearly basis can create a culture of se-
curity, highlighting the significance of organizing dedicated events that focus on ed-
ucating employees about SE tactics, best practices, and the importance of main-
taining strong security measures. These initiatives provide opportunities for in-depth
discussions, knowledge sharing, and employee engagement, fostering a collective

commitment to cybersecurity.

Regarding security culture, feedback from management and communication in team
meetings are important to reinforce the importance of security measures, expecta-
tions, and encouraging the compliance to security measures and internal protocols.
Regular meetings provide a means for discussing security concerns, sharing best
practices, and addressing emerging issues. The establishment of a security com-
mittee and collaboration between departments to promote a culture of security is
another way to involve stakeholders from different areas of the organization. This
can create a collaborative and holistic approach to security, ensuring that security
is prioritized at all levels, from top to bottom.

Creating an environment where employees feel comfortable reporting security inci-
dents or suspicious activities is crucial for early detection and mitigation of SE at-
tacks. Incentives, such as recognition or rewards, can further motivate employees
to actively participate in reporting and contribute to the overall security posture of
the enterprise.
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Addressing emotional biases is another crucial aspect highlighted in the interview
responses. Using educational materials and persuasive communication techniques,
such as storytelling, can appeal to employees' emotions and increase their under-
standing of the impact of SE attacks. Positive reinforcement and gamification to en-
gage employees and nurture a sense of achievement and personal responsibility in
maintaining security practices are also good strategies that align with the proposed
framework's approach of increasing understanding, providing examples, and using

positive reinforcement to mitigate emotional biases.

Regarding continuous evaluation, the usage of metrics to measure the effectiveness
of security initiatives and conducting regular reviews are good ways to monitor the
effectiveness of training programs, internal phishing campaigns, and other security
awareness efforts allows enterprises to identify areas for improvement and adapt
their strategies accordingly. These facts highlight the importance of developing met-
rics and making necessary adjustments based on the evolving threat landscape,
further highlighting the value of continuous evaluation as basilar part of creating an

overall security culture.

Furthermore, a streamlined and user-friendly reporting system encourages employ-
ees to report suspicious activities promptly, facilitating a swiftly response to potential
SE attacks. Establishing a process for triaging and responding to reported incidents,
ensuring that reported incidents are addressed effectively , allows these responses
to align with the framework's focus on establishing reporting mechanisms and

providing employee’s feedback.

6.17.3SLRRQ 3
What factors make businesses employees more susceptible to Social Engi-

neering tactics?

The interviews provided valuable insights into the factors that make employees
more susceptible to SE tactics. The SE tactics mentioned by the interviewees, in-
cluding phishing emails, impersonation, smishing, vishing, tailgating, pretexting,
baiting, malicious attachments, or USB drives, were consistent with those
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considered in the proposed framework. This alignment validates the framework's

relevance in addressing common SE tactics and their impact on employees.

The interview responses clarified several factors contributing to susceptibility to SE
attacks. One key factor identified is a need for more attention and awareness. Inter-
viewees highlighted how personal and professional distractions could compromise
an employee’s ability to evaluate suspicious communications or requests with a crit-
ically mindset, reinforcing the importance of user awareness and training initiatives
that educate employees about the several SE techniques, providing guidance on
how to remain vigilant while facing potential real attacks.

Personal vulnerabilities, such as fear and greed, were also identified as factors that
make individuals more susceptible to SE tactics. They confirmed that social engi-
neers often exploit these emotions and personal traits to manipulate employees into
divulging sensitive information or performing unauthorized actions. Addressing
these emotional biases becomes crucial in developing effective countermeasures.
The proposed framework recognizes the significance of addressing emotional bi-
ases by suggesting strategies such as providing examples and using positive rein-

forcement to promote critical thinking and reduce the influence of these biases.

The willingness to help others was another factor mentioned in the interviews. Social
engineers often exploit the inherent good faith of employees by posing as someone
in need or in a position of authority like a hierarchical superior, leveraging their trust
to gain access to sensitive information or resources. Educating employees about
the potential risks associated with blindly complying with such requests is essential
in mitigating the success of SE attacks. By promoting critical thinking and verifica-
tion, enterprises can empower individuals to question and validate requests before

taking any action.

Ignorance and human trust were additional factors identified in the interviews, ac-
knowledging that employees may be unaware of the various tactics used in SE at-
tacks and may place excessive trust in digital communications or seemingly legiti-
mate sources. Training and awareness programs can significantly address these
factors by equipping employees with knowledge about used SE tactics and teaching
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them to adopt caution and a critical mindset when interacting with unfamiliar or po-

tentially risky situations.

The interviewees provided a diverse range of suggestions to improve SE resilience,
and these suggestions align with the components of the proposed framework, rein-
forcing awareness through ongoing training and face-to-face awareness sessions
was a commonly mentioned strategy. By continually updating and reinforcing em-
ployee’s knowledge of SE tactics and evolving threats, enterprises can enhance

their resistance to attackers’ manipulation.

Performing audits and training exercises using real examples was another recom-
mendation proposed. By simulating real-life SE scenarios, enterprises can assess
employee’s responses, identify vulnerabilities, and tailor training programs accord-
ingly. This hands-on approach can significantly enhance understanding of SE tac-

tics and the ability to detect and respond appropriately.

The involvement of all stakeholders was stated as a critical factor in improving SE
resilience. By engaging employees, management, and relevant departments, or-
ganizations can share responsibility for security and establish a collective defense
against SE attacks. This collaborative approach aligns with the framework's empha-
sis on creating a security culture that permeates throughout the organization, from
top to bottom.

Implementing policies and controls, using gamification, reducing workloads to alle-
viate stress, providing easily understandable information, conducting ongoing secu-
rity awareness training, promoting skepticism and verification, and fostering a cul-
ture of reporting and sharing real-life examples were among the other suggestions
provided by the interviewees. These recommendations converge with the frame-
work's components, further validating its effectiveness in addressing the factors that
make individuals more susceptible to SE tactics.

6.2 Validated Artifact

If the previous discussion of three RQ questions used in the SLR, in Section 6, can
provide valuable insights that were identified and missing in the SLR phase, this
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section takes those insights into account to respond to the RQ of this dissertation,
and how, furthermore, the interviews responses performed in the DSR phase,
strongly support, and validate the proposed framework.

6.2.1 Dissertation RQ

To what extent do employee training, organizational culture, and individual
susceptibility contribute to the mitigation of Social Engineering attacks, such
as phishing, within enterprises?

Interviewees emphasized the importance of regularly conducting training sessions
to ensure employees remain aware of the risks associated with SE attacks, aligning
with the proposed framework's emphasis on the key factor of continuous employee’s

training and awareness.

Simulated attacks, such as internal phishing campaigns, were also highlighted as
effective measures to educate employees and test their ability to recognize and re-
spond to SE tactics. Interviewees acknowledged the value of these exercises in
raising awareness, identifying vulnerabilities, and reinforcing the knowledge and
skills acquired during the several training iterations.

In addition to training and simulated attacks, awareness sessions were considered
valuable components of an effective and proper employee education program.
These training sessions provide opportunities for employees to learn about the latest
SE techniques and understand the potential impact of falling victim to such attacks.

Real-life examples were also emphasized as practical tools to educate employees
about SE tactics. Sharing stories and case studies of actual real incidents helps
employees understand the tactics used by attackers and the consequences of their
actions. This firsthand knowledge enables employees to recognize and respond ap-
propriately to similar situations.

To further enhance the effectiveness of training programs, interviewees suggested
using interactive and engaging methods. Gamification, for example, can make train-
ing sessions more enjoyable and increase employee participation rates. By incor-

porating elements of competition, rewards, and challenges, enterprises can
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motivate employees to engage in training and retain knowledge more effectively and

actively.

The interview responses also validated the importance of relevant and well trans-
lated training materials. It was emphasized that training programs should be tailored
to the employee's technical level and cultural context. Providing materials that are
easily understandable and accessible to all employees ensures that the training is

practical and inclusive.

Furthermore, these remarks provided by the interviewees align with the proposed
framework's components, reinforcing its effectiveness in addressing SE attacks.
The interviewees mentioned the importance of creating a security culture within the
enterprise, addressing emotional biases, continuously evaluating the training pro-
gram's effectiveness, and empowering employees to report suspicious activities as

vital strategies to mitigate the success rate of SE attacks.

The data gathered from the interviews strongly supported the proposed framework
for mitigating SE attacks. By implementing regular training, internal simulated at-
tacks (like phishing campaigns), awareness sessions, and using real-life examples,
enterprises can effectively educate employees and reduce the success rate of these
types of attacks. The proposed suggestions stated by the interviewees, such as
relevant and well-translated training materials, gamification, and interactive meth-
ods of education, offer valuable guidance for enterprises searching to enhance their
training programs and create a culture of security. By aligning with the proposed
framework and incorporating these strategies, enterprises can improve their security

posture and better protect against SE attacks.
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7  CONCLUSION

This section concludes the dissertation research done with communication, re-

search conclusions, limitations, and future work.

7.1 Communication

The SLR conducted in this research (“Improving Social Engineering Resilience In
Enterprises: A Systematic Literature Review”) has been submitted to the ARISZ -
Advanced Research on Information Systems Security journal on April 2, 2023 and
accepted in May 3, 2023 by the editors, being in the phase of Copyediting for fu-
ture publication. Also, a full paper will be prepared for submission on conference,
describing the work in this dissertation. Finally, this dissertation is also part of the

communication step of DSR.

7.2 Research Conclusions

The research conducted through the SLR, DSR and interviews, provided valuable
insights regarding the effectiveness of employee training and awareness programs,
to create a security culture and mitigate SE attacks in enterprises. Combining the
findings from both methodologies enabled to draw a comprehensive verified conclu-
sions that can guide enterprises in strengthening their cybersecurity posture to ex-
ternal threats. It is now possible to have a better understanding on the importance
of the RQ proposed in this research and make some notations regarding its an-

SWers.

The SLR highlights the significance of educating employees through regular and
tailored training awareness programs to reduce the probability of successful SE at-
tacks. Employees cybersecurity knowledge significantly impact their intentions to
comply with cybersecurity controls. Therefore, continuous training initiatives that ad-
dress specific SE tactics are essential to equip employees with the necessary
knowledge and skills to identify and respond effectively on facing potential threats.
The interviews further emphasize the importance of periodic reminders and regular
testing to reinforce employee knowledge and maintain vigilance and awareness

against SE attacks. Continuous ongoing support and accessible resources, such as
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well-translated and online training materials, are also fundamental in ensuring that

the knowledge acquired during the training sessions are continually reinforced.

Creating a security culture within an enterprise involves all stakeholders, from em-
ployees to management. The SLR suggests that open and honest communication
from management can increase trust and promote a security mindset among em-
ployees. A collaborative approach to security involving all departments and stake-
holders can promote a collective cyber defense against SE attacks. Furthermore,
regular team meetings can provide a platform for discussing security concerns,
sharing best practices, and addressing emerging issues. The interviews further val-
idate the importance of a security culture to promote cybersecurity. A "Cybersecurity
Week" dedicated on educating and creating awareness on employees about SE
tactics and best practices exemplifies how specific events can reinforce the security
culture in enterprises. Additionally, establishing a security team that collaborates
with all departments further emphasizes the role of employee engagement in an
enterprise's security posture.

Although employee training is critical, integrating technical solutions enhances an
enterprise's security posture. Implementing technical controls such as Multi-Factor
Authentication (MFA), encryption, and advanced intrusion detection systems can
prove to be effective tools against numerous SE tactics. However, the SLR points
out the potential risk of over-reliance on technology that could potentially lead to
employee complacency. Therefore, it is essential to balance technical measures
and human awareness, with employees acting as the first defense line against SE
attacks.

Emotional biases such as fear, trust, curiosity, and a willingness to help others are
key factors that make employees more susceptible to SE attacks. Threat actors of-
ten exploit these emotions and personal traits to manipulate them into divulging sen-
sitive information or performing unauthorized actions. The proposed framework ad-
dresses these emotional biases by recommending strategies such as providing real-
life examples and using positive reinforcement to promote critical thinking and re-
duce the influence of these human biases. By educating employees on SE tactics

and risks, enterprises can empower employees to question and validate requests
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before acting by without increasing their cognitive effort, create muscular plasticity,
as mentioned by Wolpaw [37] “the entire function of the nervous system is to ensure
that sensory input (experience) leads to appropriate motor output (behavior)”,
pp.256.

Both the SLR and DSR, including the interviews, highlight the significance of con-
tinuous evaluation and enhancement of the enterprise's SE resilience. Monitoring
the effectiveness of training programs and awareness initiatives, internal phishing
campaigns, and other security awareness efforts allows enterprises to identify areas
for improvement and adapt their strategies and resources accordingly. Implement-
ing employee-friendly reporting mechanisms and incident response processes as
well as using metrics and KPI’s to measure the effectiveness of security initiatives
and conducting regular reviews allows enterprises to stay ahead of emerging
threats.

Engaging employees, management, and key departments in the security process
nurtures a collective defense, collaboration, and shared responsibility for security,
resulting on a security culture that permeates the enterprise from top to bottom.
Rewarding positive behaviors and providing incentives for reporting security inci-
dents encourages active employee participation in security, that combined with pro-
cess for triaging and responding to reported incidents ensures that potential threats

are addressed in an effective manner.

There is present an emphasis on the importance of educating employees about pro-
eminent SE tactics and their impact not only on the enterprise, but also on a personal
level. By providing real-life examples, simulations, and ongoing security awareness
training, employees can better recognize and respond appropriately to these at-
tacks. The proposed framework's approach of using educational materials, persua-
sive communication techniques, and gamification aligns with the interviewees sug-
gestions for appealing to employees’ emotions and promoting understanding of the
real impact of SE attacks.

With both methodologies we can now have more enlightenment on the RQ covered
in this dissertation. Regarding on how managers can mitigate the risk of employees
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suffering targeted SE attacks, managers can mitigate the risk of employees suffering
targeted SE attacks by implementing a multi layered approach, including regular
and tailored employee training, periodic reminders and testing to reinforce
knowledge, fostering a security culture through open communication and collabora-
tion, and balancing technological measures with human vigilance. By combining
these strategies, managers can empower employees to recognize and respond ef-
fectively to SE attacks, reducing the likelihood of successful attacks.

According to the observed results of this research, user training awareness effec-
tively reduces the success rate of SE attacks. The root causes for employee traction
to training (that is not the reality in most of the interviews) include using real-life
examples and simulations, ongoing security awareness, persuasive communication
techniques, and the incorporation of gamification elements. These factors enhance
employee engagement and understanding, making the training more impactful in
equipping employees to defend against SE attacks.

On what human behavior or personality traits can be identified that are more sus-
ceptible to these attacks, we can conclude that human behavior and personality
traits that make individuals more susceptible to SE attacks include fear, trust, curi-
osity, and a willingness to help others. Threat actors exploit these emotions and
traits to manipulate employees into divulging sensitive information or performing un-
authorized activities. To mitigate vulnerabilities, training programs can provide ex-
amples and use positive reinforcement to promote critical thinking and to question
and validate requests before acting.

It is now clear that enterprises can improve the overall cybersecurity culture by pro-
moting a collective defense against SE attacks. This involves nurturing a security
culture through open and honest communication from management, which in-
creases trust and promotes a security mindset among employees. Regular team
meetings and dedicated events can reinforce the importance of security and create
a collaborative approach involving various departments and stakeholders. Incen-
tives for reporting security incidents and establishing a process for incident response

also contribute to a positive security culture.

65



By combining employee training and awareness programs while establishing a se-
curity culture, integrating technological solutions, and promoting collaboration and
critical thinking, enterprises can significantly reduce their susceptibility to SE threats.
By progressively and constantly evaluating and adapting their strategies, enter-
prises can become proactive against emerging threats. Educating employees about
SE tactics and addressing emotional biases play central roles in strengthening the
human element of cybersecurity. With a collective commitment to cybersecurity and
a culture of vigilance, enterprises can significantly increase their overall security

posture and protect against the ever-evolving SE attacks.

7.3 Limitations

This research employed semi-structured interviews, compelling to a diverse and
ample sample size to ensure both precision and a comprehensive range of opin-
ions. A total of 16 interviews were conducted, enabling a more thorough explora-
tion of the subject matter.

One limitation worth noting is that, even though some non-English publications
were used in this research, the focus on English-only publications could inadvert-
ently overlook valuable insights and perspectives from other linguistic sources.

Finally, regarding the SLR, common search methods relying solely on search
terms and search engines can lead to insufficient materials. To mitigate this, for-
mal searches were performed, with specific keywords to improve the reliability and
replication this research in the future.

Furthermore, the data analyzed in the selected papers were sourced from a single
database (EBSCO) and collected at a single time, which limits the ability to estab-
lish causality and may bias the sample towards the paper submission acceptance
terms of the EBSCO database. Future work can expand the SLR to other relevant
scientific databases and on different time periods.

It is also recognized the difficulty in effectively measuring personality traits and hu-
man behavior, even in a corporate environment, to measure the overall complexity

of cybersecurity applied to a human conditional factor.
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Additional work is needed to evaluate the effectiveness of different training pro-
grams and explore new strategies, such as immersive simulations or gamification,
explore the effectiveness of different defense mechanisms, examine how attackers
choose their targets to better protect organizations from SE attacks and explore
the effectiveness of different communication strategies, and the role of employee

engagement in an enterprise's security posture.

7.4 Future Work

The cybersecurity landscape is constantly evolving. Threat actors rely increasingly
on new technologies, tools, and techniques that allow a better success rate in their
efforts. Some of the SE attack attempts through phishing are now using massive,
automated email campaigns, more and more sophisticated to pass undetected into
users’ email inboxes. Future research can focus on how emerging tools like Artifi-
cial Intelligence (Al) can help mitigate and further automate the detection rates of
those phishing attacks.

Since phishing is one of the most common SE attacks in enterprises, it would be
interesting to investigate further the process and success rate of spear phishing
versus phishing. This topic was out of the scope of this research, but that could be
leveraged in future work better to understand the implications on both enterprise
and personal levels.

Future researchers are also encouraged to consider longitudinal studies to evalu-
ate the effectiveness of different training and education programs applied to differ-
ent human traits and characteristics, to enhance employees’ overall security

awareness and improve enterprise cybersecurity.
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Appendix A: Interview Outline

The following details the interview outline performed. It is based on the type of

questions, correspondent relevance to the study, research questions addressed in

the SLR and the correspondent questions. By leveraging the responses to these

questions, the objective of this interview outline is to respond to this dissertation

RQ: To what extent do employee training, organizational culture, and individual

susceptibility contribute to the mitigation of Social Engineering attacks, such as

phishing, within enterprises?

Type Relevance Research Question ID Question
Closed Background Q001 In what sector does your organization
operate?

Q002 How long do you work in your current
organization?

Q003 What is your current position?

Q004 How many years of experience do you
have in the field of information security,
if any?

Q005 How familiar are you with Social Engi-
neering attacks?

Q006 Have you received any formal training
in Social Engineering?

Open RQ (DSR How do employee Q007 In your opinion, what are the most ef-
RQ1) training programs fective ways to educate employees on
impact the success Social Engineering tactics?
rate of social engi- Q008 What are the main employee training
neering attacks in programs your organization has imple-
enterprises? mented to prevent Social Engineering
attacks?

Q009 Follow-up: How effective have these
programs been in reducing the success
rate of Social Engineering attacks?

Q010 If existent, what do you think are the un-

derlying factors contributing to em-

ployee training resistance to security
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Q011

awareness programs?

Follow-up: And how do you think organ-
izations can improve training participa-

tion rates and effectiveness?

Open RQ (DSR How can enterprises Q012
RQ2) create a culture of
security to reduce Q013
the success rate of
social engineering

attacks?

Q014

Q015

How does your organization promote a
culture of security among employees?
Follow-up: What organizational factors
in your current company or the com-
pany you worked for before do you
think contribute to a better or worse se-
curity culture?

How would you ensure that security pol-
icies and practices are consistently ap-
plied throughout the organization?
Follow-up: What methods would you
use to measure compliance with these

policies and practices?

Open RQ (DSR What factors make Q016
RQ3) individuals more sus-
ceptible to social en- Q017
gineering tactics?

Qo018

Q019

Q020

What common Social Engineering tac-
tics has your organization encountered?
Either by an internal simulation or a real
external threat, did you ever fall for any
Social Engineering attack?

Follow-up: If yes, what factors do you
think were the cause?

In opposition to organizational factors,
what individual factors do you believe
influence Social Engineering attacks?
Follow-up: According to those individual
factors, how would you improve Social
Engineering resilience in your organiza-

tion?

The following questionnaire analysis vector represents the relevance, utility, us-

age, and improvements that are relevant to the questionnaire used in this re-

search.
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Appendix B: Questionnaire analysis vector

ID RQ Relevance Utility Completeness Usage Improvements
Q001 Background Medium High - High -
Q002 Background Medium High - High -
Q003 Background Medium High - High -
Q004 Background Medium High - High -
Q005 Background High High  High High -
Q006 Background High High  High High -
Q007 RQ (DSR RQ1) High High  High High -
Q008 RQ (DSR RQ1) High High  High High -
Q009 RQ (DSR RQ1) High High  High High -
Q010 RQ (DSR RQ1) High High  High High -
Q011 RQ (DSR RQ1) High High  High High -
Q012 RQ (DSR RQ2) High High  High High -
Q013 RQ (DSR RQ2) High High  High High -
Q014 RQ (DSR RQ2) High High  High High -
Q015 RQ (DSR RQ2) High High  High High -
Q016 RQ (DSR RQ3) High High  High High -
Q017 RQ (DSR RQ3) High High  High High -
Q018 RQ (DSR RQ3) High High  High High -
Q019 RQ (DSR RQ3) High High  High High -
Q020 RQ (DSR RQ3) High High  High High -

The questionnaire analysis vector is based on the relevance, utility, completeness,

usage, and improvements of each question, as follows.

Relevance: The degree to which the interview question is related to the re-

search questions and the study's overall goal.

Utility: The extent to which the interview question helps address the re-

search questions and generate data that can validate the artifact of the

DSR.
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Completeness: The degree to which the interview question covers all rele-
vant aspects of the research question and provides a comprehensive un-
derstanding of the topic.

Usage: The extent to which the interview question is practical and feasible
for use in the research study, including considerations such as time, re-
sources, and access to participants.

Improvements: Opportunities for improving the interview question to better
align with the research questions and improve the quality of data generated.
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